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{
"LedOn": false,
"TelemetryInterval": 60,
"ts": 1530170497,
"mac": "C47F5104341",
"FW version": "V1.1.0"

}

- RER%
GCP fe itz &R E I ThRe. WRHE GCP SR IE L, WA ML EZ —MERKI 7 E L% BLOB. X-
CUBE-GCP 3 fl fif FBc B M 2= i d% i) LED ARZS, 5 i@ I 1] B O o) T o o2 A4 52 ff . JSON # 2X i
B, WHHRs:

{

"LedOn": true,
"TelemetryInterval":60,
"Reboot": false

}
X-CUBE-GCP fERRIESLMT X e B ATVEM . FHXEFEN, GCP loT Core 55 2 K IX i fii & -

M, RAERCE P RILE S A "Reboot": true, AU HLE E B B N "Reboot": false, i
LEARR IR B KA R E S .
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devices/{device-id}/events
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{

"data":

[{"dataType":"temp", "value":"27.91"},
{"dataType":"hum", "value":"48.72"},
{"dataType":"pres", "value":"1015.17"}]
}
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9T 1# /] Google Cloud loT Core k%%, 8% Google Cloud Platform™ik /1. F f s izl gdik /1, SRJ5 4 g4k
S IR @Bk GCP T H .

e KTVEM T H GI# A1 API (E5E. 51/ cloud.google.com.
QU K P BRI T
1. fEREIIH V%, Wil 7 FoR. WOAMERETH tH2, R UK JCIE Gk SEAT IR S B AR R D IR

7. BE

Billing required

The API requires a valid billing method.

CANCEL  ENABLE BILLING

2. fdRER IS B “Google Cloud loT Core”H1“Pub/Sub” APl. 7E GCP %G h, #E N “API AIRF 7, 1N
P 8 iR

= 8. f##E API €8

Google Cloud Platform  g* STM32loT Cloud

API APIs & Services Dashboard F3 ENABLE APIS AND SERVICES

«»  Dashboard Enabled APIs and services

Some APls and services are enabled automatically

EE

Library

?

Credentials
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3. fEFHERE APIFIHR 55791 2 > (#6E Google Cloud loT API # Cloud Pub/Sub API, 414 9. f# it Google Cloud
loT API F1& 10. f#ifE Cloud Pub/Sub API fii7R .

| 9. {## Google Cloud loT API

= Google Cloud Platform  §* stm32iot cloud project « Q

< APl Library

Google Cloud loT API

Google

Registers and manages [oT {Internet of Things) devices that connect
to the Google Cloud Platform.

EMABLE TRY THIS APl [

/= 10. f##8 Cloud Pub/Sub API

= Google Cloud Platformm  2¢ stm32iot cloud project + Q

< APl Library

Cloud Pub/Sub API

Google
L} ' &l

. Provides reliable, many-to-many, asynchronous messaging between

' ‘ applications.
®
ENABLE TRY THIS APl ]
5.3 £ GCP loT core -6 %%
KT Google Cloud loT Core ()58 SCRYFI AN Qi 3y E M R . e 2 FHIEM 32 /8, 11517717 cloud.google.com/iot/

docs.
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F IR IR B PR A G MR A%
1. {E Google Cloud loT Core ', ST B&EMER (EELFRFHHE LN (registry-1d}) » Wk 11 J7
ZNo

E 11. GCP R &= 7 #4

= Google Cloud Platform  $* STM32 0T Cloud

ﬁﬁ’ loT Core Registries 3 CREATE A REGISTRY

2. fEEbRAIEm Fak A X (BRIACA us-central1) , LS AT LUK IR NS B ) {(cloud-
region} HHTECE . WIERAETE, QL Nevents BN 1, FH4EFFERVCRE . Z LML Zidr 4N
“events”, PRINIX &N R 4R, BH RS2 E: MQTT i A HTTP Bl LB & HTTP. F AL
TR IIIET . MR A E R BT E Dk 12 fos.
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[ 12. GCP“RIEg MR & E

Google Cloud Platform s STM32 IoT Cloud

ﬁ? loT Core & Create a registry

Define how devices in this registry will send data to Cloud |oT Core. After you
create your registry, you can start adding devices to it. Learn more

Registry ID
Permanent identifier for your registry. Start with a letter.

my-new-registry

Region
Determines where data is stored for devices in this registry. Choice is permanent.

us-centrall -

Protocol
Select the protocols your devices will use to connect to Cloud IoT Core. Learn more

~ MOTT
HTTP

Cloud Pub/Sub topics

Cleud 16T Core routes device messages to Cloud Pub/Sub for aggregation. You can route
mieasages to different topics and subfolders in Cloud Pub/Sub based on the type of data
in the messages. Learn more

Default telemetry topic
Device telemetry events will be published to this topic by default. Add more topics if you

want these events to be published to separate topics.

projects/  <my-project-id=  /ftopics/events -

¥ Add more telemetry topics

Device state topic | Jptons

Device state data will be publizhed 1o your selected topic on 2 best-effort basiz, as well az
to the default MOTT state topic {if your devices use MOTT protocal). Learn more

Select a Cloud Pub/Sub topic -

¥ Add CA certificate

3. FEH O A R A IR e
E X B ID, RNESETFTH P {device-id) .
1% GCP 1 “ gY@ 2 Pl R A1 SRR iR (il “openssI”BllE RS256 5 RS256 A {1 AP
- X7 RS256:

> openssl genrsa -out rsa private.pem 2048
> openssl rsa -in rsa private.pem -pubout -out rsa public.pem

- X7 ES256:
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> openssl ecparam -genkey -name prime256vl -noout -out ec private.pem
> openssl ec -in ec private.pem -pubout -out ec public.pem

K H pem SUIFHIT A RIS INE & FRAERAEE, APIRRE I I 01 6 3 LS BB % . W& el
K 13. GCP Gl B I BT 7 -
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 13. GCP“RIZ#&" & E

ﬁ loT Core <&  Add a device

Add a device 1o registry my-new-registry.
Device ID

my-new-device

Device communication
8 Allow
Block

Authentication Cpoonz

Input method

& Enter manually
Upload

Public key format
RS5256

& E5Z56
R5256_X509
ESZ256_X509

Public key valus

————— BEGIN PUBLIC KEY-----
MFkwEwZHE 021z 0CAQY IKoZ 2 j0040D0gAEqzUN D1 Yy zUas+CPall+ fhDz SowiNZ
B4/ ~wTROiwdQrunisejestes TLhd/ al VL 1sKwl gf 1CikRFhlzHenhIOol==
----- END FUBLIC KEY-----

Public key expiration date | Cptionz
Expires on:

m
4

Device metadata  Jotion:
K=y must contain only letters, numbers, hyphens, and underscores, and be na lenger than
128 characters

Key Value p: X

| + Add attribute

Add Cancel
TEPAT RS IIR, AIRESE S, TG & & IR SR B GCP.
5.4 IS FH AR PP 9t PRI BE S
o HEFIENT TREEFTIFIEA Z T, GRS LGRS TET AR, FIY T RRE A RE 21418 2 I AR
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BB RE 3

BRI SCRFI AT R T RESTIT IR I H (A RARAZERIGEAE R, SRR .

£ STM32 # 4w/ 1. ¥ Projects\<board name>\Applications\Cloud\GoogleloT\Binary “ ] — it fil] 244 5
(e # STM32 M4 A PC B Frfl2 1) USB KEEAAEAIE . B, M v LB s R R — A
KT REENT STM32 BT i fE .

5.5 IR B IR R Bl

1. »FEd USB (ST-LINK USB i ) KRR RS PC. IS AT E A% (W Tera Term) 41745l &, &
%%*ﬁ%ﬂ’] ST-LINK COM i [1, 3#1& PUFEC & :

- S fMURE, Tokge, 1 AN, 115200 BREE, TohERREE
- ITEORIGIENLF

- ‘“echo on”iEW, VMERESS LU A S

BEAh, EBAERE" A SRR CWRATD

ARVEMEL, B 6 17 S,

X3 FE Wi-FI®fb, B s 4% Wi-Fi® SSID. Inas i UM id ., xF T g M ER:, Ak /e i
PEAL RN BRI BT

2. RGWRTSHPWNEREFRE, HPad56H GCP H bk - G i B FEM b & 525 B
i N\ ¥ 4% Google Cloud loT Core #8778 (F#i: project-id=xxx;registry-id=xxx;device-
id=xxx;cloud-region=xxx)
TR AR
project-id=my-project-123456;registry-id=stm32registry;device-
id=mystm32device;cloud-region=us-centrall

3. &H TLS IR CAFfi:
S HIKi Projects\ Common\GoogleloT\ comodo_google.pem HIN %5 . WA B TLS % e 3 4Lk
AT SR IRAIE -
T OIS AR IEHE 2 1~ CA LF 13745
a.  HTHTTPS k%54, JAshididZ s s iR Lar A E I (“Comodo™it 1)
b. FT GCP, LMEIIEZRSsHE. RIEMISES, W AkT E 4% Google Cloud ™3 HF CA 41|32 5 %

comodo_google.pem (AJTE pki.google.com/roots.pem F1#kF) .

4. WEEF/LHA

HHIAENETE GCP #5ii & L3 & Gl @b IR b G 1 A FA Tt R ALAEH rsa_private.pem 5% ec_private.pem 1)

ES
5. SWMERRE, MEEEEFFEKS, WUMRIRET E R R TR A GE A kT E
.
5.6 N FE iz T
1. RTC i &

JS2FRE R At HTTPS 53RO Z 2 BT [ A H Y, JFRCE RTC.
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2. WHRBISHER
EIEMRCEBE )G, W&ERT] GCP loT core. Jy /% SHERSR R IEW, HIJa LLA GCP IoT core =il 5
BRAVEN, W 14. 10T core B &£ G iR,

& 14. 10T core & &4 &

m loT Core < #" EDIT DEVICE ¢ UPDATE CONFIG W BLOCK COMMUNICATION W DELETE

Device ID: myES256device
Mumernic ID: 2543822959264676 Registry: stm32registry

Details Configuration & state history

Latest activity
Heartbeat (MOTT only) Jun 29, 2018, 2:54:17 PM
Telemetry event received Jun 27, 2018, £:03:15PM
Device state event received Jun 29, 2018, 2:53:14 PM
Config sent Jun 29, 2018, 2:53:17 PM
Config ACK (MQTT anly) Jun 29, 2018, 25317 PM
Error © Jun 27,2018, 6:54:55 PM

Device metadata
MWone

Authentication

Add public key [REEEE

Key format Key value

ES256 s wk

MR —hl &3, FFarel:
- RERFERRES. JRSRBAE Zm e b W, — R R R ‘matt: REAs: MQTT (R
FFIELERG B RIS E ST TF
- EMNSER A A E AR T . RGHRBERCH A AT AR A B AT 5,
3. RAGRENHAE
WA TN B-LAT5E-I0TO1, Wi FH Al R ATAL LA . O/1 UI#fl (%o LED MR LUK A1 8.
- HEERTHPEH—RE
— ARSI I AR R AR o BB A R R A i B AT E
b= R A B A H9E R ) 10T Core Device AR 7~ T e HRUR BRI EHE 1 H . GCP AR AL B 1
BIES o5 il o P 25 54 S HoAth GCP Al 45 5445 A CLOUD SDK T HA/F 4 54 nT 4k
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4.  ERIEENER
Al LLTE GCP il & Al “ &l &0 AT 25 1., K5 LATRT 8 JSON K& i it & Rk B4 (53
# < 15. 10T core WATLED o MR E KB ES, BIET RGNS E .

% 15. 1oT core &L HE

Update configuration
Enter the new configuration below. If you're using MOTT, the configuration will be
propagated to the device when it connects. Learn more

Format
@ Text
Basetd

Configuration

{
"LedOn"; true,

Telemetrylnterval™e0,
“Reboot™ false

}

CANCEL SEND TO DEVICE

JEE: X-CUBE-GCP FEEH/GEREI X & HEATIE M, GCP loT Core AR 55 e 75 B IR 35 3riF i A% o Bic & .
M, IRERE P AE T EE TS "Reboot " true, MUK E EH R N "Reboot": false, LARTE
RRREHERN R AELRE S

5.7 AFRAR N2 B

GCP H1i&%A BRI ACGR AU T4 Tk . F P il 54 GCP RS04 R . 83, 7T LLZ4% Google
Cloud™f¥) GCLOUD SDK, Jffif fl T A& /FT [ Pub/Sub /.
2% GCLOUD SDK X(#4#l gcloud pubsub iz, Ul: $ gcloud pubsub subscriptions pull
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Lz E

6 52 H

R AT &R

o R TFHHMTECE

o WEIRSFIRAS

o EARHERABIEEAEE

ARG Tera Term 347368 .t n] LA HAb ALl T A .

TEE A AR, A0 FH % e 455 A B AT 4 P«

o HiE PC EATHMHTHRZR K STM32 ST-LINK fE4l COM it 1. 7£—% Windows® PC £, 774 & 5
ER

o 4TIF PC L s AT 206 o B8] R H COM i .

TETF R SEARER H PR T —A Tera Term MIGHIIA (S5 & 4. DUH A5 5 AR E T EMfINS

. BT, E4TJT Tera Term, i%$% Setup, #RJ5i% % Restore % HE .

FE FIETFEER 15 B AR A & UART 23if, (EH %y Tera Term #1465 1E I 119 B 1CEE 1.
LB
I B 16 fizn. NG SR T Z5 @ EM B rEES .

AT 28 HTAT AT B 2 0 B LineFeed (\n B LF) |, DUE Ao ¥ A UNIX®SEBY [ SCA SR S R o k4% A
[ 0 VRS A5 A2 A R 4 R e R AR P 6 L

E 16, Kk E

Terminal size New-line [Il

B | x a4 Receive: [AUTO =/

[¥ Term size = win size Transmit: [ F - Cancel

Auto window resize
Terminal ID:  ¥T100 -~ | Lacal echo -

Answerback: | Autn switch [VT<->TEK)
Coding [receive] Coding [iransmit]
UTF# = UTF-8 -
Ipcale: amefican CodePage: B5001

HORE
A E -

. SEBRiF) COM i 15
. 115200 P E%

< 8 ¥l
o RERAL
« AMEIRfE
- EE

FOEEWE 7 PR
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E17. BO®RE

Data:
Parity:

Stop!
Flow control:

Tranzmit delay

a maecichar meecfline

UART 23 FIER RSS2 E G, 4% FRE A4 CBM) . %288 UART 2 b 148 7R EAE Wi-Fi®RI 270 8 £ . X
LR YRR A /E Flash /2 ffas 1, JEE NS shif ER A .
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LS

7 5L ] e

e B IAR™T I H IS, 9t 423t R g ?

] 18. 24 IAR™ IDE Jii45 X-CUBE-GCP FitH IR A R FEA T 23 H 3R R AR

Eroken options were detected in the project file,
A backup copy will be made.

(See log window for details)

% ARATHER B F UL IAR™ IDE A LR R G BT AR BE R (I 2 D A AR SO I SR BRI AR AS B, AT S
FRI IDE fiAS RN REGAE A vE . IR oL T, TR HT IAR™ IDE FRA .

s 2% A A8 S FH A e o R AT HA Y 2 2

% WRAEZEH B-LAT5E-IOTO1A it /2 HAt i, googleiot.c SCAH r &5 ZL 43 5l BE ik 25
GoogleIoT publishTelemetry ()52GoogleIoT_publishDeviceState ()

il B AREIERS] GCP. iz b ?

% HERENETUR:

1. BHRNERET R E# Y project-id. registry-id I device-id ¥ IEMHE S JH1R78 . GCP i % 61 8t it — 5 E 1)
project-id, ‘B AN R LR A/ES S, filin<google-defined-project-123456>. [Kit, 4500l v At
il & L BRI project-id.

2. WA, WA AT A AT AR -

3. gg%ggﬁ;&ﬁﬁ% T TE GCP £l & A & FEifIA 1A 8% 78 SR8 A B A FH 1AL 4% b AR AT [ 0T 2 1 T iff AL

HE M,

W] TR A A B R] Wi-Fi®8 A . FRiZ ] b # 2

2 A AR SR S T LOERES) WI-FI®BEA . R LL, EBEREE G, % TR (6 e, W
A Wi-Fi®fEiF,

W: 7F B-LA75E-IOTO1A 1R I, #Elr B kas B 24581907, RIfEH ks i stin Hol B H e k.

B TR AL AR WA WG PR R . TR R AL IERERRT, MR OO s RIS G, JUTAR L. 78
B-L475E-IOTO1A L, FEE AR TARETMIERE T MCU 14 R f BT
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A 2. Google Cloud 10T Core B . . . . ..o 3
A 3. X-CUBE-GCP BAFBEM . o o o e e e e e e e e e e 7
& 4. T SCEEGET o o e 9
& 5. R BE B IR 13
& 6. R © o o 17
B 7. R 18
& 8. BB AP B 18
& 9. e Google Cloud 10T APl . . . . o 19
& 10. fHBE Cloud PUB/SUD AP . . . . 19
& 11. GCP“BIZTEMI AN . . 20
& 12. GOP B A R o B . . . 21
& 13. GOP Bl A B o e o 23
& 14. 0T core AT« o o 25
&l 15. 0T Core AT I « .« .« o o e e e e e e e e e e 26
& 16. B L 27
& 17. I B 28
& 18. 1 IAR™ IDE it 455 X-CUBE-GCP FtH AR HEAR 2ot m E . . ..o 29
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BRI - A B

IR SEAF I T AT (ST (REBER X ST ™ ShAl/BA SR BEAT AR TE . IR, W5k, BSAUcE AR, MR SATER. BT 7ELT TR AR SRR T
ST M FOHT 5 2o ST b AH KT i AR AOAI DG ST M 25K

K7 EAT TR ST P IEFAE ], ST MEAKIE S B BB 25 77 i AR R AR 3T A

ST AIHTAT FIRF=RIEATAT A W 7R SR IR AR VF ]

P ST P b AT A F UL AR B 0 (5 B AR, K S ST A= B3 F (AT AT (RT3

ST il ST #5:E ST IR bF. T ST RIFRIGHAMIE ., 1 www.st.com/trademarks. oAt iT A 7= il BRI 45 44 B L& B T #1000 7= .

AR A BIURA SO BT AT AR AR R L 15 B
© 2019 STMicroelectronics - {5 & i 5 KL F)
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