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#S1TARE (CLD

AT &N Bl e 65 4175 [ Sk F STM32 Trusted Package Creator T &,

A RA&GSWMAE 7 PR

7. STM32 Trusted Package Creator TR &4

nFHIPPEDaPatlﬂnTOOI CLI .exe [optionl] [valuell [option2] [valueZl...

Information options

-?. ~h. —help

og
[{File_Name>1
[EFI preparation options
-sfi, —sfi

—fir, —Ffirmuare
<Firm_File>
[{Address>]

k. ——key
<Key_File>
——nonce
{Honce_FileZ
v, ——ver
<{Image_Version>

[<Address>]
0, —outfile
<Output_File>

[EMI preparation options
—smi, ——smi,

-elf. —elfile
<ELF _File>
-=, ——sec
<Section’>
k. ——key
<Key_File>
——nonce
{Honce_FileZ
V. ——SVEr
<SU_File>
—outfile
<Output_File>
—clear

C.
<Clear_File>
IEF preparation options
—sfu, —sfu

—fir, ——firnuare
<Firm_File>
[{Address>]

——key
<Key_] Flle)
——nonce
<Nonce_Filel
——ver
<Image_Version>
oh. ——outheader
<Output_File>
Sa ——outsfu
<Output_File>

Display this help
Generate a log file
Log file’s path and name. default file iz .- trace.log

: Generate SFI image.

You also need to provide the information listed helow
Add an input firmware file

Supported firmuware files are ELF HEX SREC BIN
Only in case of BIN input file <in any hasel
AES—GCM encryption key

Bin file, its si=ze muf‘t be 16 hytes

AES-GCHM nonce

Bin file. its size must be 12 huytes

Image version

Itz value must be in <@..255> {in any bhase)
Option bytes configuration file

CEV file with 2 values

Add an SMI file {(optional for combined case>
SMI file

Only in case of a relocatabhle SMI (with Address
Generated SFI file

8FI file to bhe created

= Generate SMI image

You also need to provide the information listed helow
Input ELF file

ELF file

Section to bhe encrypted

Section name in the ELf file
AES-GCHM encryption key

Bin file, its size must be 16 hytes
AES-GCHM nonce

Bin file. its size must be 12 huytes
Security version

Itz size must bhe 16 hytes

Generated SMI file

SMI file to be created

Clear ELF file

Clear ELF file to be generated

: Generate SFU image.

You also need to provide the information listed helow
Add an input firmware file <must have only 1 segment>
Supported firmuare files are ELF HEX SREC BIN

Only in case of BIN input file <{in any hase)

AES-GCH encryptlon key

Bin file, its size mugt be 16 bhytes

AES—-GCM nonce

Bin file. its size must be 12 hytes

Image version

Itz value must be in <{@..255> {in any base)
Generated SFU header file

SFU header file to be created

Generated SFU encrypted image file

SFU encrypted image file to he created
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SFI% piE<

-sfi, --sfi

GiRA: i SE R — A SFIBRIG ST

ATHEMSFIRRG, BPLZER TES SRR HEEAN .
-fir, --firmware

WEE: SRM—NaABEEE. TR EBin, Hex. Srecf
ELF. IARIAT L R E R LURIN S DB ST

g% -fir <Firmware_file> [<Address>]
<Firmware_file> R o vay o

[<Address>] : ik (RAFBINXH) -
-k, --key

iRE: B EAES-GCMZEEH.

BE: -k <Key_file>

< Key _file> : 16F TR SIS .
-n, --nonce

HBA: L EAES-GCMPELE .

J&%: -n  <Nonce_file>

<Nonce _file> : 12F R IS .
-V, --ver

BER: G EMRARA

i&%: -v <Image_version>

<lmage_version> : (R EH T EO0R255Z [BAY{E.
-ob, --obfile

BAR: REEIFET M.

i&%: -ob <CSV_file>

<CSV_file>: BIMERICSVI .

-m, --module

BeBE: SRM—NRASMISTHE . HIRIA] LA 25 % (8 A LUR I 2 ANSMIST .
XEAER (AFSFI-SMIER) -

Bk -m  <SMI_file>

<SMI_file> : SMISZ

[<Address>] : UERTRIEEMIAISMI.
-0, --outfile

iR R EZECIEMSFIXH

i&%: -0 <out_file>

DocID030724 Rev 1 [English Rev 1] 13/33
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<out_file>: EERBISFIN, B sfiff RE.
w4
FIFAELF3T 4

STM32TrustedPackageCreator_CLI —sfi -fir ELF_firmware.axf -k
test_firmware_key.bin -n nonce.bin -ob FIR_ob.csv -v
23 -0 test.sfi

8. EFELFT4E R SFI

nETM32TrustedPackageCreatornhin »STM32TrustedPackageCreator_ CLI .exe —sfi —fir E
LF_f irmuware.axf -k test_firmware_key.bin —n nonce.bin —obh FIR ob.csv —v 23 —o te

FIF ) S
STM32TrustedPackageCreator CLI —sfi -fir bin_firmware.bin 0x8000000 -k
test_firmware_key.bin -n nonce.bin -ob FIR_ob.csv -v 23 -0 test.sfi

9. fi A — BEBISC A4 BESFI

C:\8TH32TrustedPackageCreatorshin »8TH32TrustedPackageCreator_CLI .exe —sfi —fir h
in_firmuware .bin Bx03000000 -k test_firmware_key.bhin -n nonce.bin —ob FIR_ob.csv

-y 23 -0 test.sfi
SUCCES

SFI-SMIfA4 :

STM32TrustedPackageCreator_CLI —sfi -fir ELF_firmwrae.axf -fir bin_firmware.bin
0x8000000 -m FIR_pcrop.smi -k test firmware_key.bin -n nonce.bin -ob
FIR_ob.csv -v 23 -0 test.sfi

10. SFI-SMIA &4 R

»E8THI2TrustedPackageCreator~bin*8THI2TrustedPackageCreator_CLI .exe —sfi —Fir h
in_firmeare.bin Bx88080080 —m FIB _pcrop.smi -k test_firmware _key.bin -n nonce.hi

—ob FIR_ob.csv —v 23 —o test.sfi

3
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3.3 SMIZE S

-smi, --smi

YRR IS E R — N SMIBRR ST HF .

ATERSMIBE, AFRLHAERTESEAETHREESN .
-elf, --elfile
WER: ARM— N EINELFSC
i&iE: -elf <ELF_file>
<ELF_file> : ELFX . ELFXHAIIBEET RA: .elf,

axf, .0, so, .out

-s, --Sec
BER: REEMEXER,

&k -s  <section_name>
<section_name>: X&o

-k, --key

WAR: & EAES-GCME4H.

‘& -k <Key_file>

<Key _file> : 16F TR ZH#HISCHF .
-n, --nonce

HBA: L EAES-GCMPELE .

i&%: -n <Nonce_file>

<Nonce _file>:  12FFBi#HISC

-sv, --sver

WER: WEREMA M.

Bik:  -sv  <SV_file>

<SV_file>: 16F T3t

-0, --outfile

BiHR: R EZCIZEMISMIZHF

B/E: -0 <out_file>

<out_file>: EHERMISFISXH, BB smill RE.
-c, --clear

BiHR: R EECIEMBAXELF .

wE: -c <ELF_file>

<ELF_file>: FE4 R RVBASZELFIC .

3
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=l

STM32TrustedPackageCreator_CLI —smi -elf FIR_module.axf -s “ER_PCROP” -k
test_firmware_key.bin -n nonce.bin -sv svFile -0 test.smi -c clear.smi

11. SMI%ERR

C:\5TM3I2TrustedPackageCreatorsbhin >8TH3I2TrustedPackageCreator _CLl .exe —smi —elf F

IR_module.axf —s "ER_PCROP'" -k test_firmware_key.bin —n nonce.hin —sv svFile —o
test.smi —¢ clear.axf

Warning: The section does not end on a Flash word houndary

SUCCES

SFU4% RS

-sfu, --sfu

WHA: s S HE B — N SFUBME ST

AT HERSFURRER, APwmERTEYSHANETR RN
-fir, --firmware

HRR: IWEMABEMG . ZFEFAIEARBIn. Hex. Srecfl
ELF, ZBEHXHRERZ—TE.

¥B%:  fir <Firmware_file> [<Address>]
< Firmware _file>: Bl .
[<Address>]: it (XAFBInTHEZR)
-k, --key

BEA: W EAES-GCMEA.

BE: -k <Key_file>

<Key _file>: 16F TR = #HISC
-n, --nonce

BBA: R EAES-GCMBEHLE .

i&%: -n  <Nonce_file>

<Nonce _file>: 12F W = # IS .
-v, --ver

BER: R ERURRRA .

i&%: -v <Image_version>

<Image_version>:  {Efa]£# TE0F255 [BIHIE.
-oh, --outheader
PR WEECRAISFULITH.

i&%: -oh <out_file>

3
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3

<out_file>: EHERMSFUSLH, waA.sfuni R&.
-0s, --outsfu

HER: WEEQEMSFUX M.

iB%:  -os <out_file>

<out_file>: E4ERBISFUSHE, waE. sfull RE.
aNE

SFMIPreparationTool_CLI —sfu -fir bin_firmware.bin -k
test_firmware_key.bin -n nonce.bin -v 23
-oh out.sfuh -os out.sfu

12. SFU4% R

muware .bin -k

NETHI2TrustedPackageCreatorsnhin »STHI2TrustedPackageCreator _CLI .exe —Fir hin_fi
test_firmuware_key.bin —n nonce.bin —v 23 —oh out.sfuh —os out.sfu

DocID030724 Rev 1 [English Rev 1]
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4 Sg'M32) Trusted Package Creator TE B ARRE
GUI

ABN BB H E B A R EHASTM32 Trusted Package Creator T &.

STM32 Trusted Package Creator LEGUHRHE=/MEI*: —PMHAFSFIER (& 13) , —
MRATFSMIER (& 14) , 5—1MATFSFU%ER (& 15) .

13. STM32 Trusted Package Creator TEGUI SFIiETIF

s R
{8, STM32TrustedPackageCreator =R g

File Edit Options Help ‘ ’I i
1nle.

Firmware files Firmware information SFI information

Overview

Encryption key file File name

Remove
Size
=

Nonce file

Index Size Address
Option bytes file

SMI files (Only for combined case)

Image version

0 =

Output SFI file

3
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14. STM32 Trusted Package Creator TEGUI SMEZEIF

' B
%1, STM32TrustedPackageCreator =
3 g

File Edit Options Help ‘ ’ I T
1le.

ELF file ELF information SMI information

Overview

Encryption key file File name

ELF Type

Size

Sections
Security version file

Index Mame Type Size

Nonce file ELF Machine

Section to encrypt

Qutput SMI file

Output clear ELF file

4 1 b

Generate SMI

3
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15. STM32 Trusted Package Creator TREGUI SFUEIRF
" STM32TrustedPackageCreator [E=RE)

File Edit

Firmware file

Encryption key file

Nonce file

Image version

0 =

Output SFU header file

Output SFU file

Options

Help

Firmware information

‘,’ life.augmented

File name

Type

File size
Segment address

Segment size

SFU information

SFU header file name
SFU file name
Size of encrypted area

Protcol version

Image version

4.1 SFI4%E

JE:

20/33

BINESFIERIER, ARLIERBMERERMATFR:

& {432 1 -
P P75 fsE F ad d32 £ SRR NN B 143214

HREZX A BR, TWIFEFMEIEIFX 57t . AEFEE, SALIFESS (B 16) &
HILFEFXNGE, BIRET —FERHGHE, LT ETTFEX T

HRX B ARG, TDL T —TXEHE, BREH— T [Efremove &z ATLL
MfE—T X o
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& 16. B0 EE <

-
+5 STM32TrustedPackageCreator
a g

File Edit

Firmware files

Options

Help

i

Encryption key file

Nonce file

Option bytes file

SMI files (Only for combined case)

Image version

0 =

Output SFI file

Firmware information SFI information

Overview

= | B [

"I lite.augmented

File name ELF_firmware.axf

Type ELF
Size 815,887 KB
Segments
Index Size Address
1 844 B 08000000
2 9884 B (08030000

BIAFBEH B -
FIAFBEN A AT LUETMARRERE (RXSAEN) BdiEFopentZiikiEsF. HiE

B, EXNGAHFENE (BiAAL6

EBF I

AN

~F71,

EBF T AT AR R A Rk . (N HFesvett.

SMIZH:

XER.
BRISARA :

AR 1% b 218 4[0...255]

3
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M3t

WA LUE S MA R R R (ExfgiEx)) SifEMselect folderiRikikF, HEE,

ERE—AE AR, BIERBFRoutsf,

BRI LS EAR B S B TE L

ErEFE A EFRENET, Generate SFEIRHIEE. AR LAEE S5 EREBRSFIH .
MR—YNGEF, HFEM—MERBRINERIGEEE (& 17) , HESFIEEXEREXER

HISFIXHIE R

B 17. BRIhE R SFI

{45 STM32TrustedPackageCreator

=B R )

File Edit Options

Firmware files

Help

L

Encryption key file

C:/STM32TrustedPackageCreator /bin/test_firmware_key.bin

Firmware information SFI information

c” life.augmented

Overview
File name out.sfi
Size 10627 KB

Protocol version 01

Nonce file

C:/STM32TrustedPackageCreator

Option bytes file

C:/STM32TrustedPackageCreator

SMI files (Only for combined

{th Success _ N
g ts
e Index Type
1 Firmware
2 Firmware
3 Configuration

Image version

23 =

Qutput SFI file

C:/STM32TrustedPackageCreator fbinfout.sfi

Size
844 B
9884 B

)

Address
0x8000000

(0x8030000

00

‘ Generate SFI '

22/33
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4.2 SMIZ R

MTSFIER, APLIRERNES.

EIf3Cf4:

EMEAT, WMAXHREERel .

MRIZXHEBEY, £ ELF information” %Ik (& 18) R ERER, BEMNELER—%
RIRHEE, BHSXHTEIT AT

18. ELFXC ik #%

s
5 STM32TrustedPackageCreator
a g

o e |

File Edit Options

i ELF file
C:/STM32TrustedPackageCreator /bin/FIR_module.axf
Encryption key file
Nonce file
Security version file
Section to encrypt
|

i Output SMI file

Output clear ELF file

Help

ELF information SMI information

Overview

‘,’ life.augmented

File name FIR_module.axf

ELF Type Executable

Size 141328 KB

Sections

Index MName
1

ELF Machine ARM

Type Size i
MNULL ubB
PROGBITS 24888 | |
PROGBITS 956 B
NOBITS 2408 |
NOTE 288
PROGBITS 33168
STRTAB 568 =

3

2 ER_PCROP
3 ER_PRDATA
4 RW_IRAML
5 .note
Select folder
6 .comment
7 .shstrtab
1
Select folder

Generate SMI

3
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B FPEN BT -

HEOASFI, ATRRSEGCHEEN AR FZAMBENLE . HEE, EX/NLAFF
BME (BERIGANFT, FENBRI2ANFT) .

RERAH

REMATHRNLIAL6FTS.

L& R A LT Security VersionXX R T,

TR :
RXR—MEIIER, ATLUERERAEREME.

M3t

ML SCHR BT AR R (BEE%T) sEMSelect folderizfliskikE, EHIE,
ERE—MARE, XHEUT 1B, ETLUEERERNEAITER.
LMBEFREERENG, BPAILURE STGenerate SMI GZIRHAT AHIERT) A%
& R SMIST .

BRT BXFEMRSMIHRIERS, ESHI—NMESIE, BHAPHRINER
(19 , BMNEERER.

3
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UM2238 STM32 Trusted Package Creator TREEIFAFRRE (GUI)

19. BTN RSMI

{5 STM32TrustedPackageCreator = B 2=

File Edit Options Help ‘,’ S
lle.

ELF file ELF information SMI information

C:/STM3ZTrustedPackageCreator bin/FIR_module.axf
Overview

C:/STM3ZTrustedPackageCreator bin/test_firmware_key.bin

Encryption key file Original file name  FIR_module.smi

Number of files 1
Nonce file Last file size 2.47266 KB

SMI address (08080000

i

SMI successfully created

C:/STM3ZTrustedPackageCreator bin/nonce. bin

{4 Information

Security version file

C:/STM3ZTrustedPackageCreator bin/svFile

Section to encrypt

[ERr_PcRoP -]
Qutput SMI file

C:/STM3ZTrustedPackageCreator bin/FIR_module.smi Select folder
Qutput clear ELF file

C:/STM3ZTrustedPackageCreator bin/FIR_module_dear.axf Select folder

Generate SMI

4.3 SFU4% Rk
XFE R TR\ FE 5 SFI4E B B BB N B 20
B ST -

RPREESAE .

MRz HAY, NERHEEX (& 20) d2BRILFEXER, EN2ERBRER
. ', ZEHXHREEE—1TER.
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STM32 Trusted Package Creator TEEFMAARRE (GUI) UM2238

20. BElHc ik
(£ STM32TrustedPackageCreator [E=E—)

File Edit Options Help ‘,’ e

Firmware information
Firmware file

File name file.hex
C:/STM3ZTrustedPackage Creator fbin/file. hex
Type Intel Hex

File size 27,2002 KB

m Segment address  0x8030000

Encryption key file

Segment size 9884 B

MNonce file _ .
SFU information
SFU header file name
SFU file name
Image version
Size of encrypted area
0 =
Protcol version
Qutput SFU header file Image version
Select folder
Output SFU file
Select folder
b )

BAFBEM B ST -
5 SFIFASMIF 2481,

AR AR A -
AR{% KR A< B 59[0...255],

M3t

BT UBI AR B R (BRI SiEMselect folderiRiAikiE, TR,
ERE—MARE, XRENT AR, ETMERRES i TEY.

ErEFEEEFREENRET, Generate SFUIRHIEGE. AP ATLUBE REERERSFUSTH.

WMR—YNGF], FHM—MBARINERBGEEIE (& 21) , HESFUEERXEREXERK
BSFUXTHIER.
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UM2238

STM32 Trusted Package Creator LEBFAFARE (GUI)

21. BRINE M SFU

{45 STM32TrustedPackageCreator

™

=8| ¥

F

ile Edit

Firmware file

Encryption key file

Nonce file

Image version

Output SFU header file

Output SFU file

Options

C:/STM32TrustedPackageCreator bin/file. hex

C:/STM32TrustedPackageCreator bin/test_firmware_key.bin

C:/STM32TrustedPackageCreator bin/nonce. bin

Help

Firmware information

(’I lite.augmented

File name

Type

Segment address

File size

Segment size

file.hex
Intel Hex
27.2002 KB
0x8030000

gg84 B

SFU information

{35 Success

SFU file name

SFU successfully created
Protcol version

Image version

SFU header file name  filesfuh

file.sfu

Size of encrypted area 965234 KB

1

7

C:/STM32TrustedPackageCreator bin/file. sfuh

C:/STM32TrustedPackageCreator /bin/file.sfu

3

DocID030724 Rev 1 [English Rev 1]

27133




ERF St UM2238

5 I F T3

ERFI XA FRINSFINAEFROFR, ERTEREENREMEIET FIHT

REXHRAXFCSY (ESHRE) BN, ZERABRIEELER: FEHAMEE.
B MR FHEFRBULIAITRE (FesvXhhHHMT) -

22. I F T =Pl

[= FIR_ob.csv 3

FOPTSR PRG, Ox13FEQOOFE
FPRAER PRG &, 0x88060800
FPRAER PRG E, 0xB0000FFF
FSCLAR PRG L, O=x80000FFF
FSCAR PRG E,0x80000FFF
FWESHN PRG &, 0x000000FF
FWESHN PRG E, 0x000000FF
FBEOOTT PRG, Ox1FF10B00
RFU, 0x10000810

W Ll R

oy N

[N N ]
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UM2238 HEIEIE

6 HEFEHE

ALUE T AL RS EhmlogirfiskEERE: & - >HE.
Bl 23. BEXIEERG

{3, STM32TrustedPackageCreator = B 2 |

File Edit Options Help ‘,’ i
lle.

17:24:43: 168 SFI preparation started
17:24:43: 168 Area 1 prepared with size 844 : firmware area
17:24:43: 168 Area 2 prepared with size 9884 : firmware area
Firmware file 17:24:43: 168 Area 3 prepared with size 36 : option bytes area
17:24:43: 168 SFI header prepared
A 17:24:43:163 SFI preparation finished
C:/STM3ZTrustedPackageCreator bin/file 17:26:15:635 SMI preparation started
17:26:15:635 1 5MI to prepare
17:26:15:635 5MI data prepared with size 2484
_ 17:26:15:635 SMI header prepared
Encryption key file 17:26:15:635 5MI preparation finished
17:28:48:336 S5FU preparation started

. — 17:28:48:336 Encrypted image prepared with size 9384
C:/5TM32TrustedPackageCreator bin/test 17:28:48:336 SFU header prepared

3 17:28:48:336 5FU preparation finished

Nonce file

C:/5TM32TrustedPackageCreator /bin/non

Image version

Output SFU header file

C:/5TM32TrustedPackageCreator fbin/file.J/|

Qutput SFU file

“
C:/STM3ZTrustedPackageCreator bin/file.sfu Select folder

3
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7 wWE

ATLUET B T A s B f hiysettingsiR HIsk A ONE BEXHEIE: KW - >IRE
24. G EXIEHE

=2 = |

{25 STM32TrustedPackageCreator = i

File Edit Options Help ‘
life.augmented
|

.
Firmware file {.:';, Settings M\
C:/STM3ZTrustedPackageCreator bin/file. hex 1 Padding byte
—3 Hex
() D0
Encryption key file @ OxFF 2KB
— 130000
C:/STM32TrustedPackageCreator binftest_firmware Settings file
| kB
Nonce file Generate settings file
C:/STM32TrustedPackageCreator bin/nonce. bin 1 — file.sfuh
A og file
file.sfu
TETaTEETT [7] Generate log file
Select folder 965234 KB
7 =
) (o] cancel :
Output SFU header file 7
C:/STM3ZTrustedPackageCreator bin/file. sfuh Select folder
Output SFU file
C:/STM3ZTrustedPackageCreator bin/file.sfu Select folder

HIEFT:

FERRATSCERT, ATLURINER FHREAHIONHEDCFHA IR SR ZBHZE, X
BHEEHHBRLERE. RPTLUEEFOXFF (BRIAE) 50x00.

WEXH:

A, BEATRITCHRPEMsettings.iniXX . BREFETRBEFRS: EOXNM
MFERAR.

HE3
EhfE, BEMERETER—MEEXXMH.
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UM2238

SFI/ISMItEZE

8 SFI/SMI&E

ALUE T BT B2 iCheck SFI/SMIBZEARIFEISFI/SMIFEE : X - BT

SFI/SMI,

XS ESFISMIXHFRBEXN M, HEREEXES.

25. SFIfEE

{45 5TM32TrustedPackageCreator

NEIREE

File Edit

Firmware files

Options

Help

Encryption key file

Nonce file

Option bytes file

SMI files (Only for combined case)

Firmware information SFI information

Lyy.....

overview
File name out.sfi
= Size 10627 KB
{3} Success = u

Protocol version 01

@ Valid SFI file

Segments
Index Type
“ 1 Firmware
2 Firmware
3 Configuration
[ Add

Image version

0 =

Output 5FI file

Size
844 B
9884 B

)

Address
0x8000000

(0x8030000

00
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EEEH - HFRAE

B SERRREFAR (ST (REREIIIS ST MM / A IHITEE, FiE. #EIR, ERFSU#HNF, 815
7B, EHETRCRERIXT ST =RNSEHER. ST ~RIHERBITRMIARIMEX ST HELK.

EHBITHEX ST ZmpikEFER, STHARESNRAMEIEES ~=miRitE X EARE.

ST RIHEMENR = AL TIERTEA R S BRI AN ST AT

HEN ST ~RUNATETIHAREIESHNE, BSH ST f3iz =R FIEARIERY.

ST #0 ST ##RE ST HEiR. AIBHMBTRBRSBRIVAEEERBEENM~.

AXHEPESBMR A E RRAMATRENER . KRB FIXRARAZESCRAREIE, (UESEZR; HhX
MASERAEEMAREA—H, WIARIRERE.
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