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FP-CLD-AWS1 %A tid

2 FP-CLD-AWS1 At B kA
2.1 /3%
AR A

o ERIPELE, T WiFER, BIEL RS A E L RS ENA], I STM32 Nucleo #i%#: #| Amazon
AWS loT = F &

. D, AT U RNREANR AR IRSE (HTS221) | RJf&i&ds (LPS25HB) fligshft/&#s (LIS3MDL.
LSM6DS0. LSM6DSL A1 LSM303AGR)

. LAY Amazon AWS loT C-SDK - &k E4F, (T %417 1i Amazon AWS $4E[1) = ik 5

. %E#:3) NUCLEO-F401RE # ) X-NUCLEO-IKS01A2, X-NUCLEO-IKS01A1 FiI X-NUCLEOIDWO1M1 4z [
82 A 7 1

o RIKIFIIVET A

i% STM32 ODE IigE i #h 78 STM32Cube?

ZH A HET STM32CubeHAL, R STM32 fifztil s AR 2 . &2 STM32Cube K9 JEF M, v Wi-Fi Fifk

A BRI R (BSP) o XEN R 2 A4 i G AL, SR o (a1 2L A 00 2 At e AR AR 5 (4 7 5y
i 42 ) A T e B AN Wi-Fi (SR

AL SN IR % R R e, X2 1 5 {55 STM32 Nucleo (17T A& {F5 Amazon [ 44 [l 55
(AWS) ZH. JFR A1l Amazon AWS z 1 & i+ STM32 Nucleo (A &M, RV ATZ AR R B

T3 B3 10T NI ERAY,  JRERRA R IE RN H U S % I S B AR 4.

2.2 Ly

I AT FH SR V5 R A4 STM32 ezl 4 . Wi-Fi AL RS R B Z A2 -

STM32Cube HAL jZ: Hfdif. A Z2fifi—41 APl AT , 5 LENF. EMME . XeiE

FAY & AP| B Sei@ A g, AVAEHIERE MR (Bl , ST HIhEe OG TR K ieh e ik

FHl# T (MCU) HRHERIFILEAS B . thai i 4 m AR R T SRV, JRRA DR AT Im) HoAh i & AL R A .

REZFF (BSP) J&: X KF STM32 Nucleo & _EfIAM, MCU Birébe XA BRI —4 AP 24 1 5508 o 5%

AMEIRFERE T, W LED. F 4 . %8 A BT R BIAR 4 5 AR AR -

HhE R E

*  AWS loT Embedded C SDK (https://github.com/aws/aws-iot-device-sdk-embedded-C) : FTK STM32
Nucleo #EH:F| AWS IoT 755 E&EMT STM32Cube 311

. RTOS 4% (FreeRTOS) : Niz4T Amazon AWS loT ¥ %% SDK ffrifis

. SPWFO01SA Wi-Fi B 258211 (TCP/IP) : AWS loT 4% SDK 7522 TLS th kS Z 4nil 5 . i
SPWFO01SA Wi-Fi 24t TLS £
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5 2. FP- CLD-AWS1 3430k 4544

Documentation
Drivers
Middlewares
Projects
Utilities

- e e e

2 package.xmi
LEQ Release_Notes.html

AR A A5
. Documentation: I SCAFJe 68 IIRAS A2 BT Ch i HTML ST, 1es% 7 EPFA LR APLIEZI{E E..

«  Drivers: 3% HAL 9Xzl), X TR SCRFREECF & (BRI B SRS, Bl Cortex-M
RBIMEE S CMSIS LR T R R )= -

«  Middlewares: L& Wi-Fi a8 1. FreeRTOS Scif #:1E 241 Amazon AWS loT ¥ % SDK.
+  Projects: G& R RE, ATH T Wi-Fi k STM32 Nucleo FlIfEE#%iEH: %] Amazon AWS loT. T
NUCLEO-F401RE T &4t T L N =4 IDE #J LfE: IAR Embedded Workbench for ARM. RealView
Microcontroller Development Kit (MDK-ARM) 71 System Workbench for STM32.
24 API

F P AP TR AN S B0 BAR RS IR AL T #1441 Documentation SCAF & — AN PR 4F 1) HTML ST
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API

AWS loT MQTT & J % v JH 7~ B 76 FreeRTOS 48 void AwsIotTask (void * pvParameters) [JH—/fF

S HhiEeT .

MR R A P A 228 APL IR

. IoT Error t aws iot mgtt init (AWS IoT Client *pClient, IoT Client Init Params
*pInitParams): ZHREHIMARYILE MQTT %/, EREN 10T %7 it 51 7 AfE 171 MQTT 4146
WHIFRETE NS

. IoT Error t aws iot mgtt connect (AWS IoT Client *pClient,
IoT Client Connect Params *pConnectParams): ZHEWHFIREL MQTT iE#, ©REX loT
F P 5 TR 1] MQTT EHE TR E NS4

. IoT Error t aws iot mgtt subscribe (AWS IoT Client *pClient, const char
*pTopicName, uintl6 t topicNamelLen, QoS gos, pApplicationHandler t
pApplicationHandler, void *pApplicationHandlerData): 1%MREWIAA K&K MQTT 81T
BIWOR, T KRR EC R T B S 2 e i B R R, S L F B " (0T % ki
SUR"S BERATR T AARR AL FR A BE ANt A 2 e ) 51 CA S R D 5 B i 2y AR B8 R ) B

. IoT Error t aws iot mgtt yield (AWS IoT Client *pClient, uint32 t timeout ms):
2R EA FRAE S AT R B R AL TR ) MQTT %7 0. MQTT 2 7 dii R I RDR 2L PING 53K, LA#
W TCP IR IAE M Wi A B2 T Bl e ph DO A BT BT 2 o 6 Z AR T2 A A A% A 9H S AR
A< Yield (): MEATIXAE, 5/ A BESRAGE BT AT B A AL BRI (7] . %R B B SR 1oT 2 i)
1A B KA KRG LR RE AT A3 25 %5 7 i o

. IoT Error t aws iot mgtt publish (AWS IoT Client *pClient, const char
*pTopicName, uintl6 t topicNameLen, IoT Publish Message Params *pParams): 1% R
B FRAE L8 P AT MQTT R, EFREUNSE: X 1oT &/ g1 7. ERAM M EEARR", 14
PRA LA S8 17 KA 2 (4R
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Amazon AWS loT fR& %8

3 Amazon AWS loT % % &

3.1 i
LI AT FP-CLD-AWST {04104 OB, 24145 Amazon AWS 0T A1 it érid 0P, A

B % % 1 Amazon AWS (https://aws.amazon.com) K5
g, W AWS loT RS IHEM %%

3.2 AWS & B 5 B E D IR

£ Amazon AWS iz ik Fr &0 FAEIEE MG, 188 AWS loT IlkSs LLBEN AWS loT #%#i &: J7 Ia) A1 FRAS 11
AWS loT %,

FEFEH 6 B

Step 1. TEEZEM (Thing Registry) H A% 4% (http://docs.aws.amazon.com/iot/latest/developerguide/
create-device.html) .

l\)Av.{

Step 2. AU IFEIH R AL (http://docs.aws.amazon.com/iot/latest/developerguide/create-device-
certificate.html) .

1IN LRI AV SCHEAE B 275 R (CSR) U, F:4% CSR _LAL3] AWS loT &4, 1A
AT AWS SCRI TR 1) — B GE B A& IRE (S0 3.2.2 17 {1 OpenSSL )4 CSR Jf 4% 3
AWS loT £l &)

Step 3. A% AWS loT $E#E (http://docs.aws.amazon.com/iot/latest/developerguide/create-iot-policy.html)
WEER, WL REGRSE: Action : iot:* 1 Resource : *

Step 4. ¥ AWS loT SIS KRB &L+ (http:/docs.aws.amazon.com/iot/latest/developerguide/attach-policy-
to-certificate.html)

Step 5. K& SIEHRXE: (http://docs.aws.amazon.com/iot/latest/developerguide/attach-cert-thing.html)
#:#1 STM32 Nucleo W44 TLEAEN 5 AWS loT ilifs .

3.2.1 WU
{8 X.509 1% % XUFE 359" STM32 Nucleo & IR 5 AWS loT 2 (a5l (S, 1% 1543 F A SHIERE G (PKD 45

ol LLE R Amazon loT 2E 1k X.509 iE4:

1. #IEMTT (http://docs.aws.amazon.com/iot/latest/developerguide/create-device-certificate.html) _E%1 H4 xR
R, BLAE1E A AWS $5 6] & FOAIE AR SOFAH AT A 41

2. EIAH AWS il G, BEONIEBRIE IR AL EOE B AR (CSR) X, #AJE B4 AWS loT
feuilis)

9T {EH FP-CLD-AWS1, i%{# /% —Rfhrik (S04 3.2.2 47 f#1] OpenSSL €)% CSR Ji: 4% 5] AWS loT

) .

322 f#F OpenSSL & CSR Jf 4% 3| AWS loT %1l &
OpenSSL & — MR H, A& %R SSUTLS THAAM (N FMM3Lii ], &1 OpenSSL Mk
www.openssl.org) .
ZHe )5, FIEH OpenSSL 544 K FAEI I CSR U+

T RIERE, KHi1E4 OpenSSL ecparam -out my ec key.pem -name prime256vl -genkey: WL
“my_ec_key.pem” A G E—A> EC R4

N TR CSR, KiifE4 OpensSSL req -new -config my config.cnf -key my ec key.pem -out
my ec key.csr: 47E“my_ec_key.csr 3 )4 CSR.

AR B RIEAT —AE A (enf) , DBAURE A 2 X5 BB SO E S Gt .enf XHRIER, 1§
2% OpenSSL Y #%) .

TR AN B SRR
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UM2186
AWS FEEH GRESE

[req]

prompt = no
distinguished name = dn
req extensions = ext
[dn
CN
emailAddress = xxx@xx.com
0 = XXX

L = XXX
C = XX
[ext]

WWW . XXX .Ccom

QI )n, WAUE AWS loT i & 58 CSR 3. siih“fti il CSR QI %4H, {2 #iifid OpenSSL ALk
ff.csr SCAF NI B A B TES -

7l 3. 7£ AWS 2 & Fi@Eid CSR XFRIRES

Create a certificate

A certificate is used to authenticate your device's connection to AWS laT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate autharity.

Upload your own certificate signing request {CSR) based on a private key you own

Register your CA certificate and use your own certificates for one or many devices.

[5 4. ¥ CSR SUfF 443 AWS i &

Create a certificate

A certificate is used to authenticate your device's connection to AWS laT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate authority.

Create with CSR

Upload your own certificate signing request {CSR) based on a private key you
own. Upload file

Register your CA certificate and use your own certificates for one or many devices.

X my_ec_key.csr
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3

BE B 1 e -
& 5. BShAEIESS

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be

retrieved after you close this page

In order to connect a device, you need to download the following:

A certificate for this
thing

d41eSdccde.certpem Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

l Done I l Attach a policy
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FP-CLD-AWS1 7=/ R H iR

4 FP-CLD-AWS1 7~ b FH 3 iR

X-NUCLEO-IKS01A2 5§ X-NUCLEO-IKS01A1 Al X-NUCLEO-IDWO1M1 ¥ JE AR (13 FH 7= 151, Projects” H 5% R4t
7 f#iFH NUCLEO-F401RE & # .

3524 IDE [ TR

N FHMRE . A Ry IR BT R BE R AR S S, JRiE WI-Fi LR 1% 2 Amazon
AWS IoT.

N TIBATNH, s 3 4 Amazon AWS loT Hii 45 5 E ATid B & Amazon AWS Hi%s. 2RJ5, EEHmEHRT, 7
B AL PR AR T S A (LS 41 4 i AWS ToT BB BB AR o Y Tk mIAC R sk 45 RN 3
Nucleo #H, FTPAZREES 4.2 75 FLE Wi-Fi #2 N 524090 STM32 Nucleo #4222 AWS 1oT $#1il & Frid ja sh

H o
4.1 T AWS loT B & 5 A

AR WA 45 ) Amazon SBT3 43IE S 5 % FP-CLD-AWS1 J5 30 1.
4.1.1 aws_iot_config.h F1 {5 2k

W25 8 HT Middlewares/Third_Parties/aws-sdk /samples/nucleo/sub_pub/aws_iot_config.h # [ LA T “defines”:

+ AWS IOT MY THING NAME: 5 Nucleo ¥ # KIXHTE AWS loT %l & @l (s 3 77 Amazon AWS loT
M5 EATR) W& 4 FR. Bli: #define AWS TOT MY THING NAME "stnoidatpl™

*  AWS_TOT_MQTT CLIENT ID: BN MQTT %) 4 ID NZME—1; Erl LS B&AFAHA. Bl
#define AWS TOT MQTT CLIENT ID "stnoidatpl"

*  AWS_IOT MQTT HOST: JBITiEFEU&MIHANE RIEWIR, wI LA AWS loT #&hil iRk 3k4E (S TRED . 4
Ul: #define AWS_TOT MQTT HOST "AG6ASB6KLJI2M.iot.us-east-1.amazonaws.com". JHidik#
“SEMP (Registry) =>“i%4” (Things) => stnoidatp1 =>*27 1" (Interact) , #] LI AWS loT i ik 35k

V
o
&l 6. AWS loT FfIiR: B&HARER
stnoidatp
NO TYPE
(o] Actions ~
Details This thing already appears to be connected. D — Connect a device
Security
HTTPS
Shadow
—
I Interact Update your Thing Shadow using this Rest API Endpoint._ Learnmore
MQTT
Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing
Shadow) Learn more
Update to this thing shadow
Update to this thing shadow was accepted
412 aws_nucleo_certificates.c #1115 2

A Middlewares/Third_Parties/aws-sdk/platform/nucleo/aws_nucleo_certificates.c £ 2 5 4™ 5 5 5 (1 A8 &
uint8_t clientCRT [], W& MiE1; uint8_t clientKey[], W &FAE.

uint8_t clientCRT [], W& Gkt
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&)t AWS loT BC B 5 HiJER

ZARAE X509 WAIUET, MILEFERER, AT AWS loT £l & R #ZIESS, W R EPIR:

E 7. ERTR

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be
retrieved after you close this page

In order to connect a device, you need to download the following:

A, certificate for this B
thi d471e9dccdc.cert.pem Download
hing

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

I Done

I Attach a policy

TEUE, I AWS BRI S L B AT A% S A

MIIC2DCCAcCgAWIBAgIVAKX1ImBt63N3G39¢cAnz7U7JX1Hd6DMAOGCSgGSIb3DOEB
CwUAMEOxSzBJBgNVBASMQkFtYXpvbiBXZWIgU2VydmljZXMgTz1BbWF6b24uyY29t
IEluYy4gTD1ITZWF0dGx1IFNUPVdhc2hpbmd0b24gQz1VUzAeFw0xNjAzMDgwODQ3
MTNaFw000TEyMzEyMzUSNT1aMGexEZzZARBGNVBAMMCnd3dy52zdC57b20xJDAIBgkyg
hkiGO9wOBCQEWFWFudXAta3VtYXIuZGFzQHNOLmNvOTEMMAOGA1UECgwDU1RNMQ8wW
DQYDVQOHDAZHTM9pZGExCzAJBgNVBAYTAK1OMFkwEWYHK0ZIZzj0CAQYIK0oZIZzj0D
AQcDQgAEBtVHX1C1lg0KezbzauSpNSvEFy4Dj+pcfKyNVtquylzrVkUoQJjNHQ] YO
smphQv/y7xv1XMZF96BaCb6E4K8VXaNgMF4wHwYDVROjBBgwFoAU6XIgHCA8mMESX
JyaxwPGn6hS9IDWIWHQYDVROOBBYEFAO3NTSRZhOto7YJUCHKUJ62 fuAHMAWGA1Ud
EwEB/wQCMAAWDgYDVROPAQH/BAQDAGeAMAOGCSQGS Tb3DQEBCWUAAL TBAQAF20VC
dyo+V/+1DZh+A9hxSWI85hIGL406GWHbqgCtZGI PtUSKKWAT£10Q7 SmxTXbYSSFD
18c1lOJINCVGOEA8t9ScHPSzOY6ohJ+mWOuxd8emln20oWjCpLmvHPUWwWnNnni jXPNZ9t
x73jJNVxJICGLuk01I22hzHetV2cFxYBhKh9nPSagxKIwJye9gL7I6yLggfbKvr50b
7Z71DoeIHyXsQ5jJTCFqjR7hJ47v8WKJIOO0s87VV2stGUQWS5CAHNnk+oZyaXgqnSiYB
USsyEx2MA7asEs237BpiNOxORhBhVuP/CtafigBTBqubH8yHV4Nc1CLnigW+UzTA
BseHclKIGJJK3bnM

i\z X.509 iEP R —f 3, REAE—A TXT AR ooth b, 78 TXT X — 1T W B R R, #E — MRATH
“\n”,

FP-CLD-AWS1 BB AE T b B TXT M AE B30tk e F St BRI AR5 77584 (C B
FOMREED o N T ERUEA AR AR, IRATFEEBIMAFRRGEE X.509 IE AR C B E miLER.

X.509 ks 2T i T 5 ek

e #£-——-BEGIN CERTIFICATE--——- %5 H 4711 J5 [H ¥ iMn

«  {F--—-END CERTIFICATE---5-4 8 4T F B T 75 fil\n

¢ ff-—--END CERTIFICATE-—-F4F 84T I J 1 % In\n

N TR CIEF MR, MR R E SRR T TR H R BRI B 7/ (D .
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BB Wi-Fi B S 590% STM32 Nucleo BUEES] AWS loT #54)&

2 LU s U B o 1 Bl «

uint8 t clientCRT[] = "\

MIIC2DCCACCgAWIBAGIVAKXImBt63N3G39cAnz7U7JX1HAd6DMAOGCSGGSIb3DOERB\
CwUAMEOxSzBJBgNVBASMQkFtYXpvbiBXZWIgU2VydmljZXMgTz1BbWF6b24uy29t\
IE1uYy4gTD1TZWF0dGx1IFNUPVdhc2hpbmd0b24gQz1VUzAeFw0xN]AzMDgwODQ3\
MTNaFw000TEyMzEyMzU5NT1aMGexEZARBGNVBAMMCNnd3dy52zdC57b20xJIJDAIBgkg\
hkiGOwOBCQEWFWFudXAta3VtYXTuZGFzQHNOLMNVOTEMMAOGAIUECgwDU1RNMO8w\
DQYDVQQHDAZHTmMIPZGEXCzAJBgNVBAYTAK1OMFkwEWYHK0ZIZzj0CAQYIK0oZIZzj0D\
AQcDQgAEBtVHX1C1g0KezbzauSpNSvFFy4Dj+pcfKyNVtquylzrVkUoQJjNHQjYO\
smphQv/y7xv1XMZF96BaCb6E4K8VXaNgMF4wHwYDVROjBBgwFoAU6XIgHCASMESX\
JygxwPGn6ohS9DWIwHQYDVROOBBYEFAO3NTSRZhOto7YJUCHKUJ62 fuAHMAWGA1Ud\
EwWEB/wWQCMAAwWDgYDVROPAQH/BAQDAgeAMAOGCSGS Ib3DQEBCWUAA4 IBAQAF20VC\
dyo+V/+1DZh+A9hxSWI85hIGL406GWHbaqgCtZGIPtUSKKWATE1 007 SmxTXbYSSED\
18c10OJNCVGOEA8tIScHPSzOY6hJ+mWOuxd8emln2oW)jCpLmvHPUWwnnnijXPNZ 9t \
x73JNVxJICGLuk01I22hzHetV2cFxYBhKh9nPSagxKIwJye9qL7I6yLggfbKvr50b\
7271DoeIHyXsQ57jTCFqiR7hJ47v8WKJIO0s87VV2stGUQWS5CAHNk+0ZyaXgqnSiYB\
USsyEx2MA7asEs237BpiNOxORhBhVuP/CtafigBTBqubH8yHV4ANc1CLnigW+UzTA\
BseHclKIGJJK3bnM\

uint8_t clientkey[], ##H.4

ZAR A E il OpenSSL A e & FAEH (5 3.2.2 15 {liHH OpenSSL il CSR Jf - 4£ 2] AWS loT il & Fridk
f.pem X1

MHcCAQEEICASgpjAQK+JITScxRh6£8ETZ5Q1SYXDgiskyRPMpx2JpoAoGCCqGSMA 9
AWEHOUQDQgAEBtVHX1ClgOKezbzauSpNSvEFy4Dj+pcfKyNVtquylzrVkUoQJjNH
Q3 YO0smphQv/y7xv1XMZF96BaCb6E4K8VXQ==

W13 uint8_t clientCRT [, & &S HEFATA, ST L, TXT SR, Hit, ZemmEg s -
SCHIH AL

X.509 IiE s A FF Mol T ek

+  f£-—-BEGIN EC PARAMETERS-----# 4 H 4T (1) J& 1 ¥ f\n

«  fE--—END EC PARAMETERS--—-- 44 54 47 (A Bl T S A\n

«  fE--—END EC PARAMETERS--—-- 44 54 47 [ J5 TR s A\n

+  fE—-—--BEGIN EC PRIVATE KEY--—-Z% 847 1 J& H 78 il\n

+  {£-—END EC PRIVATE KEY-— 745t 47 B 1T 1 5 Imn

+  {£-——END EC PRIVATE KEY-— 745 47 K J& T s imn

TR CHEEREER, W—RENHESREG—ITAHRNARRNRAL /R D .
P E uint8 t clientKey[]:

uint8 t clientKey[] ="\

————— BEGIN EC PARAMETERS---—-\n\
BggghkjOPQMBBw==\

\n----- END EC PARAMETERS----- \n\
————— BEGIN EC PRIVATE KEY--——-\n\

MHcCAQEEICASgpjAQK+JITScxRh6£8ETZ50Q1SYXDgiskyRPMpx2JpoAoGCCaGSMA 9\
AWEHOUQDQgAEBtVHX1C1lg0KezbzauSpNSVEFy4Dj+pcfKyNVtquylzrVkUoQJjNH\
QjYOsmphQv/y7xv1XMZF96BaCb6E4K8VXQ==\

\n---—-- END EC PRIVATE KEY----- \im®
4.2 Bt B Wi-Fi 3\ 5250505 STM32 Nucleo Hi%3E%] AWS loT #5544

£ AWS 10T =it B5e I e i F i B E (W5 5 7 ARGt B Ja, A& D&mERREHET
STM32 Nucleo ] RZHIE &
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BB Wi-Fi B S 590% STM32 Nucleo BUEES] AWS loT #54)&

AR B AT AL E DL R 24

o JHFE: 460800

o HdE: 8fu

. KA K

° ik 1 4r

o UM T

« FiTHL: CR+LF

. BrirRi%: CR
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