r AN5421
’l life.augmented

2D

STM32L5 £kl 28 F1 TrustZone® H & A

35

A A E FH EWARM FI MDKARM # i T B4 {E STM32L5 RFUME g it T B RIEHES 5.

AR FHZETLIRAE T4 Arm® Cortex®- m33 (Armv8_M ZEH) (1 Be A+ i AT 8 2 A AR 22 4 B FFE 5 (1 3 b 1R

A SR Arm® Cortex®-M33 #1 TrustZone®Hf 2.

AN 2B 1R AR 2438 1 TZEN 3506755 F TrustZone®2 J&, wififdi il EWARM 1 MDKARM 1 i{ STM32L5 5 41 iridss il 5 .

www.st.com

AN5421 - Rev 1 - August 2022
st ey

EZ T, EEERS SRR



ANS5421
1R

3

1 MER

ARSCRGIE T STM32L5 R 41 #A% Arm®i il il 5 o

FEN Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

arm

AN5421 - Rev 1 page 2/50



AN5421
Arm® Cortex®-M33 WA

3

2 Arm® Cortex®-M33 41k iA

Arm® Cortex®-M33 J& B R E B 4E RS T ARMVS #5448 J% TrustZone LA R FE S I l%ﬁiii%ﬁi
K KR RIS BC BRI, DR Rl N R 58, ROt R oAb P S 1, ﬁﬁ?b ﬁ)ﬂ gt
HHEME . Cortex®-M33 2L RS . Tha, 224 PRI P2 250 2 A) 1 fo AR 1

AN5421 - Rev 1 page 3/50



‘7 ANS5421

Armv8-M i) TrustZone®ff&

3 Armv8-M ] TrustZone®HF &5

4 TrustZone®ff) Cortex®-M33 AbFRZE AL 40IRAE (B 1) F1— BRI 5k«
. ZAERE
B e N
PUASHE R FH T A HERR TR 5T 25 A7 2%
T 1 PR 1 A
THEELT AT AR MPU 12242 J@ Mot (SAUD
ARGy Al
PRoE R4 (NS) 8 H AR HlsE SCAIN T 2 ) 22 A ARG
LY B AR AR, SFHETEA A B RGBT AR
Fh T Bk S 4 I 9 A7 %, SysTick
EERH AR 22 AR 2 A 4 I N AP BT

& 1. Armv8-M )RS

AR

&iz
==L
Armv7-M Armv8-M
FE TrustZone®# )5, RGEU LA FE 5.

AN5421 - Rev 1 page 4/50




‘7 ANS5421

SAU / IDAU - TrustZone®H &

4 SAU / IDAU - TrustZone®H &
Tmmmmﬁgé%%mHA&tm#R%ﬁ%*%TﬁmmﬁﬁowWZmé%E%E,yw%ummeﬁﬁé
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Flash 778471

7 Flash 77 fif 75 R4
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PO e AR S AL RAM th B 7B i A, 0 A AT R Y, TEIE T .
Gl 2. A EIRIIRERAE I, A REH A SRAM MRS N AE IR 30

7.2 TrustZone®u 2% H )5 (] RDP 2% 5l % 3 ik 12
TZEN #1555 1 RDP 28 A4 i #2172 I 2 Fon BA e e .
E| 2. TrustZone®#2EFH (TZEN = 0) j51 RDP A%k iR
5 A
RDP /= OXAAFH
O RDP /= 0XCC
N f 1 \
RDP = 0xCC e
RDP # OXAA A
RDP = 0xAA

O 51 2 250 O
RDP = 0xCC RDP = 0xAA
HA 5

RDP =
OxCe RDP = OxAA

e— RDP {2 + EYOEIT T,
e RDP [EI
e RDP TEAE,

RDP Jo4sft, HATSWAP_BANKIEII o] LUE L,

7.3 TrustZone® i il i 1 B th {747 4451
% T B 1) ROP LI ¥EH, A — V41 RDP 415 %4 0.5, B AVFLL FIlife:
BN A 2 B AR R B 5 B A R FTAT 0 . AL B e IR ARV o 38R LAV 1 R 2 X0
e %A RBIR: 24 CPU LT AR % RRAAT, 7 DAAT JR 2 2R
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PG B 2z R

8 7 Se T | See SR RE DA i

ZWAR%E MDK-ARM &AL 772K 3 3 STM32L5 R VIl % . X2l AN i H - (e e«
) SEI .

o 9T 24t MDK-ARM I H i B .

o B0 1T 2 EWARM

. 511 17 $24 CubelDE Rk,

AP B, DU STM32L5 R FIfds il 4% UHig & S REE 2 &3 0 I E wE .

B, f#H STM32Cubel5 fi (STM32Cube FW_L5) Frgsitk, ©mWNFOIHAR: —MHT2ENHER
oy, A—AHTARRER AP

TEF U2 /T, W2 STM32CubeProgrammer 5 B E D4, #151E S WIH 1) readme.txt. % T HEA] M
www.st.com F#, FTEE 4 FnLLiii.

| 4. f# A STM32CubeProgrammer At B 515 %47

[ STM32CubeProgrammer - X

STz
CubeProgrammer
= Option bvtes

Unchecked : Global TrustZone security disabled
hecked  : Global TrustZor ity enabled
Hide protection first area enable

HDPLEN U Unchecked : No HDP area 1
Che: tareais

o :HDP first area is enabled

HDP1_PEND Value| 0x0 Address| 0x8000000 End page of first hide prote

HOP2EN ]

Unchecked : No HDP area 2
Checked  : HDP second area is enabled

HDP2_PEND Value| 0x0 Address| 0x8000000 End page of second hide protection area
NSBOOTADDO Value| 0x10000 | Address| 0x8000000 Non-secure Boot base address 0
NSBOOTADDL Value| 0x176200 | Address| 0x6£30000 Non-secure Boot base address 1

SECBOOTADDO Value| 0x18000 | Address| 0000000 Secure boot base address 0

The boot is always forced to base address value programmed in SECBOOTADDO

O
EOOIL O — Unchecked : Baot based on the pad/option bit configuration
Checked - Boot forced from base adless memory

- g

Narme Value Description

SECWML_PSTRT Value| 0x0 Address| 0x8000000 Start page of first

SECWM1_PEND Value| 0x7f Address| 0x803{800 End page of first secure area

SECWM2_PSTRT Value| 0xL Address| 0x8040800 Start page of secor

SECWM2_PEND Value| 0x0 Address| 0x8040000 End page of second secure area

Log Verbosity level @11 2

16:00:16 : OPTION BYTE PROGRAMMING VERIFICATION: F

16:09:19 : ST-LINK FW_: V3I3W:

E
16:09:19 : ST-LINK SN : 003500163137511533333639 B
2
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AN5421
¥ MDK-ARM HT# Trust Zone K Cortex®-M33

3

9 * MDK-ARM F T4 Trust Zone ] Cortex®-M33

BB ) MDK-ARM (Keil®) 77 W 77 Arm® Keil®#34 F 4. MDK-ARM (Keil®)Eki\ 2245 78 PC A i 5% L
C:\Keil HEF; b FE M 10 TF A2 5 1) pVision® 5 Hedli iy .
A5 F| MDK-ARM v5.27.0.0 Al STM32L562-DK R Z 47 .

9.1 ZEMERE
AR 2 AT H W E .
1. $IIFZ2 I H TAEX S/ “Project.uvmpw”, Z3CAF e 7 [RIB AR S AN E o« FTFF 900 B R R 725 H 3%
H, wE 5 TR,

5 5. MDK-ARM T B 454

M
SREE! WorkSpace
EI‘?@ Project: Project_s
o k5 STM32L562E-DK s
--fj Doc
Q Drivers/B5P/5TM32L562E-Discovery
Q Drivers/BSP/Components

ﬁ Drivers/STM3I2L 3o HAL_Driver

& 0 Drivers/CMSIS

) £ Example/MDK-ARM

--ﬁ Exarnple/User

Sy Project: Project_ns

a7 STM32L562E-DK_ns

ﬁ Doc
--ﬁ Drivers/BSP/Components
ﬁ Drivers/B5P/5TM32L562E-Discovery
--ﬁ Drivers/STM32L 50 HAL_Driver
i [0 Drivers/CMSIS
£ Example/MDK-ARM
moa Exarmnple/User

2. ¥ project_s BCNNEANIEH, LA 6.

& 6. isFERETH
M
= E8 WorkSpace
qg Project: Project_s
Cﬁ Project: Project_ns Set as Active Project
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v/ ZERERE

3. EBREMRRELE, kR TJFERE R O, SRJ5%EEE:  Project/ Options for Target / Device, £ F kM A%
kR (SHE T

B 7. sk

Options for Target 'STM32L5362E-DE_s' X

Device Targe‘tl Output | Ustingl User | C/C+ LP..CG}' Asm | Linker | Debugl L.ltilitiesl

ISu:lf'tware Packs j

Vendor: STMicroelectronics Software Pack
Device: STM32L5627ETx Pack: IKHI.STMSZLM_DFF‘.'I.D.H

Toolset: ARM URL:  hitp:/www keil com./pack
Search: I
----- €1 STM32L5620Elx ;I The ARM CTtrte:-I';'Iﬁis threeg'mst cunﬁgurﬁble of all Cortex-M
processors. It is a full featured microcontroller
""" €3 STM32L5620EhQ class processor based on the ARMy8-M mainline
----- € STM322L562RETx architecture with ARM TrustZone security.

----- €3 STM32L562VETx

----- £ STM321562VET:O

STM32L5627ETx

L8] STM32L562ZETxO

QK I Cancel Defaults Help
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ZEWMERE

4. ) Project / Options for Target / Target / Code Generation #f;/} % ##“Software Model C#fFi%#) " “Secure
(24D 7 WRERIEMPINAFX . S0 8:
- ARk £ F 0x0C000000 HINAF: %A NTF
- ZAAEhHhk: £2F 0x30000000 K SRAM1: %4 SRAM

| 8. Project_s HAREIR
i Options for Target 'Project_s' >

Device Target |Dutput| Listingl User I CAC+ {ACE}' Asm I IJnkerI Debugl Utilitiesl

STMicroelectronics STM32L552ZE-Q -~ Code Generation =
ARM Compiler:  |VE.11 -
Htal (MHz): I'IZ.D
Software Model: ISecure Mode vI
Operating system: | Mone LI
System Viewer File: W Use MicroLIE [ Big Endian
ISTMEELENE.S"J‘CI J Floating Point Hardware: ISingIe Precision ;I
[~ Use Custom File
— Read/Only Memary Areas — ReadWrite Memary Areas
default  off-chip Start Size Startup default off-chip Start Size Monit
- Romt: | | C I~  Ram | | r
I~ ROM2: | | - r  RAMZ | | r
[~ ROM3: | | - T RAM3: | | r
on-chip on-chip
™ IROM1: [B040000  [:x40000 @ [ iRaw: [(x20018000  [0<18000 r
W  IROMZ: I{hCDDDDDD I{MDD[H] i W  IRAMZ: I{b:EDDDDDDD I{h:‘IED[H] r |

OK |  Cancel |  Defauts | Help
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24 ZERERE

5. MR aerARg A EE (NSC) %43k secure_nsclib.o”#E Misc Controls #6543 T ] Project / Options
for Target / Linker H17& X .
fff [--import cmse 1ib out ..\lib\nsclib Secure.ol & f&#HitH/F: nsclib Secure.o.
WSO R ARG B 2 AT 9ITE) E S AR, B T A AT
__attribute  ((cmse nonsecure entry) ) AR ATV A R EL.

B K 9.

/& 9. Project_s #4123 E

E Options for Target 'Project_s' >
2 g 1

Device | Target | Output | Listing | User | C/C++ {AC'E}I Asm  Linker | Debug | Ltilities |

[~ Use Memory Layout from Target Dialog ¥/0 Base: I
[T Make RW Sections Position Independent R/D Base: I{h{EDDDDDﬂ
[T Make RO Sections Position Independent AW Base Imm

[~ Dont Search Standard Libraries

¥ Report ‘might fail' Conditions as Emors disable Wamings: I

Scatter | \Project_s.sct - i
F | \froiectss _IJ Ed. |

Misc —impart_cmse_lib_out=" \Secure_nsclib‘secure_nsclib.o
controls
Linker |-cpu=Cortex-M33 "o ~
control  |ibrary_type=microlib —strict —scatter . \Project_s.sct"
string A
QK Cancel Defaults Help

FEO BN N, B IZSCH R SRS IR L, Qs 9 H TR,
PO R, IR PoE AR RIS R A BUMBCCA AR BIFE ] 10 g .
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ZERERE

3

E 10, MBS~ B

hi

_'|_ R R R R R R R R R R R R R R R R R R R Rl R R R R R
2 H * Scatter-Loading Description File generated by uVision **%
3 HE L L R R R
4

5 LR TROM2Z Ox0CO00000 Ox00040000 i/ load region size region
() ER_TROM2Z 0Ox0OCO00O000 OxOOO3ECOO ; lpad address = execution address
T * o (RESET, +First)

8 * [InRoot£$Sections)

k] LABNY (+RO)

10a LANY (+XD)

11 }

12 EW_TRAM2Z 0Ox30000000 0x00018000 { ; EW data

13 LBNY (+BRW +ZI)

14 }

15 }

la

17 LE TROM2E OxOCO3EQOO0 Oz=00002000 ; load region size region
18 ER_TROMZ OxO0CO3EOO00Q Ox00002000 { ; load address = execution address
13 * (VeneerS5CHSE) ; check with partition.h
20 }

21 }

22

6. M Project/ Options for Target / Debug i%4#%“ST-LINK Deb ugger” Aiflid#t. 152 W 11,

B 1. BRI
‘sm | Linker Debug | Uiities |

% Use: |ST-Link Debugger v || Settings |

W H“ST-LINK Debugger’ & e 5.

a. HifE C:\Keil install directory

b. T TOOLS.INI ST Fk47 LR 5 4
i.  AIR[ARMADS]:

PG 3T Armv8M [t # 75 B 4b ¥ ¢ SARMVSM.DLL., TOOLS.INI 32414 CPUDLL3 =
SARMV8M.DLL (TDRV2. TDRV13. TDRV14. TDRV15. TDRV16) .

A, ST-Link IREhFE Ty NN TDRV6E, HfEtE4E 5 H TDRV6=STLink\ST-LINKIII-
KEIL_SWO.dIl (“ST-Link Debugger’) A [H 421k .

ii. ¥ TDRV6 | CPUDLL3= SARMV8M.DLL:CPUDLL3 = SARMV8M.DLL (TDRV2. TDRV6.
TDRV13. TDRV14. TDRV15. TDRV16) H1jFl%.
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REWMERE
7. M\'Debug” i Bk TR RIS DER, Wik 12 hETR.
E 12 AR E
Cortex-M Target Driver Setup x
Debug |Trace I Flash Download
— Debug Adapter — SW Device
Unit: [ERRE IDCODE | Device Name | Mo
I~ Shareable ST-Lnk SWDIO x0BE12477  ARM CoreSight SW-DF

El=

Serial Mumber:

I sl ¥ sutomatic Detection ID CODE: I

Version: HW:l‘u‘ﬂ Fw: |\|"3.I3M2 € Manual Configuration Dieetem [ Mames |

¥ Check version on start Add | Delete | Updatel IR len: I AP: Iﬂ
— larget Com
F‘nrt:ISW "'I
Clock
’;eq:l 1.800 MHz Selected:l 1 MHz
Performance Profile: IHigh Perf 'I

— Debug
Connect & Reset Options Cache Options Download Options
Connect: Iunder Reset LI Reset: Imodeted ;I ¥ Cache Code [~ Verify Code Download
|w Reset after Connect [ Stop after Reset [V Cache Memory | | ™ Download to Flash

0K I Cancel Apply
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Y/ FuemMERE

M“Flash Download”i& i< iE B IEM N INEFET (K 13)

—  “Download Function ( F#Ihfg) ": B E Flash 1.

- HTHEZEN RAM: & XH FRANPUTREE R R ARS8, 8, k2 Ea T A - RAM
—  “Program Algorithm (Zaf25%) " G54 FE Flash 1€ 3o

B 13 NEmBREFRE
Cortex-M Target Driver Setup

Debugl Trace Flash Download I

Download Function RAM for Algorithm
LOAD " Erase Ful Chip v Program
fg © GeseSectos I Verdy Start: (30000000 Size: {00800
{" DonotErase [ Resetand Run

= Programming Agonthm

Description | Device Size I Device Type | Address Range I
STM3I2L 5 512 Dual 0C00 On-<hip Hash OCODO0D00H - DCO7FFFFH

Start: I{HEDDDD[H] Size: |(x 00020000

Add I Remowve |

QK I Cancel Apply

9.2 w20 HRE

1. & project_ns iEEIH (ZWE 14)

5 14. %% Project_ns %4 H

Project

= Z8 WorkSpace
% Project: Project_s
- Project: Project_ns

Set as Active Project
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Y/ FuemMERE

2. FIFRRER O LOEEIEM ISR WEEE Project / Options for Target (Z L4 15)
E 15, @ &%

il Options for Target 'STM32L562E-DE_s'

Device Target I Output I Listing I User I C/ACee {ACE}I Asm I Linker I Debug I Lkilties I

ISDﬂware Packs ;I
Vendor:  STMicroelectronics Software Pack
Device: STM32L562ZETx Pack: IKHI.STMSZL&::_D FP.109
Toolset: ARM URL:  hitp.//www keil com/pack
Search: I
----- €1 STM32L5620EIx d The ARM Cortex-M33 is the most configurable of all Cortex-M
processors. It is a full featured microcontroller
""" €8 STM32L5620EIQ class processor based on the ARMyv8-M mainline
----- 83 STM32L562RETx architecture with ARM TrustZone security.

----- £ STM32L562VETx
----- €4 STM32L562VETO

----- €1 STM32L562ZETx0

QK I Cancel Defaults Help
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e E B E
3. #fifRM Project / Options for Target / Target 3243 1E i A N 77 X 35 :
- Jashibik 0: f7F 0x08040000 HINTF: FE% 4 NAF
- JEzhdk 1. 2T 0x20018000 () SRAM: dE44: SRAM
BB AR R 2 A T I E (S E16) .
K 16. WAFECE
ki Options for Target 'Project_ns' *
Device Target |Dutput| IJstingI User I C/C+= {ACG}I Asm I Unkerl Debugl L.Hil'rtiesl
STMicroelectronics STM32L552ZE-Q - Code Generation —
ARM Compiler:  |V6.11 -
¥tal (M) [T
S Software Model: INnn-Secure Mode vI
Operating system: | None ;I
System Viewer File: W Use MicroLIB [ Big Endian
ISTMEELENE.SVCI J Floating Paint Hardware: ISingIe Precision LI
[~ Use Custom File
— Read/Only Memory Areas — Read/\Write Memory Areas
default  off-chip Start Size Startup default  off-chip Start Size MNolnit
™ RoM1: | | C I RAMI: | | r
™ Romz | | C ™ RAM2 | | r
~  RoM3: | | C ™ RAM3: | | r
on-chip on-chip
¥ IROM1: 08040000  |Bx40000 @ ¥ IRAM1: [020018000  [0x18000 r
I~ IRomz: |mcmmm |u:amuu C I~ IRAMZ: |m3mcmm |m3mm r
| ok || cance || Defauts | Help
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FuemMERE

4. IMCRELEWHKTNE: WOCHHEREEN i SR LT H . ERVFEL S0 250 KK
B SHEAT .

7. GRS

s tions for Target 'Project_ns
KA Options for Target 'Proj : *

Device I Target | COutput I Listing | ser I C/C++ {.ﬁ.C'E}l Asm Linker | Debug I Ltilities I

v Use Memory Layout from Target Dialog ¥/0 Base: I
[T Make RW Sections Position Independent R/O Base: IE“DE[MDDDD
[T Make RO Sections Position Independent
[~ Dont Search Standard Libraries
¥ Report ‘might fail' Conditions as Emors

R/AW Base |Dx2[:-1 80000

disable Wamings: I

SCEET; I.'-.F‘roject_ns.sct ;I J Edit... |

Misc |--/Secure_nsclib/secure_nsclib.o

o
cortrol  |Hibrary_type=microlib —strict —scatter " \Objects'\Project_ns sct”

oK I Cancel Defaults Help

FEN BB T, REZSCI R S A5 TR L, s 17 s,
GO B, R WA RN ZU7 3 rBUm B R BIAE ] 18 gt

&l 18, S EUnE B

[] Project nsisct
1 F e e et e
2 ; **% Scatter-Loading Description File generated by uVision **%
3 e e e
4
S LR _TROM1 0Ox08040000 0x00040000 : load region size region
[ ER_TRCM1 0x08040000 0x00040000 { ; load address = execution address
7 *,o (EESET, +First)
8 * [InRoocS$SSections)
4 JANY (+RO)
10 JANY (+X0)
11 }
12 EW_TRAM] Ox20018000 0x00018000 { ; RW data
13 JANY (+BEW +ZI)
14 }
15 }
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FuemMERE

5. M Project / Options for Target / Debug #%£+#%“ST-LINK debugger” (Z 114 19) .

E 19, WA E
‘sm | Linker Debug | Uiities |

(% Use: |ST-Link Debugger -

1
6. M Debug settings / Flash Download & 1 (Z L& 20) &

—  F#IhgE: W E Flash #4E
- HTHEEM RAM: & SUH THRAMPUTRIEEE LA . @ %, Mk 2 s T A RAM .,
- mfEEE: YT Flash #IE Yo

/] 20. FlashLoader Ft &

Cortex-M Target Driver Setup ot
Debug | Trace Flash Download I
— Download Function - RAM for Algorithm
LOAD " FErase Ful Chip ¥ Program
¥ {* Erase Sectors [V Verfy Start: |(x20018000  Size: [(x1000
" DonctErase [ Reset and Run

— Programming Algorithm

Description | Device Size | Device Type | Address Range |
STM32L5x_512 MNSecure_H... On-chip Flash 08000000H - 0B07FFFFH

Start: (08000000  Size: |(x00080000

Add I Remove |

OK I Cancel Apply
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FuemMERE

9.21 w3 H
PUAE AT LA 4wt AN I H - M Project / Batch Setup (UH/MILEED (S 21 I 22) i S B F: a]
F) P )tk e B BRI R IX N T

e U TR FEL LT, LU ZETH OV E-FASE g T EGEI L2 L figFE L EUH, CUH T
Yol = O

E21. JE#HERE

et t£1| ﬂ| Project_s

Project iZ Batch Build I o |
= 24 WorkS| & Batch Rebuild
=%

=

Batc_h Clean
&# Batch Setup..

Mrrver

E 22. T B 4w

Batch Setup =

Select Project Targets:

Eleroiects Buid |

i|w Project_s

El-Project_ns Rebuild |
iW Project_ns

Clean |

Select Al |

Deselect Al |

Help |

Close I

SRJE, RS frh fiih“Batch Build (HEZi %) "RgmFXPIMIIH (WK 23)

23 AP RPHERNE

@ hi “:1 | ﬂ | Project_ns
Project &2 Batch Build
EIHEE Work5 ch Rebui

B Pro Batch Clean

w4 - #2 Batch Setup... _
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MEAERBHIIT R R

3

9.3 Mz AR HAT B JE 2 AT
THRIEAT, LAER: STM32L562E-DK 4R &R, HEHT T

1. EBHRZEWR M ST-LINKV3 e fil TH, 77k USB 8t AR CN17 (ST-LINK USB 2
#8) . ST-LINKV3 i&E#lf 2 J5, LD3 e harts, wE 24 s,

| 24. STM32L562E-DK #FE&R R AL TEERE

&l STM32L6S
EDK32L562E$A

'hlt,jiljl)l-i-)lu!::li !
I('f(’ i’ ('- VIV ]

W

|

2. i&¥F Project_ns WIH M NIEBNIH , AR5 kAR %4 — it Hl405. 1E3# Project_s Tl HAEAIESITH . SR )5 N
B h Tt . & 25 XTEET T

25, hnERaR R AR

# M E’E| £E| Project_ns [
—

Project a1 B
=24 WorkSpace
% Project: Project_s

s
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MEAERBHIIT R R

3. Bl TR PR EARE AR EE, WA 26 hFiR.
£ 26. TR R4
Q-le oo &-|E-| A

@_ Start/5top Debug Session (Ctrl+F5)
Enter or leave a debug session

e 1T, RELAE B A ZE(CHS (main.c) F)E5), BITLEMITFET I 5L LM ITIET

| 27. Main.c =~HIHE

CAAN_For_Beluga\STM32Cube_FW_L5_V0.5.0\Projects\ Templates_TZAMDK-ARM\Project_s.uvprojx - wVision
File Edit View Projed Flash Debug Peripherals Tools SVCS Window Help

ﬁﬁﬂﬁ‘ﬁ —Jﬁ§|-' ‘-\4- ‘F"E'T‘A'T“J Iéfli‘@lTM_s:ndChar .aﬁ‘@v‘J OQv‘EIv\'R‘
R vrr o/ v DRBEaR- B-3-¥-3- 8- %-
Registers 2 @ Disassembly
Regter Tvae ]| Frexocasozos sg07 IR 0L (0742 M E0 X000 225)
e 0xOCO00202 4780 51X =0
0x0C00020C 4807 LDR r0, [pc, #28] : @0x0C00022C
RO wo0000000 | [
R1
~R2 000000000 Bl [ |
R3
R4 00000000 2k v/
i 00000000 53 int main(void)
54
55 [ | /+ secure/Non-secure Memory and Peripheral isolation configuration */
e 56 SystemIsclation_Config();
FFFFFFFF 57 -
rlhiaiay 58 | /* Enable SecureFault bandler ulc is defaulc) */
OxFFFFFFFF 59 5CB->SHCSR |= SCB_SHCSR_SECUREFAULTENAN H
FFFFFFFF a0 N . . -
030000418 61[] /* S5TM32LSax **SECURE** HAL library initializacion¥®
s 62 - Secure Systick timer is configured by default as of time base,
0 : 63 but user can eventually implement his proper time base & o general ﬁ‘"é%ﬂzﬁ‘—&,é \\C)EH
E;DTD &4 purpose timer for example or other time source), keeping in mir
5 3 Time base duration should be kept Ims since PPP_TIMEQUT_VALUEs are de SILITE T
; 6 and handled in milliseconds basis. N F l:] TP %
Mo Secure & - Low Level Initialization
5 Intemal N .
m = 69 | EAL Init():
- Priviege Privieged e ) ~ L.
Stack ISP 71 /* Enable Instruction cache (default 2-ways set associative cache) */
ol o 72 |  if (HAL_ICACHE Enable() != HAL OK)
Sec 0.00000000 Tt
A FPU T4 /* Initialization Error */
75 whils (1)
76|
77 -
78 | /* Secuze application may configure the System clock to have a fzequency of 110 MHz */
78 | /+ SystemClock Config(): */
| AR e ia e KD
21 =
82 /* Add your secure application code here prior to mon-secure inigd § JrS, s e
83 . & N
£
85 |
ce T
27
85 || Nonsecure main():
89
@0 - = does not return, this code is not executed */
81 while (1) {
i

fes B, RGN 2 R BB 2 AR (B 28) .
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MEAERBHIIT R R

Al 28. RIGYI#R B2 ERBRE

CAAN_For_BelugatSTM32Cube_PW_L5_V0.5.00Projects\ Templates_TZ\MDK-ARM\Project_s.uvprojx - pVision
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help

NBEG@| % D@9 6@ | mRpR JE 1| B M sendChar

Be@-ecoa-|3- 4]

N O T R S o < W= R =T = A= R = R
Registers o @ Disassembly
Register |Va|ue I >0x0804101C ETFE B 0x0804101C
= o 0x0S04101E F24EQCOL MOV rl2,#0xe001
. 000000000 (0}(08041022 FeC04C03 MOVT rlz, #0xc03
0x000000ED
(xEDDDEDZ3 ] main.c
0xDFFFFFFF T
00t -
008! 50 int main(void)
00 oL E‘
008 52 [ /* STM32LS5xx HAL library initialization:
53 - Non-secure Systick timer is configured by default as source of time base,
54 but user can eventually implement his proper time bass source (a general
55 purpose timer for example or other time source), keeping in mind that
56 Time base duration should be kept 1lms since PPP_TIMEOUT VALUEs are defined
ST and handled in milliseconds basis.
58 — Low Level Initialization
B - =/
0] ) HAL Init():
(69040 61
[ 62 /* Register SecureFault callback defined in non-secure and to be called by secure handler */
- €3 SECURE_RegisterCallback (SECURE FAULT CB ID, (void *)SecureFault Callback):
64
E; &5 /* Register SecureError callback defined in non-sscure and to be called by securs handler */
66 SECURE_RegisterCallback (GTZC_ERROR _CB ID, (void *)SecureError_Callback);
Privilege Privileged €7
- Stack MSP e ) _ _ )
Giates 0 (3] /* Configure the System clock to have a freguency of 110 MHz */
Sec 0.00000000 ;g SystemClock Config():
HFRy 72H /* Add your non-secure example code here
73 =/
T
75 f* SAU/IDAU illegal access detection example %/
78 /%# - peripheral access to non authorized address (eg. secure RCC) 74
177 /* Uncomment the line below in order to generate the secure fault L
18 /* because of non-sscure transaction in secure peripheral memory space
79 /* it shall jump in non-secure SecureFault_Callback() L7
80 /% (void)READ REG( RCC_S->SECCFGR ); */
81
82 /* GTZC TZIC illegal access detection example L
83 I* - peripheral access to secure write protected register s
84 /* Uncomment this line in order to generate the sscure error L7
85 /* because of non-secure transaction in secure configuration %/
86 /* it shall jump in non-secure SecureError Callback() L
87 /* WRITE_REG( GTZC TZSC->SECCFGRL, 0 }: */
:1:3
8% /* Infinite loop */
N . 2 N y —
ZADRZS B Keill®FH R IPRS LSRG, wnls] 29 TR,
Fl 29. CPU RE
70 [ = @)
71 =
72
T3 /%
T4 = @)
75 =
76
T7 fswssssssssasssssswsusas (C) COPYRIGHT STMicroelectronics *****END OF FILE®#*%/
78 v
< >

ST-Link Debugger Debug: Secure  CPU: Non-Secure (il t1: 0.00000000 sec L:50 C:1 CAP NUM SCRL OVR RAW
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¥ EWARM A T4 Trust Zone®[f] Cortex M33

10 % EWARM H-T-#; Trust Zone® i) Cortex M33

T 15 Arm® (EWARM) (BT ARA IAR iR A0 TAE G W) FH A IAR System [ J7 Wik R 47
%3418 Fl EWARM v8.40.1 F1 STM32L562-DK 524K

10.1 ZEMERE
BECE ZAWH, £ BRI SHH TEXCE: Project.eww, %30 fo ¥ 7 RIS AL H S35 H .
1. FTIFR9T E I AE“Project Explorer (I H ¥ 28) "M g, ) 30 PR,

& 30. EWARM v8.40.1 T H 3 W 5241 &

Workspace w 0 X
Project_s - STM32LEE2E-DK_T emplates_TrusZone v|
Files o .
B [ Froject
=R |Project_s - STM32L562E-DK_Templates_TrustZone v |

W Doc

B Drivers
Bl Example
B Output
L= @ Project_ns - STM32L562E-DK_Templates_TrustZane -.-*
B Doc

B Drivers

Bl Example

B Cutput

IEI'-.:'erview Project_s | Project_ns
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ZEWARE
2. ¥ project_s-STM32L562E-DK_Templates_TrustZone ¥ 9iEahHi H, )4 31 FfiR.
E 31 KB H BORESIRES
Workspace v 0 X
| Froject_nz - STM3IZLAE2E-DE_Templates_TmztZone o |
Files o .
B [ Project
ol JProject_s - STM3ZLE62E _ v |
B Doc Options...
M Drivers
- Make
M Example _
B Output Compile
— @ Project_ns - STM32L Rebuild All v
o D':_”: Clean
B Drivers
Bl Example C-STAT Static Analysis >
B Output
Stop Build
Add »
Remove
Rename...
Version Control System ¥
Open Containing Folder...
File Properties...
Set as Active
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24 ZERERE

3. %% Project-s / Options / General Options DT HELE & [, 285 I “Processer Variant™#f 71 5 1E #2814
MTrustZone™ 8 7 iff (R i 354 4" B 30 2] B “TrustZone™ SLIEAE, i 32 AR,

K 32. &k

Options for node "Project_s' >

Categon:

General Options

Static Analysis

Runtime Checking
CfC ++ Compiler Library Options 2 MISRA-C:2004 MISRA-C:1958

Aszembler Target Qutput Librany Configuration Librany Options 1

Qutput Converter

Custom Build

Build Actions () Core Cortex-M33 w

Linker

Debugger @® Device ST 5TM32L562QEQ |
Simulator
CADI
CMSIS DAP
GDE Serwer
Ljet ® Litle FPU Mone v
MHink/I-Trace i) Big
TI St.ellaris BE1? D regizters - e
Mu-Link BES

PE micro

ST-LINK _ TrustZone
Third-Party Driver [[1DSP Extension

TI M5P-FET Advanced SIMD (NEQN)
TI XD5

Processor variant

() CMSIS-Pack  Mone

Endian mode Floating point settings

Made |Sec:..|re w |

| OF. || Cancel |
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ZEWMERE

4. M\ Project-s / Options / Linker / Config“§ 48 il B SC - gniE a8 30 (S WE 33) -
a.  algmiE U R EE R AR I B O R R A
b. AEBERARECE S, IBORS F R CUBE R B EH A R«
o ZAJHZHME: Flash AT 0x0C000000, T[] %4: Flash
o ZAJEZHME: SRAM1 AT 0x30000000, T[] %4 SRAM

33, g E

Options for node "Project_s x

Categary: Factary Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options

Assembler Corfig  Library  Input Optimizations ~ Advanced  Output  List
Output Converter Linker configuration file

Custom Build )
Build Actions Overide defaul

|SPROJ_DIRS stm32156.2xx_flash_s.icf 1]

Debugger
Simulator Linker configuration file editor X
CADI
CMS1S DAP Vector Table Memory Regions  Stack/Heap Sizes
GDE Server
Ijet Start: End:
Iink/3-Trace ROM | 0x0C000000 | | 0X0CO3FFFF |
TI Stellaris
Nu-Link RAM | 0x30000000 | | 0x300 17FFF |
PE micro
ST-LINK
ThirdParty Driver
TI MSP-FET
TI ¥DS

Ok | | Cancel

Zicf PO SHER S T T E R .

AN5421 - Rev 1 page 29/50



‘7 ANS5421

ZEWMERE

5. M Project / Options / Debugger (I H /AR ERES) HIFFEIRSHET . WEETY, R F7Bhit
£ ST-LINK /051 ds (WK 34)

A 34 BH RS R E

Options for node "Project_s" X

Categary: Factory Settings

General Options
Static Analysis
Runtime Checking
C/C++ Compiler Setup  Download Images Extra Options  Mulicors  Plugins
Assembler
Output Converter Driver Run to
Custom Build STLINK v| [main
Build Actions
Linker SEiUp Macros
Debugger [ ]Use macro filels)
Simulator
CADI
CMSIS DAP
GDE Server
[jet Device description file
JLinkf3-Trace
1 Stellaris [ Ovemde defautt

Mu-Link STOOLKIT_DIRSVCONFIG debugger S THS TM32L 5x 2 ddf
PE micro

ST-LIMK
Third-Party Driver
TI MSP-FET

TI XD5

OE. I | Cancel
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ZEMERE
6. M TEHEWIFR, Hift“Use flash loader 24k (S LK 35) .
& 35. FlashLoader #%#
Options for node "Project_s' x

Categorny: Factary Settings

General Options
Static Analysis

Runtime Checking
/C++ Compiler Setup Download |mages Extra Options Mutticore  Plugins

Assembler
Output Converter Verfy download

Custom Build
Build Actions

Suppress download

, Use flash loaderis)
Linker

= boars e

Simulatar STOOLKIT_DIRS\corfig“flashloader ST HashSTM3.
CADI
CMSIS DAP Edit...
GDE Serwer

I§et
ILinkf31-Trace

TI Stellaris
Mu-Link

PE micro

ST-LIME
Third-Party Driver
TI MSP-FET

TI XD5

VEmade

Perform mass erase before flaghing

(] | | Cancel
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ZERERE

7. ZARDUH BB AR AT H i SO T e 0 RS s g . ik, 15 Project / Options /
Debugger / Images J{/4)i“Download extra image” ZikHE (2 M4 36) .

Opticns for node "Project_s"

Cateqaory:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Aszembler
Output Converter
Custom Build
Build Actions
Linker
Simulator
CADI
CMSIS DAP
GDE Serwver
I-et
J-Link/1-Trace
TI Stellaris
Mu-Link
PE micro
ST-LIMK
Third-Party Driver
TI MSP-FET
TI XD5

A 36. PR M SO E RSN

Factom Settings

Setup Download Images Extra Options Mutticors  Plugins

Download extra image
Path: |SPROJ_DIRS\STM32L562E-DK _ns'\Exe'project_ns.| | ... |

Debug info anly

Offset: |0
[] Download extra image
Path:

Offzet: Debug info only

[ ] Download extra image
Path:

Offzet: Debug info only

IR BRI E R NEREREE, AR BRI
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ZEWERE

8. M Project / Options / ST-LINK “Setup” i i+, Z W[4 37:
- 2%&¥%“ST-LINK debugger”.
- EBEEAIRAY.
o RGHEN: BN,
o WHEEN: it VECTRESET L&A A%; AMS I A Z M .
° WHEAL: WE PC AREF AN L,
o ?ﬁ‘ﬁ@ REF I JTAG 34245 ) nSRST/NRESET LK S A Bi . X AP S (I8 th & 2
T JGo
o BFEPRIER:: EARReset (A "B RIFIE ST-LINK EREH Ak, EMpidomkra
S, FTEER: H AR REFFR A
- EPEERE:
o JTAG: ffiH JTAG £,
o SWD: {fif{ SWO 1, Z#:OEH KSR T JTAG. Wi EFH RATL T (SWO) il
51518, 1&iEHk SWD.
- BB
o Auto (HZD : AN 0 BT Cortex®-M33.
o Manually (F31) : $82ZMEH NI,

& 37. W HKRE

Options for node "Project_s" x

Categany: Factory Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Setup  Communication Breakpoints
Assembler Emulatar
Output Converter

Custom Buid |ST-LINKAV3 v | seiano: [ ]

Build Actions
Linker [ Shared mode [] Always prompt for probe selection

Debugager Reset

Simulator :
CADI |Cnr1nect during reset e ‘

CMSIS DAP
GOBE Server Interface Access Port

Iet O JTAG Interface speed @ Auto
e -
1 Stellaris ® 5WD au () Specify

Mu-Link

PE micro
Third-Party Driver
TI MSPFET

TI XD5

(] I | Cancel
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FuemMERE

10.2 R T H B E

# project_s-STM32L562E-DK_Templates_TrustZone ¥ 4i%zh i H
1. &% Project-s / Options/ General Options (Il H A& D/ — & WD , MWFTHRCE S M. 7B AR EIRH,
MALHLEE Ay IR B IEF I 2 (I 38) .
M TrustZone®#i 7y, Hiffik#IE2 21, I H /2% TrustZone®E HLHE .

Opticns for node "Project_ns"

Category:

General Options
Static Analysis
Runtime Checking
CfC++ Compiler
Aszembler
Output Converter
Custom Build
Build Actions
Linker
Debugaer
Simulator
CADIL
CMSIS DAP
GDE Server
I-et
J-Link 1-Trace
TI Stellaris
Mu-Link
PE micro
STLIMK
Third-Party Driver
TI MSP-FET
TI XD5

A 38 MEWE: —RIEH

Library Options 2 MISRA-C 2004 MISRA-C: 1558
Target Output Library Configuration Librany Options 1
Processor variant
i) Core Cortex-M33 ~
@ Device ST STM32L5620EQ |

() CMSISPack  Mone

Endian mode Floating point settings

@ Little FFU MNone

(O Big
BE3Z [ regizters - w
BER

[]DSP Extension

Advanced SIMD (WEOMN)

TrustZone

]

I | Cancel |
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FuemMERE

2. M Project-s / Options / Linker / Linker configuration (3% H /A I/45E 5 #s/5EBE aS L B SCIEER > (B0
K 39) :
— PR DR R B AR I B R R A
- REBEEARECE SR, DR R Y CRERE B IR 6 1 L
o JABhHbE 0 fI T 0x08040000 HIINTE (FEL4INTE)
o AFMbAE 1: 7T 0x20018000 ] SRAM (JE%4 SRAMD .

& 39, TUH B E

Options for node "Project_ns' x

Category: Factory Settings

General Options
Static Analysis

Runtime Chedking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options

Aszembler Corfig  Library = Input Optimizations ~ Advanced  Output  List
Output Converter Linker corfiguration file

Custom Build )
Build Actions Overide defaul

|SPROJ_DIRS stm321562xx flash_ns icf =]

Debugger
Simulator Linker configuration file editor s
CADI
CMSIS DAP Vector Table Memory Regions  Stack/Heap Sizes
GDE Server
IHet Start: End:

Iink/J-Trace ROM | 0x08040000 | | oxoso7FFFF |

TI Stellaris

Nu-Link RAM | 0x20018000 | | oxaoozrrrr |

PE micro

STALINK

Third-Party Driver

TIMSPFET

TIXD5

(] | | Cancel
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FuemMERE

3. MFE"H Project-s / Options / Linker (I H/Ei/EEe4s) (S WK 40) &
TN Z T SR BOCPHERERRN A sh B S IR L el H . B R IE LM 2 i r e

20 EERERE

Options for node "Project_ns" >

Categony: Factary Settings

General Options

Static Analysis

Runtime Checking
CJC++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options
Aszembler Corfig  Library  |nput Optimizations ~ Advanced  Output  List
Qutput Converter
Custom Build Automatic rantime library selection

Build Actions Additional libraries: (one per ling)

$PROJ_DIRS\. \Secure_nsciib\secure_nsclib.o =]

Debugger
Simulator
CADI

CMSIS DAP
GOE Server [] Overmide default program entry

I-jet Entry symbal __iar_program_start
Hink/1-Trace Mo entry symbal

TI stellaris
Mu-Link

PE micrao

ST-LIMK
Third-Party Driver
TI MSP-FET
TIXD5

ak. I | Cancel

4. HAbBCEREIT ZAETH .
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HEBH
10.3 w1 H
TS5 IS HE £ L BEAT S %
1. i%&#% Project / Batch Build (JilH / it i) s izrba IR bs (S0 41) .
41 3 B fkgm
@ Project - |AR Embedded Workbench IDE - Arm 8.40.1
File Edit View | Project | 5T-Link Tools Window Help
tl A Add Files... - £ C
Workspace Add Group... [r—
Import File List...

Project_ns - STM3ZL

Add Projedt Connedion...

Files Edit Confi ti
_ it Configurations...
B O Froject
@ P_r':'jECt_S Remaove
B Doc
B Driver Create New Project...

W Examp Add Existing Project...
B Output

o @S options.. ALT=F7

B Doc
B Driveer Version Control System k
Bl Examp 8 vk -
B Qutput ke
B  compile CTRL+F7
Rebuild All
i_lean
Batch build... Fa
C-5TAT 5tatic Analysis k
€3 | stop Build CTRL+ATTH
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% PEIUE

3

2. [FREINERFERINNECE (SE42) .

e MAB L2, LER L LI CJE-FASE K9 T AERFILLIH L HiiFE L2 H,  E U EH
BN LT E L, 40T

42. T B ik gm IR

Edit Batch Build x Edit Batch Build x
Name Name
|hu|IcI | build |
Evanate EDI"F‘QME I0H1S Configurations to build Available configurations Ennf\gura \ors 10 b
Project_ns - STM32L562E-DK_Templat Project_ns - STM32L562E-DK_Templat

Project_s - STM32L5E2E-DK_Template

Pioject_s - STM32L562E-DK_Template

>

e
~ w

¥

w
ES o vy

-

R EE2s

[Dirag to order] 1ag to G

AN5421 - Rev 1 page 38/50



m ANS5421

MEAEREHIT R R

10.4 Mz AR HAT B JE 2 AT
NTPATAEZENR, O PRI, SRR
1. NEIHZET, T 7 RiERES] STM32L562E-DK R % (K 43) .

— % USB HEZ5il NFIFRZEM A CN17 ST-LINK USB #4258, Mii# ST-LINKV3 g AR T HiE R 3R

— Y ST-LINKV3 ## )5, LD3 =ilg N4,

] 43. STM32L562E-DK #FE&RRAL TEERSE

e R

L irJE'JiIJFs:J;} [ | /

26 GO0
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MEAERBHIIT R R

2. iL¥¥ Project_ns Wil HAEJ9iEsh W H, AR JEInaAR 2 4 — il AR
P T RAE R BN L AR R S 2 i, DUEX INAFBEAT AT 46T (S A 44) .

Bl 44. TEARRE 3R
ne =[0]

e GBI L EMIHFE/TFI, Fidon L 2 e

] 45. gt REE e B Bl L2 T e

Debug log

Log

Tue Feb 11, 2020 16:09:31: \Waming:

Tue Feb 11, 2020 16:09:31: Wenfy error at address 0x080400CF. target byte: 0x00, byte in file: 0x08

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Wenty error at address 0x08040000. target byte: Ox0, byte in file: DxAD
Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Yenty error at address 0x08040001, target byte: 00, byte in file: 0x0F
Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venfy error at address 008040002, target byde: 00, byte in file: 0x04

Tue Feb 11, 2020 16:09:31: Waming;

Tue Feb 11, 2020 16:09:31: Werify error at address 0x08040003, target byte: 0x00, byte in file: 0x08

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venty error at address 0x08040004, target byte: 0x00, byte in file: 0xB1

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venty error at address 0x08040005, target byte: 0x00, byte in file: 0x0F

Tue Feb 11. 2020 16:09:31: Waming

Tue Feb 11, 2020 16:09:31: Verify error at address 0x08040006. target byte: 0x00, byte in file: 0x04
Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venfy error at address 0x08040007, target byte: 0x00, byte in file: 0x08
Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venfy error at address 0x08040008, target byte: 000, byte in file: 0xB5
Tue Feb 11, 2020 16:09:31: Waming: Too mamny verify errors, only the first 200 are displayed

BARIEFEHR, BT, i £ e il I e MECHT 2, HFAG RS G 1 — ) AT HeA
7 SAUBLEZ F, Wizt L IXH (@ 0x08040000 7F L2 /A1F) A/l 16k VLUTIIBAEIL, H-H A FERE.

B 3. k¥ Project_s Wil HF & sh W H , ARG INERAR 2 4 31500, 2Ra 8 sk &8
#7 FRBBA BT ZEF (main.c) 1750, Bm &L MR )22
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4. ZAREH CPU T8 T Zedrfrasiefit (2K 46) .

A 46. ZERFHAE

Registers 1 v O X
Find: ~ | Group:| Current CPU B egisters ~
Mame Walue ACCESS
RO 0=00000000 Readyrite
R1 O=z00000000 Feadw'rite
R2Z 0=z00000000 Readywrite
R3 O=z00000000 Feadwrite
“Re ] Re
RS 0=00000000
R& O=z00000000 Feadw'rite
R? 0=z00000000 Readywrite
RE 0=zFFFFFFFF Feadwrite
R9 0=zFFFFFFFF Readywrite
R10 0=FFFFFFFF Readyrite
Rl1l 0=zFFFFFFFF Feadw'rite
R12 0=zFFFFFEFEFF Readywrite
SP 0=z30000818 FReadwrite
SPLIH Oxz00000000 Readywrite
LR 0=FFFFFFFF Readyrite
+ PSR 0=z01000000 Feadw'rite
+ APSR 0=z00000000 Readyrite
TIPSR 0=z00000000 FReadwrite
+ EPSR 0xz01000000 Readywrite
PC 0=0C000928 Readyrite
+ PRIHASK O=z00000000 Feadw'rite
BASEPRI 0=z00000000 Readyrite
BASEPRI_HAX 0=z00000000 FReadwrite
FAULTHASK Oxz00000000 Readywrite
CONTROL 0=00000000 Readyrite
TAPSE O=z00000000 Feadw'rite
EAPSR 0=z01000000 Readyrite
TEPSE 0=z01000000 Feadv'rite
SECUORE 0xz00000001 Readywrite
(] P T |
CICECOmTER ¢ s
ReadWrite
CCTIMER2Z2 1 Security state
CCSTEP 0 Ot Mon-5ecure
1: Secure
Right-click for more registers and options
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10.5 4 RDP %N 0.5 B, 5 STM32L552ZE-Q [ n) i
EWARM g% &4 21 8 R iR AE e A N HFE Y . BEH:S] STM32L552ZE-Q, LIRUIT:
1. WEEDTAT, Wik 47 TR
-  TZEN=1
—  DBANK =1
—  SECWM2_STRT = 0x1
- SECWM1_PEND = 0x0.

[5 47. £ STM32CubeProgrammer v2.2.0 o B i 7T

[ sTM32CubeProgrammer - O *

stu¥ O

CubeProgrammer

ected

| = Option bytes

+ Read Out Protection

Name Value Description
Read protection option byte

The read protection is used to protect the software code stored in Flash memory.

AA: Level 0, no protection

55 : Lewel 0.5, read protection not active, only non-secure debug access is possible. Cnly available when T
BE : Level 1, read protection of memories
CC: Level 2, chip protection

~

>

> BOR Level

> Write Protection 2

2. nEkdARZe A i (A2 T 0x08040000) , #RJE Nk 224 — | (AT 0x0C000000) , i 5 FTik.
3. {#ifil STM32CubeProgrammer # & RDP=0x55, LA/ x4k (0 48) .

|5 48. RDP=0.5

[ sTM32CubePragrammer - m} x

stua

GubeProgrammer

v Read Out Protection ST-LINK e

Name Value Description

~

Read protection option byte

The read protection is used to protect the software code stored in Flash memory.

AL Level 0, no protection

55 : Level 0.5, read protection not active, only non-secure debug access is possible. Only available when T/

BB : Level 1, read protection of memories

CC: Level 2, chip protection =
] >

> BOR Level

- er Configuration

> Write Protection 2
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4. BEAHBRBCOVRAEE A YRR T Project options / ST-LINK ,  M“Setup”7 Btk %“Software”,
ik 49 TR

& 49. BAERIEHE

Options for node "Project_ns" *

i  Categany: Factary Settings

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler Setup  Communication Breakpoints
Assembler Emulator

! Output Converter

Custom Build | ST-LINKAV3 v| senano: [ ]

Build Actions
Linker [] Shared mode [] Always prompt for probe selection

Debugger Resct

e = g

CMSIS DAP
GDB Server Interface Access Port

Ijet O JTAG Irterface speed ® Auto
TI Stellaris ® SWD au () Specify

Mu-Link
! PE micro
|
1 ThirdParty Driver
TI MSP-FET
TI XD5S

(] I | Cancel

AN5421 - Rev 1 page 43/50



‘7 ANS5421

4 RDP ¥k 0.5 B, 5 STM32L552ZE-Q K &

5. ERGERAE R ERESE: Project / Attach to the Running Target (& L[ 50) .

Al 50. EINF 1247 H K B AR IR
@ Project - AR Embedded Workbench |DE - Arm 2.40.1

File Edit View | Project | 5T-Link Tools ‘Window Help
‘Y 1 @ | Le AddFiles.., =
- L —
Workspace [e Add Group.. -
* . .
[5TM32L528-E_Te| 2] | ImPort File List.. 3
- Add Project Connection...
Files Edit Confi ti
B I onTIigurations...
= @ Project_ns
| !D':": * | Remove
B Drivers
M Exarmple| U] Create New Project... =
L= o Output ™ Add Existing Project...
£+  Options... ALT=FT
Version Control System 4
B Make 7 |E
B | compile CTRL+FT
@ Rebuild Al
&  Clean
& Batch build... Fa
C-5TAT Static Analysis ]
=
£3  stop Build CTRL+ATTH
° Download and Debug CTRL=D
¥ Debug without Downloading
[’a Attach to Running Target ]
Fer IDE 134747 RDP level 0.5 F#77 i %4 flash fHi4ife, 7% STM32Cubeprogrammer 7%,
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11 ¥ CubelDE H T4 Trust Zone® [#] Cortex®-M33

AR5 AE CubelDE 7/ STM32 FF & A7 (AN5394) thifiif, J52 7 M www.st.com b3k,
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H3

S S 2

2 Arm® Cortex®-M33 IIHEIR ... 3

3 AMVB-M I TrustZone R & . . . 4

4 SAU/IDAU - TrustZone® i ... oo 5

5 P . 6

5.1 RN I L 6

52 AR AR . 6

LR v 1 7

6.1 T I 7

6.2 AR A I L 7

7 Flash TR B o 8

7.1 TrustZone®BAE I JE (I3 BRI LI - . o 8

7.2 TrustZone®# A5 1 RDP ZU B4 TRE ..o 8

7.3 TrustZone® i G i A g ) 8

7.4 K TrustZone®JE IJE, RDP R IFE M i . . oo 9

8 AR T 10

9 ¥ MDK-ARM T Trust Zone ] Cortex®-M33 ... .. .. ..o, 11

9.1 e o T = 7 & A 11

9.2 BT H B E . 17

9.21 R 3 T 22

9.3 AR ERBHATRIIE R I . 23

10 % EWARM H T Trust Zone® ) Cortex M33 . ... .. it 26

101 AT H BB 26

10,2 AER AT BB 34

10,3 T .. 37

104 MBI PATRHEZ I . 39

10.5 4 RDP #4 0.51, 5 STM32L552ZE-Q HIEREMIM . ... 42

11 ¥ CubelDE H] T4 Trust Zone® ] Cortex®-M33 ....... ... ... coviiiii ... 45
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A 2. TrustZone®#AEH (TZEN = 0) J5II RDP il 8uiiie. . . . o 8
& 3. TrustZone® WAL (TZEN =1) Ja(H RDP ZeIAEHIfiRe. . ..o 9
& 4. £/ STM32CubeProgrammer Bt B B I 0 . . .. . o 10
A 5. MDK-ARM TR H S50 . . o 11
& 6. BB RTE 11
B 7. B 12
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& 36. AR AR A SO E RN . 32
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& 40. B B B . 36
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& 42. THAI T . 38
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