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Introduction

The CR95HF development software (STSW-95HF001) is a PC software which allows to
configure, evaluate, and communicate with CR95HF 13.56 MHz multi-protocol contactless
transceiver.

The software must be used in conjunction with the CR95HF demonstration board (see
Figure 1) which includes a ready-to-use board to interface with the host PC through a USB
interface. This CR95HF demonstration board is included in the M24LR-DISCOVERY Kkit.

The CR95HF demonstration board is powered through the USB bus and no external power
supply is required. It includes a CR95HF contactless transceiver, a 48 x 34 mm 13.56 MHz
inductive etched antenna and the associated tuning components. The CR95HF
communicates with the STM32F103CB 32-bit core MCU via the SPI bus.

Figure 1. CR95HF demonstration board embedded in the M24LR-DISCOVERY kit

CROSHF Antenna

MBIBS 4B
CRISHF

USB interface STM32 MCU LED

Reference documents
e DEMO databrief
e CRO95HF datasheet

August 2018 UM1084 Rev 6 1/99

www.st.com


http://www.st.com

Contents UumM1084

Contents
1 Installing the CR95HF development software (STSW-95HF001) ...... 7
2 Using the CR95HF development software ...................... 12
21 Launching the CR95HF development software .................... 12
2.2 Main menuU . . ... .. 14
23 User commands . .. ...ttt 15
2.31 CRO5HF commands menu . .......... .ttt 15
232 RX95HF commands menu .......... ... .. ... .. i 22
233 ST95HF commands menu . ... it 29
24 ISO15693 MenuU . ... ... 39
25 ISO14443-AMENU . . ... 55
2.5.1 ISO14443-A Cards commands .. ..., 57
252 TOPAZ userinterface ............ ... i 58
253 M24SR, SRTAG and ST25TA userinterface . .................... 59
254 Password management for M24SR and SRTAG products .......... 69
255 NFC Type 4A - NDEF Message userinterface ................... 70
2.6 ISO14443-Bmenu . ... . 78
2.6.1 ISO14443-B Cardscommands . .............cooiiiiienn... 79
2.6.2 ISO14443-BNFCcommands .............coouiiiiiinnnne .. 81
26.3 SRIXx/SRTxx/ST25TBxxx products . ............ .. ... .. ... ..... 82
26.4 Type_4B NDEF Message userinterface ........................ 83
2.7 ISO18092 MenuU . ... ... 83
2.8 TOOIS MENU . .. oo e 85
2.8.1 CR95HF demonstration board toolbox . ........................ 86
282 Tag Detectiontool ........ ... . . . . 87
283 Auto detectiontool . ... .. . . 88
2.8.4 Scripttool . .. ... 89
2.9 Helpmenu .. ... ... . e 92
210 LogwWindow . ... .. e 95
3 Revision history ........... ... i i it 97
2/99 UM1084 Rev 6 m




UM1084 List of tables

List of tables

Table 1. Document revision history . . ... ... . . . . 97

3

UM1084 Rev 6 3/99




List of figures UM1084

List of figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.

4/99

CR95HF demonstration board embedded in the M24LR-DISCOVERY kit. . .. .......... 1
setup.exe WelCOME MESSAQE . . . . i i ittt e e e 7
setup.exe license agreement . . .. ... ... e 8
Select the destination folder . . . . ... ... .. . . . 8
Insert the CR95HF development software fromthe startmenu . . .................... 9
Create desktop or quick launchicons (optional). . . .............. ... .. .. .......... 9
Install the CR95HF development software on yourcomputer ...................... 10
Install the CROSHFAILAIlN . . . ... .. 10
Read the CR95HF development software README . ............................ 11
Launch the CR95HF development software. ............ .. ... ... ... .. .. ....... 11
Detection message 1/3. . . ... 12
Detection message 2/3. . . . ... e 13
Detection message 3/3. . .. ... 13
Select RF READER IC . . . ... e e 14
Main MeNU . ... 15
CRO5HF user commands MENU . . . .. ..ottt e ettt 15
CRO95HF commands MenU . . . ...t e e 16
IDN WINAOW. . . ..t e e e e e e 17
Protocol Select Window. . . .. ... e 17
Field OFF Window. . . . ..o e e e 18
ISO15693 WINAOW. . . . ..ot 18
ISOT4443-A WINAOW . . . . .o e e e 18
ISO14443-B WindoWw . . . . ..ot 19
ISO18092 WINAOW. . . . ..ttt e 19
ISO15693 Inventory (260100) transmitted using a SendRecvrequest ............... 20
Idle WINAOW . . ... 20
RAReg WINAOW . . . .. e 21
WIReg WINAOW . . .. e 21
Set UART baud rate window . . ... ... .. . . . e 22
EChOo WiNdOW. . . ... . e 22
User commands menu for RXO5HF . . . ... ... ... .. .. . . . . e 23
RX95HF commands menu . . ... 23
IDN WINAOW. . . ..t e e e 24
Protocol Select Window. . . .. ... . e 25
ISO14443-A WINAOWS . . . . oot e e e 25
Poll Field Windows . . . ... . 26
Listen Window . . . ... 26
Send WiNdOW . . ... 27
Idle WINAOW . . ... 27
Read Register Window . . . ... .. . 28
Write Register Window . . . . ... e 28
AC-Filter Window. . . . ... e 29
EChOo WiNdOW. . . ... o e 29
STI5HF user commands MENU . . .. ...ttt et ettt 30
STO5HF commMands MeENU . . . ...ttt et 30
IDN WINAOW. . . .. e e e e e 31
Protocol Select Window. . ... ... e 32
Field OFF Window. . . . ... e e e 32

UM1084 Rev 6 ‘Yl




UM1084 List of figures
Figure 49. ISOT5693 WINAOW. . . . . ..o e 33
Figure 50. ISOT4443-A WINAOW . . . . . oot e e e 33
Figure 51. ISO14443-B WiNdOW . . . . . ..o 33
Figure 52.  ISOT18092 WINAOW. . . . . ..o e e 34
Figure 53. Poll Field Windows . . .. ... 34
Figure 54. 1SO15693 Inventory (260100) transmitted using a SendRecvrequest ............... 35
Figure 85. Listen Window . . . . ... 35
Figure 56.  Send WiNdOW . . . ... . e 36
Figure 57. Idle WindoW . . . . ..o e 36
Figure 58. RAReg WINAOW . . .. .. e 37
Figure 59. WrReg WiNdow . . . ... 37
Figure 60. Set UART baud rate window . . ... .. e 38
Figure 61. Echowindow. . . ... o 38
Figure 62. ISOT5693 MENU . . . ..t t e 40
Figure 63. Example of ISO15693 user interface for M24LR64 . . ........ .. ... .. ... .. ... . .... 42
Figure 64. Selecting User Mode from 1ISO15693 user interface (M24LR64) . .. ................. 43
Figure 65. ST25DV user interface: Inventory. . ... ... . 44
Figure 66. ST25DV user interface: AFIDSFID INFO .. ... ... .. 45
Figure 67. ST25DV userinterface: EEPROM . ... . ... . . . 46
Figure 68. ST25DV user interface: display Extended commands . . .......................... 46
Figure 69. ST25DV user interface: ISO15693 Data Rate management . ...................... 46
Figure 70. ST25DV user interface: static configuration . .. ....... ... ... .. . .. . . . . ... 47
Figure 71. ST25DV user interface: Fast Transfer Mode interface . . .. .......... ... ... ... .... 48
Figure 72. ST25DV user interface: Password management . . . ......... .. ... .. ... ... ... .... 49
Figure 73. ST25DV user interface: Energy Harvesting and GPO management . . ............... 50
Figure 74. ST25DV user interface: Fast TransferModedemo . .......... ... .. ... .. ... ..... 51
Figure 75. Read and write NFC Type S CCfile ... ... .. . 52
Figure 76. Read NFC Type SNDEF message ... ..... ...t 53
Figure 77. Prepare NFC Type SNDEF mMessage . . ... ..ot 54
Figure 78. Write NFC Type 5 NDEF message. . . . ... ... e 55
Figure 79. ISOT4443-A MENU . . .. .ot e e e e 56
Figure 80. 1S0O14443-A selected fromthelist ... ... ... ... ... . . . . 57
Figure 81. TOPAZ userinterface. . .. ... . e 58
Figure 82. M24SR userinterface. . ... ... . 59
Figure 83. CR95HF protocol selectionsequence ... ......... ... . ... .. ... . .. 59
Figure 84. Anticollision process results . .. ... . 60
Figure 85. RF OFF on anticollision RATS PPS button . ........... ... . . . . . . ... 61
Figure 86. RF OFF on anticollision RATS PPSresults .. ......... .. .. i 61
Figure 87. NFC Type 4A button available .. ... ... .. .. . . . . e 62
Figure 88. [1SO14443-Abuttonavailable . .. ... .. . . . . 62
Figure 89. RFrequestand RF answer. . . ... ... . . e 62
Figure 90. “Show Log” button . ... ... . 62
Figure 91. Log windows of RF request/answer . .. ... . . . . i 62
Figure 92. NFC Type d4A userinterface. ... ... e 63
Figure 93. | _Block, R_Block, S Blockrequests. ... ... .. ... .. . . 63
Figure 94. | Block, R _Block, S Block answer. . . ... ... ... .. 63
Figure 95. Capacity containerfile selected .. ... ... .. .. . . 64
Figure 96. Specific CCfilearray ... ... . e e 65
Figure 97. Systemfile selected . .. ... .. . 65
Figure 98. Specific systemfilearray .. ... .. . 66
Figure 99. NDFfileis selected. . .. ... ... e 66
Figure 100. Binary data and NDEF message aredetected . .. ........... .. ... ... .. ... . .... 67
IS73 UM1084 Rev 6 5/99




List of figures UM1084

Figure 101.
Figure 102.
Figure 103.
Figure 104.
Figure 105.
Figure 106.
Figure 107.
Figure 108.
Figure 109.
Figure 110.
Figure 111.
Figure 112.
Figure 113.
Figure 114.
Figure 115.
Figure 116.
Figure 117.
Figure 118.
Figure 119.
Figure 120.
Figure 121.
Figure 122.
Figure 123.
Figure 124.
Figure 125.
Figure 126.
Figure 127.
Figure 128.
Figure 129.
Figure 130.
Figure 131.
Figure 132.
Figure 133.
Figure 134.
Figure 135.
Figure 136.
Figure 137.
Figure 138.
Figure 139.
Figure 140.
Figure 141.
Figure 142.
Figure 143.
Figure 144.
Figure 145.
Figure 146.

6/99

Password managementbutton. .. ... .. 68
Password managementbuttons. . . ... . L 68
NDEF message managementbutton . . ....... ... ... . . . 68
Password management userinterface . . . .......... . . ... .. 69
NFC Type 4A - NDEF message userinterface. ............. .. ... .. . ... 70
Log window of configurationsetup . . ... . ... . . 70
NDEF message is displayed. . . .. ... 71
Log window when occur error on READ NDEF MESSAGE process . ... ............. 71
Prepare TEXT NDEF record. . .. ... ... e 72
Prepare URINDEF record . . ... ... .. e 72
Prepare SMARTPOSTER NDEF record. . .. ... ... . . . . 73
Prepare MIME VCARD NDEF record. . . ... .. . e 73
Prepare MIME BLUETOOTH PAIRING NDEFrecord . ............. . ............. 73
Prepare MIME MEDIA NDEF record . ... ... . ... e, 74
Prepare MIME VARIOUS NDEF record . . .. ... ... . e 74
Write Text NDEF message. . . .. ... e 75
Write URL NDEF mesSsage. . . . ..ottt e e e e e e 75
Write SmartPoster NDEF message . ... ... e 76
Write BT pairing NDEF message . . . ... ... e 76
Write vCard NDEF message . ... ... ..t e e 77
Write proprietary data . . .. ... ... 77
Log file when occur error on WRITE NDEF MESSAGE process . .. .. ............... 78
ISO14443-B MeNU . . . ... e 79
Example of ISO14443-B userinterface .......... ... .. ... . ..., 80
Log file .o e 80
ISO1443-B userinterface . . . ... .. .. .. e 81
Protocol select for ISO14443-B . . ... ... . . . 81
ISO14443-B NFC userinterface. . . . . ... .. .. 82
Example of ISO14443-B user interface for SRIXxx. . . .. ... .. ... ... ... ... 82
[ISO18092 MeNnU . . . . ..o 83
ISO18092 Iog WINAOW . . . . . ot e e e 84
TOOIS MEeNU . . . ..o e 85
CR95HF demonstration board toolbox . . . .. ... .. ... L 86
Tagdetection interface . . . ... . . 88
Auto Detect tool interface . . . . ... ... . 89
Scripthelp page 1/3 . . ... 90
Scripthelp page 2/3 . .. .. .. 90
Scripthelp page 3/3 . . .. .. 91
Scripttool interface . . . ... ... . 91
Help menu . . ... 92
Change background color menu. . ... ... 93
Script help 1 . . 93
Script help 2 . . 94
Script help 3 . ..o 94
AbOUt WINAOW . . . ..o 95
Log window foran Idle command. . . ... . . . 96

3

UM1084 Rev 6




UM1084 Installing the CR95HF development software (STSW-95HF001)

1 Installing the CR95HF development software (STSW-
95HF001)

To install the CR95HF development software (STSW-95HF001):

1.  Download the latest revision of the CR95HF development software from
http://www.st.com.

2. Unzip the setup.zip file.

3. Execute the setup.exe file to install the CR95HF development software on your
computer. Follow the instructions described in Figure 2 to Figure 10 to install the
CR95HF development software under C:\Program files, and CR95HFDII.dIl system file
under C:\WINDOWS\system32.

When the installation process is complete, you can launch the CR95HF development
software. Refer to Section 2 for a detailed description of the software functions.

Figure 2. setup.exe welcome message

ﬁ! Setup - CROSHF Developrent Software E' =] @

Welcome to the CR95HF
Development Software Setup
Wizard

This will install CRS5HF Development Software on your
computer.

It i= recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ]l Cancel
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Figure 3. setup.exe license agreement

ﬁ_%' Setup - CRA5HF Development Software

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

SOFTWARE LICENSE AGREEMENT -

By using this Licensed Software, You are agreeing to be bound by the terms and
conditions of this License Agreement. Do not use the Licensed Software until You
have read and agreed to the following terms and conditions. The use of the
Licensed Software implies automatically the acceptance of the following terms and
conditions.

DEFIMNITIONS
Licensed Software: means the enclosed SOFTWARE/FIRMWARE, EXAMPLES,
PROJECT TEMPLATE and all the related documentation and design tools &

i@ | accept the agreement

(7 | do not accept the agreement

<Back || Ned> | [ Cancel

Figure 4. Select the destination folder

ﬁ! Setup - CRI5HF Developrment Software

Select Destination Location
Where should CR95HF Development Software be installed 7

| Setup will install CR35HF Development Software into the following folder.

To continue, click Mext. f you would like to select a different folder, click Browse.

Browse...

At least 16.3 ME of free disk space is required.

<Back || Net> | | Cancal |

UM1084 Rev 6
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Figure 5. Insert the CR95HF development software from the start menu

[ole =)

ﬁ_%' Setup - CRA5HF Development Software

Select Start Menu Folder
Where should Setup place the program’s shortcuts 7

Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. f you would like to select a different folder, click Browse.

Browse...

R35HF Development Software,

<Back || Ned> | [ Cancel |

Figure 6. Create desktop or quick launch icons (optional)

[ole =)

ﬁ_%' Setup - CRA5HF Development Software

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would lilke Setup to peform while installing CRS5HF
Development Software, then click Mext.

Additional icons:
Create a deskiop iconi
[7] Create a Quick Launch icon

<Back || Ned> | [ Cancel
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Figure 7. Install the CR95HF development software on your computer

Click Install to continue with the installation, or click Back i you want to review or
change any settings.

Destination location:
C:%Program Files (<B6)\CR95HF_Development_Software

Start Menu folder:
CRS5HF_Development_Software

Additional tasks:
Create a desktop icon

<Back |[ Instal | | Cancel

ﬁ_%' Setup - CRASHF Development Software El (=] @
Ready to Install
Setup is now ready to begin installing CRS5HF Development Software an your
computer.

Figure 8. Install the CR95HFdII.dII

Installing
Please wait while Setup installs CR35HF Development Software an your computer.

BExtracting files...
CAWindows system 32WMSCCZFR.DLL

’ﬁ_%! Setup - CRA5HF Development Software El (=] @ﬂ

UM1084 Rev 6

3




UM1084 Installing the CR95HF development software (STSW-95HF001)

Figure 9. Read the CR95HF development software README

rﬁ_%! Setup - CRISHF Developrment Software El (=] @ﬂ

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, click Mea.

|
CRS5HF_Development_Software README

Installation Instructions

m

After setup exe installation,

Mo specific drivers is needed to be used with CRS5HF & ST35HF & RX95HF demo
board (HID USE class used)

- CRS5HF demonstration board {included in M24LR-DISCOVERY kit)

- EVAL-ST95HF board (ST35HF demo board)

- EVAL-R¥55HF board (R¥595HF demo board)

Enjoy with your CR35HF_DEVELOPMENT _SOFTWARE. -

Figure 10. Launch the CR95HF development software

rﬁ_%! Setup - CRISHF Developrment Software El (=] @ﬂ

Completing the CR95HF
Development Software Setup
Wizard

Setup has finished installing CR35HF Development Software an
your computer. The application may be launched by selecting
the installed icons.

Click Finigh to exit Setup.

| iLaunch CR95HF Development Software

< Back H Finish
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Using the CR95HF development software

Launching the CR95HF development software

Before launching the CR95HF development software, make sure that the CRO5HF
demonstration board embedded in the M24LR-DISCOVERY kit board is connected to the
USB port of your computer.

The on-board LED blinks to indicate that the board works properly.

When the CR95HF development software is launched, a detection process begins (see
Figure 11 and Figure 12) to check:

e the revision of the DLL installed on your computer

e the revision of the STM32 MCU firmware installed on your CR95HF demonstration
board

e the CR95HF identification number (IDN)

The objective of these checks is to verify that the DLL installed on your PC is up-to-date,
and that your CR95HF demonstration board is ready to be used with the CR95HF
development software.

If a problem occurs during the detection, the message shown in Figure 13 is displayed.

Figure 11. Detection message 1/3

CR95HF Development Software

revision 1.9

detection on going

All rights reserved ©2016 STMicroelectronics
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Figure 12. Detection message 2/3

[E1]

CR95HF _Development_Software

revision 1.9

DIt REV = 1.2
MCU REV = 3.6.5
HARDWARE REV = MB1054x
IDN = NFC F52IAST4

DEMO BOARD detection is OK.

All rights reserved ©2016 STMicroelectronics

Figure 13. Detection message 3/3

CR95HF _Development_Software

revision 1.9

DILL REV = 1.2

DEMO BOARD is not detected. Please verify USB connection.

All rights reserved ©2016 STMicroelectronics
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Note:

14/99

Main menu

If the software package has been installed correctly and the CRO95HF demonstration board is
connected to PC USB port, a pop up menu is displayed (see Figure 14).

The user need to select a RF READER IC between CR95HF, RX95HF or ST95HF.

Figure 14. Select RF READER IC

Please, select your RF transponder

CRIO5HF ST95HF RX95HF
MZ24LR-DISCOVERY EVAL-ST95HF EVAL-RX95HF
BOARD BOARD BOARD

The main menu is displayed depending on the selected IC.

The software release number is shown at the bottom of the menu window.

This menu allows the user to access several sub-menus:

User commands (see Section 2.3)
1ISO15693 mode (see Section 2.4)
1ISO14443-A mode (see Section 2.5)
1SO14443-B mode (see Section 2.6)
1ISO18092 mode (see Section 2.7)
Tools menu (see Section 2.8)

Help menu (see Section 2.9)

UM1084 Rev 6
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Figure 15. Main menu

f e ————
57 CRO5HF development software - CROSHF _ - o= ) [
User Commands 15015693  [5014443-A  [SO14443-B 15018092 Tools Help

CRSS5HF DEMC BOARD (MB1054) CCNNECTED wversion 1.9 | STMicroelectronics

2.3 User commands
This firt menu allows to access to all the commands described on the datasheet of the
CR95HF, ST95HF and RX95HF IC (depending on selected IC).

2.31 CR95HF commands menu

1. Select CR95HF commands: from the main User command menu to communicate with
the CR95HF embedded on your board and use all the commands and parameters
described in the CR95HF datasheet (see Figure 16).

Figure 16. CR95HF user commands menu

57 CRY5HF development software - CRISHF
User Commands | 15015633  ISO14443-A  ISO14443-B 5018092 Tools  Help
CRI5HF commands

CR95HF DEMO BOARD (MB1054) CONNECTED wersion 1.9 | STMicroelectronics

2. Selecta command from the list (see Figure 17). The corresponding CR95HF command
is sent to the CR95HF demonstration board. The selected parameters together with the

3
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board answer are displayed in the log window located at the bottom of the CR95HF
user interface window.

Two buttons are available from this menu:
e Save Log can be used to save the log content.
e Clear Log clears the log window.
The following commands can be sent through the CR95HF user interface:
— 01:IDN
—  02: Protocol Select
— 04: SendRecv

— 07:1dle
— 08: RdReg
—  09: WrReg
—  OA: baud rate
— 55: Echo
Figure 17. CR95HF commands menu
CR5HF user interface =)
CROSHF Command List ~|
CR95HF Command List
01:I1DN
02 : Protocol Select
04 : SendRecv £
07 :1dle
08 : RdReg
09 : WrReg
0A : BaudRate El
Save Log
Clear Log |
16/99 UM1084 Rev 6 Kys
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01: IDN

Click 01: IDN to request short information about the CR95HF and its firmware version (see
Figure 18).

Figure 18. IDN window

command code 01 : IDN

length of data

command code

Request : 0100

RESWEIE 000F4E4643204653324A41535431004298
00 : result code = OK

OF : length of data (15)

MNFC FS2JASTL

02: Protocol Select
Click 02: Protocol Select to select the communication protocol to be used between the
CR95HF and the tags, or to switch the RF field off (see Figure 19):

e Click 00: Field OFF to send a Field OFF command that turns the RF field off (see
Figure 20).

e Click 01: 1SO15693 to select and configure the ISO15693 communication protocol (see
Figure 21).

e  Click 02: ISO14443-A to select and configure the 1ISO-14443-A communication
protocol (see Figure 22).

e Click 03: 1SO14443-B to select and configure the 1SO-14443-B communication
protocol (see Figure 23).

e Click on 04: 1SO18092 to select and configure the ISO-18092 communication protocol
(see Figure 24).

Figure 19. Protocol Select window

command code 02 : Protocol Select

Reader protocol code

00 :Field OFF
C1SO15693
S15014443-A
215014443-B
C15018092

Eowom e

3
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Figure 20. Field OFF window

command code 02 : Protocol Select

Reader protocol code Eield Off byte @ configuration
+ 00 :Field OFF 7o
" 01:15015693 6 o
" 02:15014443-A
" 03:15014443-B 5o
0415013092 4 o
RFU

ey

2o

Ny

oo

byte 0 = IoT

[ [02 [0 [00

Answer - (0000

00 : result code = OK

Request ‘ 02020000

00 : length of data (0)

Figure 21. 1SO15693 window

command code 02 : Protocol Select
Reader protocol code 15015693 reader byte 0 configuration
00 :Field OFF 7o RFU
¢ 01:15015693 6 o
" 02:15014443-4
5 |o
" 03:15014443-B fo 0026k -
" 04 :15018092 4 o
3 |l— 1:-waitforsof hd
2 I ——— [1:10% modulation -
1 0 —— |o:SingleSubcarrier -
0 |1—7 1:4ppend CRC -

byte 0 = W

[ oz [or [o0

Request - ‘ 0202010D

Answer : 0000

00 : result code = OK

00 : length of data (0}

Figure 22. 1SO14443-A window

command code 02 : Protocol Select

Reader protocol code 15014443-A reader byte 0 configuration
" 00 :Field OFF 7 '_ 00106k -
" 01:15015693 [0
 02:15014443-A r
" 03:15014443-6 B '_ 00 - 106k -
" 04:15018092 [0
[0 R

= F oMow Boa @

0 FU
[0
[0 } RFU
[0

byte 0 = |E

15014443-A reader bvte 1 & 2 configuration

W AFDT aptional bytes 1 & 2

byte 1 =[g1 byte 2=|gp

Answer - (0000

S [ o2 o [0z [[oo [[ox [[s0

Request: | 020402000180

00 : result code = OK

00 : length of data (0}

UM1084 Rev 6

3




UM1084 Using the CR95HF development software

Figure 23. 1SO14443-B window
command code 02 : Protocol Select

Reader protocal code 1501444 3-B reader bvte 0 configuration 1501444 3-B reader byte 1 & 2 configuration
7o
00 :Field OFF B 00 106k - ;
£ 0115015693 s |']— ¥ AFDT optional bytes 1 & 2
" 02:15014443-4 s
*+ 03:15014443-B - lf 00108k - byte 1 =|o1 byte 2 =30
" 04 :15018092 4 o
3o
2 o E’» RFU
1o
0 |1 —— |1:AppendcRC -

byte 0 = E

Answer : (0000

W IW lﬁ W IT W 00 : result code = OK

Request - | 020403010180 00 : length of data (0)

Figure 24.1S018092 window

15018052 reader byte 1 configuration

1

command code 02 : Protocol Select

Reader protocol code 15013092 reader byte 0 configuration 6 ||;|— RFU
" 00 :Field OFF v |T 01212k > 2 F
" 01:15015693 6 L 4L 1:searchforthe reply -
" 02:15014443-A
" 03 :15014443-B g |T 01212k > S F
+ 0415018092 4 |1 2 o
[+ o 0:1slot -
3o 1fo
2 o E’— RFU 0 fo
: F check ta send Slot Counter 10
v 1 byte 1 =
o |1— 1:Append CRC = parameter (byte 1)
byteo= |51 15018092 reader bytes 2 & 3 configuration

v AFDT optional bytes 2 &3 = o5 |00

Answer - (0000

send frame ’E ,E ,ﬁ E W ,E ’070 00 : result code = OK

Request ‘ 02050451100500 00 : length of data (0}

3
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04: SendRecv

Click 04: SendRecyv to send data and receive the tag response using the previously
selected protocol (see Figure 25 for an example).

Figure 25. 1ISO15693 Inventory (260100) transmitted using a SendRecv request

command code 04 : SendRecv
’W Iﬁ |260100

\\ <Data> : data to be sent

length of data

command code

Reauest- | 0403260100

OB 800D00005E534045AE2102E0DCD300

80 : result code = OK

0D : length of data {13)

00 00 5E 53 40 45 AE 21 02 EO : Tag answer
DC D3 : CRC

00 : Protocol result

07: Idle

Click 07: Idle to switch the CR95HF to Tag Detection or Hibernate mode and specify the
condition to exit this mode (see Figure 26).

Figure 26. Idle window

IDLE frame examples (see datasheet or AN3433)
comma nd code 07 : |d |e & from Ready state to Hibernate state (wake up event : IR In)
" from Ready statetoSlzep state fwaks up event - IRQin pin}
" from Ready statetoSlesp state bwaks up event (NS5 pin)

™ fram Ready state taSleep state, backto Ready state aftertime out {7 sec)
" wake up by TagDetector or IRQin pin

LeaveCtriH (" basic|DLE command used duringths Tag Detection Calibration procsss
LeaveCtriL {cfdatasheet ar AN3433 for DacDataH valuzs)
WwuCtrlH
wuctrlL P - B | B

EntErC:rL]tercrlH _ MegstiepuissontRoin | [T
swuraes —‘ _Wegtvepuseansevss [

sossame | [57 [ac a8 [or [o0 [oa [0 [15 [0 [0 [ [w [o0 [00 [o0 [0

L L length of data <WUPeriod> J J
command code =OscStart>

=
=1
=1

0

<DacStart>
<DacDatal~
<DachataH>
“SwingsCnt>
<MaxSleep>

Request |

Answer : |

20/99 UM1084 Rev 6
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08: RdReg
Click 08: RdReg to read the Wakeup register (see Figure 27).

Figure 27. RdReg window

command code 08 : RdReg

Send frame a8 03 62 a1 00 Select register

L — (¥ 0x62 :Wake-up event register
== answer = 01 - wake-up by timeout

Register size
€l -» answer = 02 S wake-up by tag detect
Register Address

(" 0xG69 :ARC_B e
length of data % B register

-> answer = XY :
where : X = Depth
Request - | where =¥ = Gain

command code

Answer |

09: WrReg
Click 09: WrReg to set Analog refister and update ARC_B register (see Figure M)

Figure 28. WrReg window

command code 09 : WrReg

Send frame 09 03 68 00 01 Write register command

L (% Set analog register index to Ox01 (ARC_B)
Ind
L neex ¢ Update ARC_B value [with value =XY)
Flag increment address after write command TS Bl
Analog Register Configuration address index 1=10% 4=30% D=95%

2=17% 5=33%
length of data 3=25% 6=36%
command code where : Y = Receiver Gain

Request : | 0=34dB 3=27d8 F=8dB

1=32dB 7=20dB

" Set HF2RF (enable Reader mode)
" Reset HFZRF (disable Reader mode)

Answer : |

" Set TimerW value 0x50-0x60 (15014443-A)

" Enable the AutoDetect filter (15018092)
{™ QID RF Enable

OA: baud rate
Click 0A: Set UART baud rate to configure the UART data transfer (see Figure 29).

Note: The CR95HF demonstration board is delivered in SPI version. Contact your nearest ST sales
offices to switch it to UART mode.

3
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Figure 29. Set UART baud rate window

command code OA : Set UART baud rate

* IMPORTANT : DEMO-CRO5HF-A delivered in 5P version (please contact 5T to switch it to UART mode)

Send frame 0A 01 0o New baud rate = <BaudRate>*242
355:13.56/512

254:1356/510
117 :13.56/236
<BaudRate>
audiate 2 :13.56/6 ~2.26Mbps
length of data 1:RFU

O :RFU
command code

Request : |

Answer |

55: Echo

Click 55: Echo to perform a serial interface echo (see Figure 30).

Figure 30. Echo window

command code 55 : Echo-code

|

command code

Request : ‘ o5

Answer : ‘55,7;,

2.3.2 RX95HF commands menu

1. Select RX95HF commands: from the menu User Commands to communicate with the
RX95HF embedded on your board and use all the commands and parameters described in
the datasheet (see Figure 317).

3
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Figure 31. User commands menu for RX95HF

&7 CRO5HF development software rev 1.9 - RX95HF

@ﬂh‘

User Commands | Tag Emulation  Tools  Help

RXO5HF commands

CR9SHF DEMC BOARD (MB1054) CONNECTED wversion 1.9 | STMicroelectronics

2. Select a command from the list (see Figure 32). The corresponding RX95HF command is
sent to the CR95HF demonstration board. The selected parameters together with the board
answer are displayed in the log window located at the bottom of the RX95HF user interface

window.

Figure 32. RX95HF commands menu

RX5HF user interface

RX95HF Command List ~|

RX95HF Command List
01:IDN

02 : Protocol Select
03 : Poll Field

05 : Listen
06 : Send
07 : 1dle
08 : RdReg -

Save Log

Clear Log

Two buttons are available from this menu:
e Save Log can be used to save the log content.
e  Clear Log clears the log window.

UM1084 Rev 6
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The following commands can be sent through the CR95HF user interface:
— 01:IDN
—  02: Protocol Select
— 03: Poll Field
— 05: Listen
— 06: Send
— 07:1dle
— 08: RdReg
— 09: WrReg
— 0D: AC filter
— 55: Echo

01: IDN

Click 01: IDN to request short information about the RX95HF and its firmware version (see
Figure 33).

Figure 33. IDN window

command code 01 : IDN

length of data

command code

Request : 0100

BT e 000F4E4643204653324A41535431004298
00 : result code = OK

OF : length of data (15)

MNFC FS2JASTL

02: PROTOCOL SELECT

Click 02: Protocol Select to select the communication protocol to be used between the
RX95HF and the transceiver (see Figure 34):

3
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Figure 34. Protocol Select window

command code 02 : Protocol Select

Tag emulation

(" 12 :15014443-A

Click 12: 1SO14443-A to select and configure the 1SO-14443-A communication

protocol for tag emulation (see Figure 35).

Figure 35. 1SO14443-A windows

command code 02 : Protocol Select
Tag emulation 15014443-A card byte O configuration
s
@ 12150148434 EXC |
-
s o
00: 106k -
R
3 |T 1 wait for field -
2o RFU
1o 0:HFO -
0o RFU
byte 0 = |E
Answer : (0000
T ’E ’E ’? ’E e =
R— ‘ 02021208 00 : length of data (0)
IS73 UM1084 Rev 6 25/99
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03: POLL FIELD

Click 03: Poll Field to be able to send Poll Field command. The result will inform the
emulated tag of the presence of RF field. (see Figure 36):

Figure 36. Poll Field windows
command code 03 : PollField

[

length of data

command code

Request :

0300

Answer :

000100

00 : result code = OK

01 : length of data (1)
00 : Field is not detected

05: LISTEN

Click 05: Listen to be able to send Listen command. The result will inform if the emulated tag
is in Listen mode (see Figure 37):

Figure 37. Listen window

command code 05 : Listen

Send frame 05 |00

Send Echo command ‘

Answer : |5500

'CRISHF Polling + Reading;

Available in script tool as "CRE5HFDLL_POLLING_READING"
length of data

Answer : |0000

command code

Request :

0500

Answer :

0000

00 : result code = Confirm that the device now is in Listen mode
00 : length of data (0}

“Echo” command and “CR95HF Polling + Reading” command has been added to be able to
play with Listen mode and control the state of the emulated tag.

26/99 UM1084 Rev 6
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06: SEND

Click 06: Send to be able to send Send command with some parameters. The parameters
will be the answer of the emulated tag to the transceiver (see Figure 38):

Figure 38. Send window

command code 06 : Send

Send frame 06 00 ‘

<Data>: data to be sent
length of data

command code

Request : |

Answer : |

07: IDLE

Click 07: Idle to be able to send Idle command with some parameters (see Figure 39):

Figure 39. Idle window
IDLE frame examples (see datasheet or AN3433)
command code 07 : Idle {* from Ready state to Hibernate state [wake up event : IRQ In}

{" from Ready state toSleep state (wake up event : IRQ in pin)
{” from Ready state to Sleep state (wake up event : NSS pin}

{" from Ready state to Sleep state, back to Ready state after ime out [7 sec)
" wake up by Tag Detector or IRQLin pin

LEIE"'EC”IH {" basic IDLE command used during the Tag Detaction Calibration process
LeaveCtriL [cf datasheet or AN3433 for DacDataH values)
WUCtrlH

WuctrlL Echo
EnterCriH
Negative pulse on IRQin
EnterCriL #
<WFUFlags> —I —‘ Negative Pulse on SFI NSS

sesrane_|[57" o€ 08 [o4" 00 [0s [00" 18 [00 a0 [co [00 a0 [ae [a0 a0
L L length of data <WUPeriod> J J J
command code <OscStart>

<DacStart>
Request | <DacDatal>
<DacDataH>
Answer | <SwingsCnt>
<MaxSleep>

o
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08: RDREG

Click 08: RdReg to be able to Read ACC_A register or to send Wake-up event (see
Figure 40):

Figure 40. Read Register window
command code 08 : RdReg

08 03 69 01 00 Select register

‘o E -
L ST Reserved 0x62 : Wake-up event register
- =01: i
Register size answer =01 : wake-up by timeout

-=answer =02 : wake-up by tag detect

Register address for ACC_A register

+ : i

length of data + 0x69: ACC_Aregister
command code - an;:]u::: );:Y: Depth

Request : 0803690100 where - ¥ =Gain

ANSWer: 1000100

00 : result code = OK
01 : length of data (1)
Data : 00

09: WRREG

Click 09: WrReg to be able to set Analog registers and update ACC_A register (see
Figure 41):

Figure 41. Write Register window
command code 09 : WrReg

05 (03 |68 |00 |01 Write register command

|_ (v Set analog register index to 0x01 [ACC_A)
\\ Index

Send frame

" Update ACC_A value (with value = X¥)
Flag increment address after write command -
where : X = Demodulator Sensibility

Analog Register Configuration address index 0x1=10%

length of data LS
where : Y = Load Modulation
command code Ox1 = Min
Request 0903680001 gx: :aefault
IXF = Max

Answer 0000

00 : result code = Data was successfully sent
00 : length of data (0}
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0D: AC-FILTER
Click 09: AC-Filter to be able to set ATQA, SAK and UID value for anticollision process (see
Figure 42):

Figure 42. AC-Filter window

command code 0D : Activate / Desactivate anti-collision filter

" Desactivate

" Activate for 1-cascade level filcter
" Activate for 2-cascade level filcter
{+ Activate for 3-cascade level filcter

I uID for casclade level 3 |
1 [ [ o [ [ [0 [@ [ [ [o [ i [0 [ [0 [

\\ \\ <SAK=
<ATOA>
Answer :

length of data 0ooo

command code 00 : result code = Device is successfully Activated /

00 : length of data (0}

Request : | ODOF440388000000880000000000000000

55: ECHO

Click 55: Echo to perform a serial interface echo (see Figure 43).

Figure 43. Echo window

command code 55 : Echo-code

! Send frame || | 55

command code

Request : | 55

Answer : |5500

ST95HF commands menu

1. Select ST95HF commands from the menu User Commands to communicate with the
ST95HF embedded on your board and use all the commands and parameters described in
the datasheet (see Figure 44).
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Figure 44. ST95HF user commands menu

N
57 CROSHF development software - STOSHF = | B S

User Commands | IS015693  [5014443-4  [5014443-B 15018092 TagEmulation Tools  Help
ST95HF commands

CR9SHF DEMC BOARD (MB1054) CONNECTED wersion 1.9 | STMicroelectronics

2. Select a command from the list (see Figure 45). The corresponding RX95HF command is
sent to the CR95HF demonstration board. The selected parameters together with the board
answer are displayed in the log window located at the bottom of the RX95HF user interface
window.

Figure 45. ST95HF commands menu

STOSHF user interface =]

ST9SHF Command List ~|

STISHF Command List

Save Log

Clear Log |

Two buttons are available from this menu:
e Save Log can be used to save the log content.
e  Clear Log clears the log window.

3
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The following commands can be sent through the CR95HF user interface:
e 01:IDN

e 02: Protocol Select

e 03: Poll Field

e 04: SendRecv

e 05: Listen
e 06: Send
e 07:ldle

e 08:RdReg
e 09: WrReg

. OA: BaudRate
. 0D: AC filter
. 55: Echo

01: IDN

Click 01: IDN to request short information about the CR95HF and its firmware version (see
Figure 18).

Figure 46. IDN window

command code 01 : IDN

Jos Jeo

length of data

command code

Request : 0100

BT e 000F4E4643204653324A41535431004298
00 : result code = OK

OF : length of data (15)

MNFC FS2JASTL

3
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02: Protocol Select
Click 02: Protocol Select to select the communication protocol to be used between the
CR95HF and the tags, or to switch the RF field off (see Figure 19):

e  Click 00: Field OFF to send a Field OFF command that turns the RF field off (see
Figure 20).

e Click 01: 1SO15693 to select and configure the ISO15693 communication protocol (see
Figure 21).

e  Click 02: ISO14443-A to select and configure the 1ISO-14443-A communication
protocol (see Figure 22).

e Click 03: 1SO14443-B to select and configure the 1SO-14443-B communication
protocol (see Figure 23).

e  Click on 04: 1ISO18092 to select and configure the ISO-18092 communication protocol
(see Figure 24).

Figure 47. Protocol Select window

command code 02 : Protocol Select

Reader protocol code

" 00 :Field OFF
" 01:15015693
7 02 :15014443-A
(" 03:15014443-B
" 04 :15018092

Figure 48. Field OFF window

command code 02 : Protocol Select

Reader protocal code Field off byte @ configuration

7T |0

+ 00 :Field OFF

" 01:15015693 6 o
02 :15014443-A -
" 03:15014443-B 5o
" 0415018092 4 o
b RFU
3
2
1o
oo
byte 0 = W
Answer : (0000
7 o2 |02 |en oo 00 : result code = OK
p— ‘ 02020000 00 : length of data {0)
32/99 UM1084 Rev 6 "_l
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Figure 49. 1SO15693 window

Reader protocal code

command code 02 : Protocol Select

15015593 reader byte 0 canfiguration

00 :Field OFF
01 :15015693
02 :15014443-A
03 :15014443-B
04 :15018092

il lie I e

send frame

T

&
S
4
3
2
1
i}

[o~

e
[o~
[o~

:'_ 00:26k -
[o~
o 1:wait for sof -
[1 1:10% madulation -~
[o 0:SingleSubcarrier -~
[ 1:Append CAC -~

byte 0 = W

oz [oz [on [0

Request : ‘ 0202010D

Answer - (0000

00 : result code = OK

00 : length of data (0}

Figure 50. 1SO14443-A window

Reader protocol cade

command code 02 : Protocol Select

15014443 A reader byte 0 configuration

00 :Field OFF
0115015693
02:15014443-A
03 :15014443-B
04 :15018092

YR

send frame

7

&

= ok oM oW B

il

o

FU
[0
[0 } RFU
[0

R

byte 0 = |E

[62 o [02 [0 [or [

Request- | 020402000180

15014443-A reader bvte 1 & 2 canfiguration

W AFDT optional bytes 1 & 2

byte 1 =[p1 byte 2 =[g0

Answer - (0000

00 : result code = OK

00 : length of data (0}

Figure 51.1SO14443-B window

Reader protocal code

15014,

command code 02 : Protocol Select

443-B reader byte 0 configuration

00 - Field OFF
01 :15015693
11501444 3-A
03 :15014443-B
04 :15018092

plONs e lle'
=
5]

7

o ok N oW BEono@

o

e } "

o

1 —— |1:AppendCRC -
byte 0 = E

[ [or [ o1 [or [0

L ‘020-’103010180

15014443-B reader byte 1 & 2 configuration

¥ AFDT optional bytes 1 & 2

bvtel=ﬁ bvte2=|T

Answer : (0000

00 : result code = OK

00 : length of data (0)

3
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Figure 52. 1SO18092 window

1S018092 reader byte 1 canfiguration
command code 02 : Protocol Select
a5
Reader protocal code 1S018092 reader byte 0 configuration 3 ||j7 RFU
" 00 -Field OFF 7 |'T 01:212k - : |IT
" 01:15015693 6 1 Er 1:szarchfarthe reply -
 02:15014443-A = =
" 03:15014343-B 5o 01212k = 3o
¥ 04:15018092 4 2 |o
|T r 0:1slot -
3o 1o
2 o E’— RFU 0o
& |'T check to send Slot Counter ’ 10
W byte 1=
o1 1-Append CRC = parameter (byte 1)
byte 0 = E 15018092 reader bytes 2 & 3 configuration
W AFDT optional bytes 2 & 3 = E 'F
Answer - (0000
send frame 02 |05 |04 |51 |10 |05 |00 00 : result code = OK
p— ‘ 0205045100500 00 : length of data (0}

03: POLL FIELD

Click 03: Poll Field to be able to send Poll Field command. The result will inform the
emulated tag of the presence of RF field. (see Figure 36):

Figure 53. Poll Field windows

command code 03 : PollField

= [

length of data

command code

Request : 0300

Answer: 1000100

00 : result code = OK

01 : length of data (1)
00 : Field is not detected

34/99 UM1084 Rev 6
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04: SendRecv

Click 04: SendRecyv to send data and receive the tag response using the previously
selected protocol (see Figure 25 for an example).

Figure 54. 1SO15693 Inventory (260100) transmitted using a SendRecv request

command code 04 : SendRecv
'.“Ser;(.\“r.'rame 11 0a 03 |260100

\\ <Data> : data to be sent

length of data

command code

Request -

0403260100

OB 800D00005E534045AE2102E0DCD300

80 : result code = OK

0D : length of data {13)

00 00 5E 53 40 45 AE 21 02 EO : Tag answer
DC D3 : CRC

00 : Protocol result

05: LISTEN

Click 05: Listen to be able to send Listen command. The result will inform if the emulated tag
is in Listen mode (see Figure 37):

Figure 55. Listen window

command code 05 : Listen

05 |00
@ Send Echo command ‘

Answer : |5500

‘CRISHF Polling + Read gl

Available in script tool as "CRE5HFDLL_POLLING_READING"
length of data

Answer : |0000

command code

Request : 0500

Answer : 0000

00 : result code = Confirm that the device now is in Listen mode
00 : length of data (0)

“Echo” command and “CR5HF Polling + Reading” command has been added to be able to
play with Listen mode and control the state of the emulated tag.
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06: SEND

Click 06: Send to be able to send Send command with some parameters. The parameters
will be the answer of the emulated tag to the transceiver (see Figure 38):

Figure 56. Send window

command code 06 : Send

Send frame 06 00 ‘

<Data>: data to be sent
length of data

command code

Request : |

Answer : |

07: Idle

Click 07: Idle to switch the CR95HF to Tag Detection or Hibernate mode and specify the
condition to exit this mode (see Figure 26).

Figure 57. Idle window
IDLE frame examples (see datasheet or AN3433)
comma nd code 07 : |d |e & from Ready state to Hibernate state (wake up event : IR In)

(" from Ready state taSleep state fwake up event < IR in pin}

" from Ready statetoSlesp state bwaks up event (NS5 pin)
™ fram Ready state taSleep state, backto Ready state aftertime out {7 sec)
" wake up by TagDetector or IRQin pin

LeaveCtriH {" basicIDLEcammand used duringthe TagDetection Calibration process
LeaveCtriL {cf datashest or Al3433 for DacDataH values)
WwuCtrlH
WUCErIL Echo
EntercjztercrlH H=gative puls= an IRQ in
WFUFlags> T —‘ Negative Pulse an SPINSS
Send frame 07 0E 03 04 0o 04 00 18 00 00 0 0 il 0o 00 00

L L length of data <WUPeriod> J J
command code =OscStart>

—
—

=
=1
=1

<DacStart>
Request | <DacDatal>
<DachataH>
Answer | “SwingsCnt>
<MaxSleep>

3
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08: RdReg
Click 08: RdReg to read the Wakeup register (see Figure 27).

Figure 58. RdReg window

command code 08 : RdReg

Send frame a8 03 62 a1 00 Select register

L o — (v 0x62:Wake-up event register
) . == answer = 01 - wake-up by timeout
Register size

-» answer = 02 S wake-up by tag detect
Register Address

(" 0xG69 :ARC_B e
length of data % B register

-> answer = XY :
where : X = Depth
Request - | where =¥ = Gain

command code

Answer |

09: WrReg
Click 09: WrReg to set Analog refister and update ARC_B register (see Figure M)

Figure 59. WrReg window

command code 09 : WrReg

Send frame 09 03 68 00 01 Write register command
L (% Set analog register index to Ox01 (ARC_B)
Ind;
L neex ¢ Update ARC_B value [with value =XY)
Flag increment address after write command T = e Bt
Analog Register Configuration address index 1=10% 4=30% D=95%
2=17% 5=33%
length of data 3-25%  6-36%
command code where : Y = Receiver Gain
Request : | 0=34dB 3=27dB F=8dB
1=32dB 7=20dB

" Set HF2RF (enable Reader mode)
" Reset HFZRF (disable Reader mode)

Answer : |

" Set TimerW value 0x50-0x60 (15014443-A)

" Enable the AutoDetect filter (15018092)
{™ QID RF Enable
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0A: baud rate
Click 0A: Set UART baud rate to configure the UART data transfer (see Figure 29).

The CR95HF demonstration board is delivered in SPI version. Contact your nearest ST sales
offices to switch it to UART mode.

Figure 60. Set UART baud rate window

command code 0A : Set UART baud rate

* IMPORTANT : DEMO-CRO5HF-A delivered in 5PI version (please contact 5T to switch it to UART mode)

send frame 0A 01 00 MNew baud rate = <BaudRate=*242
255:13.56/512

254:13.56/510
117 : 13.56/236
<BaudRate>
BudRate 2:13.56/6~2.26Mbps
length of data 1:RFU

0 :RFU
command code

Request : |

Answer |

55: Echo

Click 55: Echo to perform a serial interface echo (see Figure 30).

Figure 61. Echo window

command code 55 : Echo-code

= S ; m”rame = IE

command code

Request - ‘ 55

Answer ‘5500

3
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1ISO15693 menu

1. Select ISO15693 from the main menu to use the CR95HF demonstration board as an

ISO15693 reader (see Figure 62).
The menu allows to select:

e NFC/RFID TAGS
- LRINMK
- LRI2K
— LRIS2K
— LRIS64K
- 8T25TV512
— ST25TV02K
— ST25TV16K
— ST25TV64K
e DYNAMIC NFC TAGS
- M24LR64
— M24LR0O4E
-  M24LR16E
— M24LR64E
— ST25DV04K
- ST25DV16K
— ST25DV64K
—  ST25DV02K-W1
— ST25DV02K-W2
e OTHERS
— PICOPASS
e NDEF Management

— Vicinity Tags - NDEF message user interface
— NFC Type 5 - NDEF message user interface

UM1084 Rev 6
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Figure 62. 1SO15693 menu

&1 CR9SHF development software - 23.0 - CRI5HF

User Commands 15015593] 15014443-A  15014443-B 15018092 Tools Help

NFC/RFID TAGS b
DYNAMIC NFC TAGS U
OTHERS L
NDEF Management 4

M24LRe4

M24LRO4E
M24LR16E
M24LR64E

ST25DV04K
ST25DV16K
ST25DVe4K

ST25DV02K-W1
ST25DV02K-W2

CRY5SHF demonstration board (MB1054) CONNECTED

version 2.3.0

STMicroelectronics

2.

EXAMPLE 1: M24LR64E USER INTERFACE
Select a device from the list (see Figure 63 for an example). The board is then
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automatically configured as an ISO15693 reader, and the CR95HF can send/receive
ISO15693 frames to/from the tags using the SendRecv command.

ISO15693 communications are configured as follows:

—  10% high data rate

—  One subcarrier

The 1SO15693 configuration is displayed in the log window.

The upper part of the menu shows buttons which allow to send 1ISO15693 requests to a
tag through the CR95HF demonstration board antenna. The main available requests
are:

— Inventory

—  Select

—  Stay Quiet

— Reset to ready

—  Get system info

— Initiate

— Inventory initiated

—  Fastinitiate

—  Fast Inventory initiated

Refer to the CR95HF datasheet for the full list of ISO15693 commands.

By default, the ISO15693 requests are sent in Non-selected/Non-addressed mode, and
the requests are decoded by all the tags present in the RF field.

To switch to Addressed mode, follow the steps below:
a) Send an Inventory request to retrieve the tag UID.

b) Click on the UID displayed in the INVENTORY response window to automatically
copy the UID into the Tag information text box.

c) Check Address Flag to activate the Addressed mode for the coming requests.
The following sequence is required to switch to Selected mode:

a) Send a Select request in Addressed mode (steps a to ¢ above).

b) Uncheck Address Flag.

c) Check Select Flag.

All the coming requests will be sent to the previously selected tag.
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Figure 63. Example of ISO15693 user interface for M24LR64

15015693 userinterface M24LRG4E =]

Inventory l User Mode ]

Inventory Parameters Inventory Options =11 Inventory
loop
Mask Lenght : | 00 [ #Fioptienflag | 00 select
Mask value
Stay Quiet
@ sl leslots | —Swrauiet |
Reset to ready

Inventory & Anticollision response
Initiate | Inventory Initiated e e

SYSTEM INFO for one transponder

Tag information

Get System Info {¥ Extension Flag=0
" Extension Flag=1 Anticollision I~ cumulative anticollision Detected Tag: | Transponder UID

™ selectFlag [ address Flag

Send any frame ‘ = B Data Rate

" Low + High v 10%
" LowtwoSC " HightwoSC |~ 100%

request = | answer = |
Fastdata rate [

09-23-2016 15:37.03 2> CRG5SHFDLL_ECHO
<<< 5500
09-23-2016 15:37.03 CR95HF CONFIGURATION : 15015693 10% High Datarate One Subcarrier

2> CRESHFDLL_SELECT, 010D
<<< 0000 Launch RF POR
Save Log

Clear Log |

3. Click User Mode from the toolbar of the device ISO15693 user interface to display the
ISO 15693 requests that can be sent in User mode (see Figure 64). The main requests
are:

— Read single and multiple block(s)
—  Fast read single and multiple block(s)

The CR95HF demonstration board is automatically configured in Fast mode, and
put back in normal mode when the request is complete.

Other requests are available (DSFID, AFlI, ..). Refer to the device datasheet for the full
list of ISO15693 requests available for a given product.

Note: The tag answer to a read request is displayed in the right part of the window.

3
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Figure 64. Selecting User Mode from 1SO15693 user interface (M24LR64)

15015693 user interface M24LRB4E

Inventory I User Mode I

Inventory Parameters

Mask Lenght : | OO

Inventory Options T

r :nventnr',r
oop

I
[~ AFloptionflag | 00 Selec
Stay Quiet
Reset to ready

Mask Value
* 1slot " 16slots

Inventory & Anticollision response
Initiate | Inventory Initiated [ &

SYSTEM INFO for one transponder

Get System Info = Extens_\un Flag=0
€ Extension Flag =1 Anticollision ™ cumulative anticollision
send any frame | send EOF

request = ‘ answer = ‘

Tag information

Detected Tag: Transponder UID

[ select Flag ™ Address Flag

Data Rate
" Low & High ~ 10%
" LowtwoSC ( HightwoSC | (" 100%

Fastdatarate [

09-23-2016 15:37:03 »»» CROSHFDLL_ECHO
<2< 5500

09-23-2016 15:37:03 CR95HF CONFIGURATION : 15015693 10% High Datarate One Subcarrier
»»» CROSHFDLL_SELECT, 010D
<<< 0000

Launch RF POR
Save Log

Clear Log |

EXAMPLE 2 : ST25DV64K USER INTERFACE.

A specific user interface has been build in order to be able to use ST25DV products.
This user interface allows to manage all the features of the ST25DV :

— INVENTORY

- EEPROM

— FTM (FAST TRANSFER MODE)

— CONFIGURATION

- PASSWORD

— ENERGY HARVESTING

- DEMOS

a) INVENTORY & ANTICOLLISION COMMANDS

This part of the user interface allows the user to send Inventory commands and

manage 1SO15693 states:
— Inventory

— Select

— Stay Quiet

— Reset to Ready

— Anticollision button will allow to launch global antcollision process manage by

the STM32 and display up to 5 UID's tags.

UM1084 Rev 6
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Figure 65. ST25DV user interface: Inventory

ST25DV user interface ST25DVB4K

INVENTORY ]AFI DSFID INFO | EEPROM | CONFIG | FTM | PASSWORD | ENERGY HARVESTING & GPO | DEMOS |

Inventory command

Inventory Parameters Inventory Options

[~ AFl option flag 00 e

¢ 1slot " 16slots loop [

Mask Lenght o0
Mask value

Inventory & Anticollision response States

Select
Stay Quiet
Reset to ready

send EQF

Anticollision [” cumulative anticollision

Send any frame ‘

request = answer =

Tag information

Detected Tag : TRANSPONDER UID

™ selectFlag

[ Address Flag ™ Option flag
Data Rate
" Low {* High v 10%

" LowtwoSC " HightwoSC |~ 100%
I Fastdata rate

Launch RF POR
RF OFF RF ON

Save Log ‘

= Cleaang =

b) AFI, DSFID & SYSTEM INFO COMMANDS (see Figure 66):

—  Write DSFID

— LOCK DSFID

—  Write AFI

— LOCK AFI

—  Get System Info

—  Extended Get System Info

44/99 UM1084 Rev 6
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Figure 66. ST25DV user interface: AFI DSFID INFO

ST250V userinterface ST25DVA4K =]
INVENTORY | EPROM | CONFIG | FTM | PASSWORD | ENERGY HARVESTING & 6PO | DEMOS |
DSFID AF1
Write | ’D_D Lock | Write | ’D_D Lock |
SYSTEM INFO
Get System Info
Extended Get
System Info Request Field '*_
Click to change Request Field values
FLAG NAME VALUE
b0 |DSFID requested 1
bl |[AFI requested 1
b2  [MemSize requested 1
b3 [ICRef requested 1
bd  |MOI requested 1 Tag information
b5 [VICC CmdList requested 1 Detected Tag : ,m
b6 |CSl Info not requested 0|
b7 |ReqFieldsize 1 Byte 0 I™ select Flag
[ address Flag " Option flag
Data Rate
_ _ " Low & High i+ 10%
request = answer = " LowtwoSC ( HightwoSC | " 100%
[ Fast data rate
Launch RF POR
RF OFF RF ON
Save Log | Clear Log ‘
c) EEPROM commands (see Figure 67):
— Read Single Block
—  Write Single Block
— Read Multiple Blocks
—  Write Multiple Block
- GetNBSS
—  Lock Block (block 0 or Block 1)
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Figure 67. ST25DV user interface: EEPROM

ST25DV userinterface ST25DVB4K

Read Single Block

Write Single Block

Get N BSS

il

Address Block

from |00 to |FF

Lock Block

send EQF

]

request = ‘

INVENTORY | AFI DSFID INFO EEPROM WCFG | MaILBOX | PASSWORD | ENERGY HARVESTING & GPO | DEMOS |

Read Multiple Blocks

Address Block

from |00

Write Multiple Blocks

Address Block

from |00

Block Number |00 hd

answer =

Blocks
Number |1 j

Blocks
Number 1% j

Tag information

Detected Tag: TRANSPONDER UID

[ select Flag

[~ Extended commands [ Address Flag I Option flag
Data Rate
 Low f* High * 10%

" LowtwoSC " HightwoSC | " 100%
[ Fastdata rate

Launch RF POR
RF OFF RF ON

Save Log |

= Ieaang =

To be able to access to Extended commands, the user will need to click on "Extended
commands" check box (see Figure 68).

Figure 68. ST25DV user interface: display Extended commands

| Extended commands

To be able to access to Fast commands, the user will need to click on "Fast data rate" check

box (see Figure 69).

Figure 69. ST25DV user interface: ISO15693 Data Rate management

46/99

Data Rate
{ " Low {* High {* 10%
{ " LowtwoSC {° HightwoSC | {° 100%

|  Fast data rate
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d)

CONFIGURATION commands (see Figure 7):

Read CONFIG bytes
Write CONFIG bytes

Figure 70. ST25DV user interface: static configuration

INVENTORY | AFI DSFID INFO | EEPROM [EBKFIE | FTvt | pASswoORD | EnERGY HARVESTING & GPO | DEMOS |

ST25DV user interface ST25DVB4K

Read ALL CFG | Read CFG
Write CFG
INDEX LABEL DATA
Ox00 GPO
Ox01 IT_DURATION
Ox02 EH
Ox03 RFMNGT
Ox04 RFZ135
Ox05 EndzZ1
Ox0E RFZ235
Ox07 Endz2
Ox08 RFZ3355
Ox08 EndZ3
Ox0A RFZ435
Ox0D MB
Ox0E MB_WDG
OxOF LCK_CFG
request =

Address CFG |00

answer =

Tag information

Detected Tag - TRANSPONDER UID

[” selectFlag

[~ address Flag " Option flag
Data Rate
" Low & High * 10%

" Lowtwo 5C ¢ HightwoSC | { 100%
[ Fast data rate

Launch RF POR
RF OFF RFON

Save Log | Clear Log ‘

UM1084 Rev 6

47/99




Using the CR95HF development software UM1084

e) FTM commands (see Figure 71):
— Read Len

— Read Message

—  Write Message

— Read DYNAMIC register

—  Write DYNAMIC register

Figure 71. ST25DV user interface: Fast Transfer Mode interface

ST25DV user interface ST25DVBAK B

INVENTORY | AFI DSFID INFO | EEPROM | CONFIG {FTH | PASSWORD | ENERGY HARVESTING & GPO | DEMOS |

Read LEN 00 Read MSG 00 1 -
from Bytes Nb
Write M5G 1 -
Bytes Nb
FUNCTION

b0 | MBEN
bl |HostPutMsg
b2 |RFPutMsg

b3  |STReserved
M b4 |HostMissMsg

b5 |RFMissMsg

Write DYN CFG Ox0D b6 | HostCurrentMsg
b7 |RFCurrentMsg

Tag information

Detected Tag - TRANSPONDER UID

[” selectFlag

[~ address Flag " Option flag
Data Rate

" Low & High * 10%

request = BOSWERS " Lowtwo SC  HightwoSC | " 100%

[ Fast data rate
Launch RF POR
RF OFF RFON

Save Log | Clear Log ‘

3
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f)  PASSWORD commands (se Figure 72):
—  Present Password
—  Write Password

Figure 72. ST25DV user interface: Password management

ST250V userinterface ST25DVA4K =]
INVENTORY | AFI DSFID INFO | EEPROM | CONFIG | FTM  PASSWORD | ENERGY HARVESTING & 6PO | DEMOS |
Present Password
Write Password Password number |1 hd
Tag information
Detected Tag : TRANSPONDER UID
[ Select Flag
[ address Flag " Option flag
Data Rate
. - " Low & High = 10%
HEF== answer= " Lowtwo SC (~ HightwoSC | (" 100%
[ Fast data rate
Launch RF POR
RF OFF RF ON
Save Log | Clear Log ‘
UM1084 Rev 6 49/99




Using the CR95HF development software UM1084

g) ENERGY HARVESTING & GPO commands
— Read DYNAMIC register

—  WRITE DYNAMIC register

—  Send Interrupt

- SetGPO

— Reset GPO

Figure 73. ST25DV user interface: Energy Harvesting and GPO management

ST250V userinterface ST25DVA4K =]

INVENTORY | AFI DSFID INFO | EEPROM | conFic | £ | passwoRD {E DEMOS |

READ DYN CFG (MAILBOX) MANAGE GPO COMMAND

FUNCTION Send Interrupt Generated by GPO ‘
b0 |EH_EN
bl |EH_OM
b2 Field_ON GPO set (OD :0 / CMOS - 1) ‘

b3 |REG_VCC_ON
b4  |STReserved
b5 |STReserved
b6 |STReserved
b7 |STReserved

Write DYN CFG Ox02 oo

GPO reset (OD -1/ CMOS - 0) ‘

Tag information

Detected Tag : TRANSPONDER UID

[” selectFlag

[ address Flag " Option flag
Data Rate

' Low & High & 10%

= =
reques EECET " Lowtwo SC {~ HightwoSC | " 100%

[ Fast data rate
Launch RF POR
RF OFF RF ON

Save Log | Clear Log ‘

3
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h) DEMOS (see Figure 74).
This demos can be played with ST25DV-DISCOVERY boards.
Refers to user manual UM2062 for more informations about this demos.

Figure 74. ST25DV user interface: Fast Transfer Mode demo

ST25DV user interface ST25DVB4K =)
INVENTORY | AFI DSFID INFO | EEPROM | CONFIG | FTM | PASSWORD | ENERGY HARVESTING & GPO  DEMOS ]
= |24
FAST TRANSFER MODE DEMO NBBITES BY FRAME- |243 ad
" R2H Data Transfer G m
1) PLEASE SELECT A BINARY FILE oF. &)
" R2H Image Transfer
FILE SIZE = BYTES
LOAD BINARY FILE " H2R Data transfer
CRC OF FILE=
[~ START
2) PASSWORD FOR FWU DEMO [ Configure MAILBOX
™ send Password (FWU Demo)
1« 2«3~ |a~]|5s~|6~ |7 ~| |8~
[~ Transfer Data through MAILBOX
[~ Compare CRC
3) LAUNCH NUCLEO SOFTWARE
[~ END
4) CLICK TO LAUNCH FIRWARE UPGRADE DEMO
Tag information
START R2H DATA TRANSFER Detected Tag: | TRANSPONDER UID
[ select Flag
[ Address Flag [” Option flag
Data Rate
request = ‘ answer =  Low & High + 10%
q " LowtwoSC " HightwoSC | " 100%
Launch RF POR
LOG MANAGEMENT
" Always display Log
" Displayed Log at the end of the demo.
% Do not display log
Save Log | Clear Log ‘
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5. NFC type 5: NDEF Message User Interface.

a)

Read CC File
Write CC File

READ & WRITE CC file (see Figure 75)

Figure 75. Read and write NFC Type 5 CC file

NFC Type 5 - NDEF Message user interface

NFC Type 5 - NDEF Message user interface

READ WRITE CC FILE READ NDEF MESSAGE | PREPARE NDEF MESSAGE | WRITE NDEF MESSAGE

BLOCK 0 ByteD  Bytel

b7b6 = Major version
bsb4 = Minorr version
b3b2 = Read access
b1b0 = Write access

e (w0 @ [

[~ use 8 bytes Capacity Container

Additional informations

I bit4: Special Frame format
I bit3: support Lock Block commands
[¥ bitd: support Multiple Block commands

Magic Number
" E1
(" E2 (Extended cmd supported)

MLEN\ 8

512bit = 0x08

1Kbit = 0x10

2Kbit = 0x20

4Kbit = 0x40

Size >= 16kbit : 0x00 and use 8 bytes Capacity Container

READ CCFILE

WRITE CCFILE *
* Write CCfile will modify your tag CC file

INVENTORY

»»> CR95SHFDLL_SENDRECEIVE, 260100

<<< 80000000507C1065CD5C02EODB7ADOD
Inventory : UID = ED025CCD65107C50

109-29-2016 13:51:46

|09-29-2016 13:51:46

READ CCFILE : Block 0
>»> CR9SHFDLL_SENDRECEIVE, 0A200000
<<< BOOB00E1404001DF3600

CCFILE block O: E1 40 40 01

109-29-2016 13:51:46

m

save log

clear log

52/99
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b) READ NDEF MESSAGE

Figure 76. Read NFC Type 5 NDEF message

NFC Type 5 - NDEF Message user interface =]
NFC Type 5 - NDEF Message user interface
READ WRITE CCFILE || READ NDEF MESSAGE  PREPARE NDEF MESSAGE | WRITE NDEF MESSAGE
NDEF RECORD
SMART POSTER record :
NDEF RECORD
record type - RTD_URI
hitp:/fwww.st.com
NDEF RECORD
record type - TEXT
Hello
READ NDEF MESSAGE
<<< BD0B006E48656CE28A00
109-23-2016 13:53:42 READ EEPROM
»»» CROSHFDLL_SENDRECEIVE, 0A200800
<<< 8008006C6FFEQD356800
|09-29-2016 13:53:42 READ EEPROM
77> CR9SHFDLL_SENDRECEIVE, 0A200900
<«<< 800800FFFFFFFFEE3CO0 save log
[09-29-2016 13:53:42 READ EEPROM
> CR9SHFDLL_SENDRECEIVE, 0A200A00
<<< 800B00FFFFFFFFEESCO0 clear log |
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c) PREPARE NDEF MESSAGE
Use User interface to prepare your NDEF message by selecting one of the NDEF
recrd format (Text, Uri, Smartposter, vcard, Bluetooth pairing).
Click on ADD RECORD TO MESSAGE button, will add the record in the NDEF
message.

Figure 77. Prepare NFC Type 5 NDEF message

NFC Type 5 - NDEF Message user interface

NFC Type 5 - NDEF Message user interface

READ WRITE CC FILE READ NDEF MESSAGE “ PREPARE NDEF MESSAGE | WRITE NDEF MESSAGE

 Text
 uri
' SmartPoster
" MIME veard

" MIME MEDIA
" MIME various

" MIME Bluetooth Pairing

Smart Poster message

Please type in your text :

Hello

Please type in your url

http://wwst.com

List of available prefix : -

ADD RECORD TO MESSAGE _|
https:/amw

http:// i

*ifno prefixis used, all characters are written in the message

109-29-2016 13:53:42

109-29-2016 13:53:42

09-29-2016 13:53:42

<<< BO0BODSEABESECE2BA00 -
READ EEPROM

»>» CROSHFDLL_SENDRECEIVE, 0A200800

<<< 8008006C6FFEOD356800

READ EEPROM

»>> CROSHFDLL_SENDRECEIVE, 04200900

<<< B00BOOFFFFFFFFEE3C00

READ EEPROM

»>> CROSHFDLL_SENDRECEIVE, DA200400 B
<<< 80BOOFFFFFFFFEE3C00

1

save log

clear log
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d) WRITE NDEF MESSAGE
The prepared NDEF MESSAGE with embedded NDEF records is displayed.
If you need to change anything on the NDEF MESSAGE, click on Clear and go
back to PREPARE NDEF MESSAGE to create a new one.
Click on WRITE NDEF MESSAGE to write the NDEF message to the NFC Tag.
Figure 78. Write NFC Type 5 NDEF message
NFC Type 5 - NDEF Message user interface =)
NFC Type 5 - NDEF Message user interface
READ WRITE CCFILE |  READ NDEF MESSAGE | PREPARE NDEF MESSAGE [ WRITE NDEF MESSAGE |
RECORD N°1
NDEF RECORD
WRITE NDEF MESSAGE SMART POSTER recori d
NDEF RECORD
record type : RTD_URI
http:/fwww.st.com
NDEF RECORD
record type : TEXT
Hello
Clear
<<< 8008006E48656CE28A00 o
09-29-2016 13:53:42 READ EEPROM
»>>» CROSHFDLL_SENDRECEIVE, 0A200800
<<< 8008006C6FFE00356800
03-29-2016 13:53:42 READ EEPROM
»»» CROSHFDLL_SENDRECEIVE, 0A200900
09-29-2016 13:53:42 :\;E.)OEOEE‘?!%FI\:FFFFFFEESCOO w
#»» CROSHFDLL_SENDRECEIVE, 0A200A00
<<< 800800FFFFFFFFEE3CO0 i clear log ‘
1ISO14443-A menu

Select the 1ISO14443-A from the main menu to use the CR95HF demonstration board as an
1SO14443-A reader. The menu allows to select:

ISO14443-A Cards commands: (see Section 2.5.1).
This menu allows the user to send any 1ISO14443-A requests

TOPAZ (see Section 2.5.2).
This menu allows the user to send any 1ISO14443-A requests to TOPAZ product

M24SR02, M24SR04, M24SR16, M24SR64 (see Section 2.5.3).
This menu allows the user to send any 1ISO14443-A requests or APDU request to
M24SR product

SRTAG2K-D, ST25TA16K, ST25TA64K (see Section 2.5.3).
This menu allows the user to send any 1ISO14443-A requests or APDU request to
SRTAG product.

ST25TA512, ST25TA02K, ST25AT02K-D, ST25TA02K-P, ST25TA512B,
ST25TA02KB, ST25AT02KB-D, ST25TA02KB-P (see Section 2.5.3).
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This menu allows the user to send any 1ISO14443-A requests or APDU request to
ST25TA product.

— Password management for M24SR and ST25TA products (see Section 2.5.4).
This menu allows the user to manage password and access rights on M24SR and
SRTAG products

— Type_2A NDEF Message user interface
This menu allows the user to read and write NDEF message to Tag Type 2A

— Type_4A NDEF Message user interface (see Section 2.5.5).
This menu allows the user to read and write NDEF message to Tag Type 4A

Figure 79. 1SO14443-A menu

57 CROSHF development software - 230 - CRISHF ey X

User Commands  ISO15693 | ISO14443-A | 1SO14443-B  1SO18092 Tools Help
15014443-A Cards commands

TOPAZ

M24SR02
M245R04
M24SR16
M24SR64

SRTAGZK-D
ST25TALGK (SRTAGLEK)
ST25TAG4K (SRTAGB4K)

ST25TA512 (SRTAG512L)
ST25TAOZK (SRTAG2KL)
ST25TAO2K-D (SRTAG2KL-D)
ST25TA02K-P (SRTAG2KL-P)

ST25TA512B
ST25TA02KB
ST25TAQ2KB-D

N— ST25TAO2KB-P

CRY5HF demonstration 2.3.0 | STMicroelectronics

Password management for M24SR & SRTAG products

NFC Type 2A - NDEF Message user interface
NFC Type 4A - NDEF Message user interface

3
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1SO14443-A Cards commands

Select 1ISO14443-A from the list (see Figure 80
configures the board as an 1ISO14443-A reader

for an example). This automatically
and displays all the ISO14443-A requests.

Figure 80. 1ISO14443-A selected from the list

15014443-A user interface 1S014443-4 =
1S014443-A user interface NFCTYPE 2 TAG
15014443-A anticollision process REQA | e | — | Write Compatibility Write
answer request
Anticoll | Anticol2 | Anticol 3 |
Select1 | Select 2 | Select 3 |
data for Select
Read
RATS 80 g
One Tag Anticollision & Ol | Block address
Selection Process uin 000
PPS 11 |00
NFC TYPE 4 TAG : send & receive APDU
APDU
[ 1
PCB (DID)  cLa NS P1 P2 LC DATA LE CRC
| request || 02 | | | | | | 3500 | send APDU request |
PCB (DID) DATA SW1 Sw2 CRC

| answer || | | |

APDU examples

(" readbinary(Sbytes) {* update binary (5 bytes)

(* APDUtest (  SelectApplicstion (~ SelectCCfile(E103) ( Select NDEFfile (0001)

[ sutofollow BlockNumber ﬂ

[~ optionaipio 00

ESend any frameE | request =

answer =

<<< 0000
15014443-A: CONFIG
>»> CROSHFDLL_STCmd, 0109043A005804
<<< 0000

13014443-A - INCREASE DEMOD GAIN
=#>CR95HFDLL_STCmd, 010904680101D3
<<< 0000

-20-2016 12:14:29

12-20-2016 12:14:29

-
RF POR
Save Log

s Clear Log |

m

The 1SO14443-A configuration is displayed in the log window as shown in Figure 80.

The upper part of the window contains buttons allowing to send 1ISO14443-A requests to

tags through the CR95HF demonstration board.

Refer to the device datasheet for the full list of ISO14443-A requests available for a given

product.

Anticollision process will try to communicate with your Tag and try to select it. This automatic

process is only for 1 tag.

It sends successively:

e RegA

e Anticol1
e Select1

e Anticol2
e Select2
e Anticol3
e Select3

UM1084 Rev 6
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The process will be stopped as soon as an error occurs or if the anticollision process is
finished (4 bytes or 7 bytes or 10 bytes UID).

Other commands can be sent such as:

e RATS
e PPS

e READ
e WRITE

Send Receive APDU can be used to send APDU requests.

TOPAZ user interface

The TOPAZ configuration is displayed in the log window as shown in Figure 81

Some basic commands are available to be able to play with TOPAZ cards such as :

- REQA
- RID
- RATS
- PPS
- READ
-  WRITE_NE
-  WRITE_E
Figure 81. TOPAZ user interface
15014443-A user interface TOPAZ =]
TOPAZ user interface NECTYPE 2 TAG
Write_NE Write_E
REQA
(D ‘ HRO
HR1 |
Ui
Read
80 g
ﬂ ’_ Block address
PP3 ’F ’E %0
end any frame’ Fepasis answer =
==> CRO5HFDLL_SELECT, 02000300 oy
<<< 0000 RF POR
01-23-2014 15:23:57 1S014443-A TOPAZ : CONFIG
>»=> CROSHFDLL_STCmd, 0109043A005804
<<< 0000
01-23-2014 15:23:57 1S014443-A TOPAZ : INCREASE DEMOD GAIN Save Log
»»=> CROSHFDLL_STCmd, 0109045680101D3
<<< 0000 i Clear Log ‘
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M24SR, SRTAG and ST25TA user interface

The selected product user interface has been separated into two different windows to
improve the visibility of the tool.

We have separated this two windows following the “life” of the selected product (see
Figure 82):
— after a RF POR or a deselect command, the selected product is in the ISO14443-
A world

—  after RATS or PPS command, the selected product enter in the NFC world.
First, selected product among the liost of products (M24SR, SRTAG, ST25TA).
When selecting the device, the ISO14443-A window appears.

Figure 82. M24SR user interface

15014443-A MFC user interfface M245R64 =)

M245R64 : 1SO14443-A user interface

15014443-A Anticollision details

SENS REQ, (REQA) | ALL REQ, {(WUPA) | SLP REQ, (HITA) ‘

answer request
SDDREQ1 [ANTICOL1) | SDD REQ 2 (ANTICOL2) | SDD REQ 3 (ANTICOLS) ‘
SELREQ1 (SELECT1) | SELREQ 2 (SELECT2) | SELREQ 3 (SELECT3) ‘

UID & BCC for SEL REQ,

Ui wuea [*

Anticollision Process ’—
SENS REP answer RATS EE
SENS REP frame = XX XX

FsDI

bit frame anticollision [5:1] = xomx L 00 CID=Fill the DID
U:EFU,S'IZ[Eg[g} - RF OFF RF ON
size (8! = XX
ANTICOLLISION
RFU[16:9] = xouxx PPS [po i Jofo o
PPS PFSO  PPSL PPS

[v PPS1istransmit

W withPPS

[~ wupa
SEND RF frame | DESELECT [V with RFOFFON
| RFfield OFF
rf request
‘DDDD MFCTYPE 4ATAG

rfanswer

show Loz
calcul CRC

As soon as the windows appears, the ISO14443-A protocol selection is done in background.

Click on show log to display the log window and see the CR95HF protocol selection
sequence (see Figure 83)

Figure 83. CR95HF protocol selection sequence

01-22-2014 18:02:50 CR9SHF CONFIGURATION : 15014443-A protocol -
> CROSHFDLL_SELECT, 02000280
<<< 0000 = NFCTYPE4ATAG
>>» CRISHFDLL_STCmd, 0109043A005A04 hide Log
Sy 4 clearlog | savelog

UM1084 Rev 6 59/99




Using the CR95HF development software UM1084

ISO1443-A screen

The first screen (see Figure 82) is displayed when the M24SR is selected in the option
menu. Several buttons are displayed in this window. The buttons represent all the available
commands in the 1ISO14443-A world:

Some buttons are used to send single commands:

SENS REQ (REQA): send a REQA to the M24SR

ALL REQ (WUPA): send WPUA command to the M24SR

SLP REQ (HLTA): send HLTA command to the M24SR

SDD REQ 1 2 3 (ANTICOL 1 2 3): send Anticol command to the M24SR
SEL REQ 1 2 3 (SELECT 1 2 3): send Select command to the M24SR
RATS: send RATS command to the M24SR

PPS: send PPS command to the M24SR

DESELECT: send Deselect command to the M24SR

Two additional buttons allow to accelerate the communication with the M24SR:

Anticollision Process button

can be used to detect a Tag and read the UID of this tag

when clicking on this button, the anticollision sequence is sent (beginning by a REQA
or WUPA) depending of the Option button.

The REQA/WUPA answer is detailled in SENS REQ answer screen.

The anticollision sequence is summarized in the array.

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found, the UID of the selected M24S is
displayed in UID field as show on Figure 84

Figure 84. Anticollision process results

15014443-A Anticollision details

REQ A 26 4200
ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E
SELECT 2 95700042C5098ED927 20FC70

wupa [~

uin
Anticollision Process |_3235:.:.:.34205_35

60/99

RF OFF RF ON ANTICOLLISION RATS PPS button

can be used the whole anticollision process with RATS with PPS to reach NFC type 4A
world.

This button can be configured by enabling or disabling

*RF OFF/ON
eReplace REQA command by WUPA command
*PPS request added to the sequence

3
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Figure 85. RF OFF on anticollision RATS PPS button

RF OFF RF ON
ANTICOLLISION
RATS
PPS

[v with PPS
[ wups
| with RF OFFON

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found,

The UID of the selected M24SR is displayed in UID field.
RATS answer

PPS Answer (if option selected)

e The log windows is filled with RF request & RF answer

As shown on Figure 86

Figure 86. RF OFF on anticollision RATS PPS results

15014443-A Anticollision details

REQ A 26 4200

ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E
SELECT 2 95700042C5098ED927 20FC70

RATS EQ403DB5 0578009002D0A3
PPS DO0110052A6 DO7387

wupa [~

uin
Anticollision Process |_3235:.:.:.34205_35

At the end of this action, if no error is occurred and M2SR answers are Ok, the window will
automatically switch to the windows called NFC Type 4A.

How to access to ISO14443-A command and NFC Type 4A commands:

—  When the 1SO14443-A windows is displayed, the “NFC Type 4A” button is
available to switch to NFC Type 4A window.
See Figure 87

Figure 87. NFC Type 4A button available

RFfield ON
f request |D0110052AE

rf answer |DU7387

calcul CRC |

—  When the NFC Type 4A windows is displayed, the 1ISO14443-A button is available
to switch to iso14443-A window.

3
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See Figure 88
Figure 88. 1SO14443-A button available
frequest |P011005246 AF field ON '

rf answer |D07357 Q

As already explained in the user manual, the “RF request” and “RF answer” fields contains
the send command and the answer from M24SR.

Figure 89. RF request and RF answer

rf request |D011005246

rf answer |DD?3S?

The show log button is available to be able to see the history of RF request and RF answer.
See Figure 90 and Figure 91.

Figure 90. “Show Log” button
o N |DDllDDE2AE RF field ON 150144434
reques

1§ answer |DD?3E7 e

Figure 91. Log windows of RF request/answer

101-22-2014 18:20:16 15014443-A RATS -
#»» CRO5HFDLL_SENDRECV, E0403D85 08
<<< B00A0578009002D0A3080000
101-22-2014 18:20:16 15014443-APPS
#»» CRO5HFDLL_SENDRECV, DO110052A6 08
<<< 80060D07387080000 -

clearlog | saveloz

The formatted request (ex: CR95HFDLL_STCmd, 010904680101DF) can be used in script
tool.
NFC Type 4A screen

This window will allows to send NFC APDU requests to be able to play with the M24SR tag
in NFC world (see Figure 92). This window is automatically reached when the "RF OFF RF
ON ANTICOLLISION RATS PPS" button is used and all the processes are done
successfully or when the user click on "NFC Type A" button.

3
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Figure 92. NFC Type 4A user interface

15014443-A NFC user interface M24SR64 =]
ccile
5 NDEF Tog Application Select  Verify (check if pwd required) € Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
€ System File € Change reference data € Enable Permanent State
" NDEF File |

dlick.

 Select

[T PCE [DID) CLA NS P1 P2 LC DATA L e ﬂwmm,p
[olosc [ ms | [0 [a4 o4 Joo o7 B [oo][ oreE | sendibiock | o
PCB. DID) CRC 0:Ack
[sbox [ 2 [ | po [ 185 ] sanasmo |
.
‘Lmutk H 02 ‘ H ‘nn‘nnH F109 ‘
S i —
. PCB (oiD] WTX CRC
ECEE | —— ] —
#request [020042040007D27500008501010035C0 Feneison o1z
rfanswer 0290007109
p—
calcul CRC ’7

The middle part of the window is used to generate the RF frame to be sent to the M24SR:
|_Block, R_Block, S(DES)_Block and S(WTX)_Block request.

All this field can be changed by clicking and modifying data

Four buttons are available to send |_Block, R_Block, S_Block requests.

Figure 93. | _Block, R_Block, S_Block requests

KLEeT e PCE (DID)  CLA INS P1 P2 LC DATA LE CRC

(o ][0 [ J[o [ [+ oo or] ommomessior —oo][ orae ] et |
(o [ » [ ] [oros ] _smorn |
[oes e [ ] (oo ] _smosoes |
e £ [ 11 | senostomo |

The answer of the M24SR is filled in I_Block, R_Block, S_Block answer fields depending on
the request sent to the M24SR.

Figure 94. | Block, R _Block, S_Block answer

ALy PCB (DD} DATA SW1 SW2 CRC
| I_block || 02 | || | 90 | 00 || F109 |
PCB (DID) CRC
| R_block || | |
PCB (DID) CRC
| S(DSLT)_RES || | |
PCB (DID) WTX CRC
[ swr)_Rea || | I I |

The higher part of the window can be used to automatically fill the |_Block request.

The goal is to facilitate the communication with the M24SR (following NFC forum and
M24SR datasheet).

Several option buttons are available:

e NDEF Tag Application select
When this option is selected, the |_Block frame is filled with adequate data.
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Once the command option is selected, the data in I_Block rf frame are filled, you can
press the button “send |_Block” to send RF frame.

Capacity Container file
Selecting Capacity Container File option will allow other option to appear
clicking on one of this option will fill, the |_Block frame is filled with adequate data.

Figure 95. Capacity container file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
= £an & " Verify (present password) " Disable Verification Requirement
" System File " Change reference data " Enable Permanent State

" NDEF File

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD click to copy PWD storage

{* Select {~ Read Binary (length] |:|
" Read8inary

— Select command:
fill data with CC file Select command
— Read binary (length) command
fill data with read binary command on CC file in order to read the length of the cc
file
— Read binary command
fill data with read binary command on CC file

Once the command option is selected, the data in I_Block rf frame are filled, you can
press the button “send |_Block” to send RF frame.

— Select & read sequence button will launch automatically all the procedure and
will display it in a CC file result window

Select cc file
Read cc file length
Read cc file data

Display data in a specific CC file array (available only of no error detected)

3
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Figure 96. Specific CC file array

CC file

File offset |Meanin§ |‘."a|ue
D000 | CC file length OD0F
(0002 | Mapping version 20
Ox0003 | Max bytes [read) D0F&

Ox0005 | Max bytes (written] | DOFE

Ox0007 | T field o4
OxD00B | L field 06
Ox0009 | Field ID 0001
OneDD0B | Max NDEF file size 0200
D000 | Read access (]
OwDO0E | Write access oo

(1 20 3¢ aC s s 70

e System file
Selecting System File option will allow other option to appear.
Clicking on one of this option will fill, the I_Block frame is filled with adequate data.

Figure 97. System file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
" Capacity Container File " verify (present password) " Disable Verification Requirement
(O select@resd | § Change reference data " Enable Permanent State
£ NDEF File sequence |p00000000DODDODOOD00DODDODOOO00D  click to copy PWD storage
(% Select ( Read Binary [length) \:l " Send Interrupt GPO
" Read Binary " State Control :SetGPO

(™ State Control : Reset GPO

— Select command:
fill data with System file Select command

— Read binary (length) command:
fill data with read binary command on System file in order to read the length of the
system file

— Read binary command:
fill data with read binary command on System file

—  Send Interupt GPO
—  State control: Set GPO
—  State control: Reset GPO

Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button send |_Block to send RF frame.

— Select & read sequence button will launch automatically all the procedure and
will display it in System file result window

Select system file
Read sytem file length
Read system file data

Display data in a specific System file array (available only of no error detected)
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Figure 98. Specific system file array

SYSTEM file

i~ length 0012

" i2c protect 01

" i2cwdg o0

" GPO 11

{~ S5Treserved oD

{~ RFenable 81

{~ MNDEF File Nb | 00 [1files)
" UID 0236000042C509
{— Memaory Size | O1FF

" Product Code | 86

T

NDEF file
Selecting NDEF File option will allow other option to appear.

Clicking on one of this option will fill, the |_Block frame is filled with adequate data.

Figure 99. NDF file is selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
" System File
(% INDEF Filel

" Change reference data " Enable Permanent State

‘DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD click to copy PWD storage

{+ Select { ReadBinary (length) |:| " UpdateBinary
" Read Binary
" Extended Resd Binary

Select command:
fill data with NDEF file Select command

Read binary (length) command:
fill data with read binary command on NDEF file in order to read the length of the
cc file

Read binary command

fill data with read binary command on NDEF file
Extended Read binary command

fill data with extended read binary command on NDEF file

Update Binary command
Fill data with update binary command on NDEF file

In case of M24SR request a WTX, this button will automatically manage it. The
M24SR will reply with a Window Extension request (that will be displayed in
S(WTX) answer array), then the tool will automatically send a S(WTX) request to
the M24SR

All this request / answer communication will be displayed in Log window.
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Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button “send |_Block” to send RF frame.

—  Select & read sequence button will launch automatically all the procdure and will
display it in NDEF file result window (NDEF file can be decoded)

Select NDEF file

Read NDEFfile length

Read NDEF file data

Display binary data in a field (available only if no error detected)

Display decoded NDEF message if any is in a field (available only if no error
detected)

Figure 100. Binary data and NDEF message are detected
File

Binary data :
LD.‘E 0107550173742E636F60D

NDEF message :
http:/fwwa.st.com

¢ Commands to manage Password and Access Rights

Three command can be used to manage Passwords (Read password or Write password).

—  Verify (check if password is required)
fill data with Verify command

—  Verify (present password)
fill data with Verify command

— Change reference data (change password value)
fill data with Verify command

Note: Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

3
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Figure 101. Password management button

" NDEF Tag Application Select " verify (check if pwd required) 5 [eesTaes " Enable Verification Requirement
* read pwd
" Capacity Container File " Verify (present password) P P " Disable Verification Requirement
3 it d
" system File % Change reference data: SHRED " Enable Permanent State
~ -
(T3 (T, [o123456785a8c0EF01 23456 789ABC0EF  click to copy PWD storage

Three commands can be used to manage Access right and M24SR state (see Figure 101).

— Enable Verification requirement
fill data with Verify command

— Disable Verification requirement
fill data with Verify command

— Enable Permanent State
fill data with Verify command

Note: Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

Figure 102. Password management buttons

" NDEF Tag Application Select " verify (check if pwd required) &
" Capacity Container File " verify (present password) " Disable Verification Requirement
" System File " Change reference data " Enable Permanent State
- -

NDEF File { 0001 |p1234567854800EF0122456789ABC0EF  click o copy PWD storage

Access rights

NDEF Messages management button

It allows directly access to Type_4A NDEF Message user interface (see Section 2.5.5)

Figure 103. NDEF message management button

MDEF meszages
management
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Password management for M24SR and SRTAG products

This tool allows to manage Password and access rights.

Figure 104. Password management user interface

Password Management user interface

READ & WRITE ACCESS RIGHTS MANAGEMENT ON NDEF FILE

READ ACCESS RIGHT MANAGEMENT ON NDEF FILE :

*write password required to *write password required to *Write password required to
Lock Read access Unlock Read access Permanently Lock Read access

WRITE ACCESS RIGHT MANAGEMENT ON NDEF FILE :

*Write password required to *Write password required to *Wiite password required to
Lock Write access Unlock Write access Permanently Lock Wiite access

CHANGE READ & WRITE PASSWORD :

] ]

CHANGE READ PASSWORD ** RESULT CHANGE WRITE PASSWORD *** RESULT
**Write password required to #**Write password required to
Change READ password Change WRITE password

LOCK READ ACCESS WITH = PERMANENT LOCK READ
PASSWORD * RESULT UNLOCK READ ACCESS RESULT ACCESS * RESULT

LOCK WRITE ACCESS WITH [ [ PERMANENT LOCK WRITE [
PASSWORD * RESULT WEE I AT RESULT ACCESS * RESULT

required for read on NDEF file R

required for write on NDEF file: EsuLT

clear log

e READ access right commands are available:
— LOCK UNLOCK
— PERMANENT LOCK
— CHECK
e WRITE ACCESS RIGHT commands are available:
LOCK
UNLOCK
PERMANENT LOCK
CHECK on WRITE

e CHANGE PASSWORD commands are available to change password:

— READ password
—  WRITE password

UM1084 Rev 6
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NFC Type 4A - NDEF Message user interface

This tool allows to read or write a NDEF file.

This user interface can manage Type 2A and type 4A, type 4B, type 3, type 5 and Vicinity
cards. It can be accessed by selecting the item in the menu.

Once the NDEF message management menu is selected, the CR95HF is set following the
selected RF protocol (Configuration) and the User interface appears.

Figure 105. NFC Type 4A - NDEF message user interface

NFC Type 4A - NDEF Message user interface B
NFC Type 4A - NDEF Message user interface Dimae e oeCeceT®D
Select NDEF file
READ NDEF MESSAGE  PREPARE NDEF MESSAGE | WRITE NDEF MESSAGE | e RGP IS e

READ NDEF MESSAGE

I Present READ Password for read NDEF messages I Present WRITE Password for Write NDEF messages
08-31-2016 12:24:14 CR9SHF CONFIGURATION : 15014443-A protocol Mifare Desfire EV1
>»»CRI5HFDLL_SELECT, 02000280 Initialization
<<< 0000 Procedure

08-31-2016 12:24:14 15014443-A: CONFIG
=>> CROSHFDLL_STCmd, 0109043A005804

<<< 0000 save log
08-31-2016 12:24:14 15014443-A - INCREASE DEMOD GAIN

= CR9SHFDLL_STCmd, 010904680101D3
<<< 0000 clear log ‘

When this tool is selected, the CR95HF is configured as a 1ISO14443-A reader. See the log
window to know the configuration set up.

Figure 106. Log window of configuration setup

A T T T T R i TR
> CROSHPDLL_SENDRECY, 0200800002 1028

| <<< 50180201001 1006100026600004 2C50901 FFE6900061 08060000

|01-23-2014 142757 WFC SEND I-Block - Select NDEF file (0001)
>»> CRISHFOLL_SENDRECY, 020044000002000128

| o< BO0BOIN0M02D53080000

|01-25-2014 14:27:57  WPC SEND 1-Block - Rend NDEF file length
=»> CROSHFDLL_SENDRECV, 03008000000228
<<< BOOAD2D00BS0002 526080000

[04-23-2014 142757 NFC SEND I-Block - Read NDEF file 3
=»> CROSHFDLL_SENDRECY, 02008000020828 r
<< 801203010107 550172741 £636F6090000807080000 =

READ NDEF MESSAGE button

The READ NDEF message button is used to launch all the procedure to select the device
and read the NDEF message. This whole process is described bellow.

3
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READ NDEF MESSAGE process:
— The RF field is disabled in order to deselect the tag (RF Por).
— The RF fied is enabled.

—  The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The
result is that the device is put in the NFC world.

—  Select Application launched

— Read CC file process is launched (select, read length, read CC file)
The goal is to identify NDEF file ID

— Read NDEF file process is launched (select, read length, read NDEF message)
—  Decoding of NDEF message
—  The available message is displayed on the screen (see Figure 107)

Figure 107. NDEF message is displayed

http/fwww.stcom

READ NDEF MESSAGE

This process is automatically stopped if any error or “no answer” is detected.

The Log window at the bottom of the screen will help to understand the issue in case of
error.
Figure 108. Log window when occur error on READ NDEF MESSAGE process

-

»»» CRISHFDLL_SENDRECV, 02008000021028
<<< 8018020100110081000286000042C50901 FF35630006108080000
01-23-2014 142757  NFCSEND I-Block - Select NDEF file (0001)
»>» CRISHFDLL_SENDRECV, 0200A4000C02000128
<<< 80080390002 053080000
01-23-2014 14:27:57  NFCSEND I-Block - Read NDEF file length
»»» CRISHFDLL_SENDRECV, 03008000000228
<<< 800A02000B20002526080000 =l
01-23-2014 142757 NFCSEND I-Block - Read NDEF file
»»» CRISHFDLL_SENDRECV, 02008000020828
<<< 801303D10107550173742E636F6090000807080000

4 [Lm

t

clear log

3
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PREPARE NDEF MESSAGE

This item will allow to create a NDEF Message with a single NDEF record or several NDEF

record.

Notes that the NDEF message will not be written to the Tag. To be able to write the NDEF
message to the Tag, you will need to click on WRITE NDEF MESSAGE

Figure 109. Prepare TEXT NDEF record

NFC Type 4A - NDEF Message user interface =]
NFC Type 4A - NDEF Message user interface o205 018 0ls ClelCizCla
Select NDEF file
ST25TA16K ST25TAG4K M245R onl)
READ NDEF MESSAGE || PREPARE NDEF MESSAGE  WRITE NDEF MESSAGE Y
 Text Text message
“ un Please type in your text
" SmartPoster Hello
© MIME veard
" MIME Bluetooth Pairing
 MIME MEDIA
' MIME various
ADD RECORD TO MESSAGE
0o preficis used, all hracters are witsen nthe message
[ Present READ Passworc d for rea d NDEF messages [ Present WRITE Password for Write NDEF messages
|08-31-2016 12:24:14 CR9SHF CONFIGURATION :1S014443-A protocol Mifare Desfire EVL
#»> CRISHFDLL_SELECT, 02000280 Initialization
<0000 Procedure
l08-31-2016 1224:14  15014443-A: CONFIG
>>> CRISHFDLL_STCmd, 0109043A005804
<<<0000 save log
|08-31-2016 12:24:14 150144434  INCREASE DEMOD GAIN 4
»>> CRISHEDLL STCmd, 0109048010103
<<0000 dearioz |

Figure

110. Prepare URI NDEF record

" Text
& uri
" smartPoster

" MIME vcard

" MIME MEDIA

" MIME various

" MIME Bluetooth Pairing

ADD RECORD TO MESSAGE

Please type in your url

http:/fwww.st.com| ‘

List of auailable prefix - e
https:/ faronw.
http:// o

*ifno prafixis used, 3ll characters are written inthe message

UM1084 Rev 6
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Figure 111. Prepare SMARTPOSTER NDEF record

" Text

" uri

@ SmariPosier

" MIME vcard

" MIME Bluetooth Pairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

L

Smart Poster message

Please type in your text

Hello

Please type in your url

https/ fwnnvst.com |

List of available prefix : a
|

https:/fww m

http:// -

* ifno prefixis used, Il characters are written in the message

Figure 112. Prepare MIME VCARD NDEF record

" Text

 uri

@ Bmartboster:

" MIME vcard

(" MIME Bluetooth Pairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Smart Poster message

Please type in your text

Hello

Please type in your url

Ihttp://www.st.com ‘

List of available prefix : a
|

https./ /. 0

hitp:// -

*ifno prafixis used, all charactars are writtan in the massage

Figure 113. Prepare MIME BLUETOOTH PAIRING NDEF record

 Text

€ uri

" SmartPoster

" MIME vcard

@ {AIME Biuetooth Bairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Configure with your Bluetooth device informations
Bluetooth device address: [oo : [00 : [00 : [00 : [00 : [o0
¥ Bluetooth local name:  [Logitech Boombox
¥ Class of Device [24 [24 12
L Major Deviceclass
Service class
¥ 16-bit Service Class UUID list [1108

[Example of existing uuiD ~|

setdefault values for BT pairing demo Simplified Tag format for a single Bluetooth Carrier

Minor Device class

UM1084 Rev 6
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Figure 114. Prepare MIME MEDIA NDEF record

 Text

C uri

" SmartPoster

" MIME veard

€ MIME Bluetooth Pairing
= MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

MIME

Select MIME type

Please type in your message

Figure 115. Prepare MIME VARIOUS NDEF record

O Text

Couri

© SmartPoster

" MIME veard

' MIME Bluetooth Pairing
" MIME MEDIA

ADD RECORD TO MESSAGE

MIME

Write your MIME type

Please type in your message :

¢ TNF_MIME_MEDIA (& {TNF_EXTERNAL_TYPE

WRITE NDEF MESSAGE

Once one or more NDEF records have been selected, The user are able to write the whole
NDEF message in the tag selecting WRITE NDEF MESSAGE ITEM.

The user can now check NDEF message. Then click on WRITE NDEF MESSAGE to write

it.

If the user want to change message, he can click on CLEAR then return on PREPARE
NDEF MESSAGE to build a new one.

At the right of the window, the user will be able to prepare and write a NDEF message from

a list of NDEF message types:

74/99
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Text
Figure 116. Write Text NDEF message
Text message
Please type in your text :
Hello world |
*if no prefix is used, all characters are written in the message
~ L
o Text " Uri " SmartPoster P m:m;?!:‘:;mth Pairing -~ Proprietary data
WRITE NDEF MESSAGE

URL

Figure 117. Write URL NDEF message

Please type in your url :

http:/fwwnw.st.com

List of available prefix -

https:/ fwan.
http:// 52

*if no prefix is used, all characters are written in the message

" MIME Bluetooth Pairing

" Text &+ Uri " SmartPost
ex ri martPoster -~ e card

" Proprietary data

WRITE NDEF MESSAGE

UM1084 Rev 6
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e SmartPoster
Figure 118. Write SmartPoster NDEF message
Smart Poster message
Please type in your text :
Hello world !
Please type in your url :
http:/fwwnw.st.com
List of available prefix - ~
L
https:/ fwan.
http:// 52
*if no prefix is used, all characters are written in the message
O Text  © uri o ; m:m;i:ﬁ;ﬂmh (RIS o Proprietary data
WRITE NDEF MESSAGE
e  MIME Bluetooth pairing

Figure 119. Write BT pairing NDEF message

Configure with your Bluetooth device informations

Bluetooth device address : ’a : ’E : ’E : ’E 3 ’H 3 ’ﬁ

IV Bluetooth local name:  [Logitech Boombox
Iv¥ Class of Device : ’ﬂ ’ﬂ ’ﬂ Minor Device class

L Major Deviceclass
Service class
¥ 16-bit Service Class UUID list [1108

|Examp|e of existing UUID j

set default values for BT pairing demo | Simplified Tag format for a single Bluetooth Carrier

+ MIME Bluetooth Pairing

P ieti dati
" MIME vcard DR s

" Text O Uri " SmartPoster

WRITE NDEF MESSAGE

UM1084 Rev 6
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. MIME vcard

Figure 120. Write vCard NDEF message

" import vour Outlook profile : vcard file(*.vcf) import veard [*vcf)

@ ar, fill the needed fields bellow :
Title: | par. =

Name: |DUPOND

Address details

Street: [zl de Peynier Rousse

First name : ,7
: lean City: |Rousset cedex
email: |dupon.jean@st.com State/Province :
o ZIP/Postal code : 13106
Organisation: [STMICROELECTRONICS Country/Region: [France]
Groupe Division: | =
lobtitle: |

Phone number: [+33442688388
Faxnumber: |

url: |http://www.st.com

" MIME Bluetooth Pairing

- .
B O et Proprietary data

" Text O Uri " SmartPoster

WRITE NDEF MESSAGE

e Proprietary data (that is not NDEF message but can be use to fill the memory with
hexadecimal data)

Figure 121. Write proprietary data

BINARY content

Please type in your BINARY data (Hexadecimal) :
0Z2AMADSBC125567879776C0OFE7B7FE4096674678676

Hexadecimal data will be written in NDEF file without header (NDEF length will be updated)

" MIME Bluetooth Pairing

& .
© MIME veard * Proprietary data

" Text  Uri " SmartPoster

WRITE PROPRIETARY MESSAGE
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WRITE NDEF MESSAGE process:
— The RF field is disabled in order to deselect the tag (RF Por).
— The RF fied is enabled.

—  The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The
result is that the device is put in the NFC world.

—  Select Application launched

— Read CC file process is launched (select, read length, read CC file)
The goal is to identify NDEF file ID

—  Write the Encoded NDEF messageThis process is automatically stopped if any
error or “no answer” is detected.

The Log window at the bottom of the screen will help to understand the issue In case of
error.

Figure 122. Log file when occur error on WRITE NDEF MESSAGE process

»>> CROSHFDLL_SENDRECY, 0200D600020BD10107550173742E636FED28 -
<<< 80080390002D53080000
01-24-2014 09:50:15 NFC SEND I-Block - Write NDEF file length
»»> CROSHFDLL_SENDRECY, 0300D6000002000828
<<< 8008029000F109080000
01-24-2014 09:50:15 NFC SEND I-Block - Read NDEF file length
»»> CROSHFDLL_SENDRECY, D02008000000228
<<< B00AD3000B9000612 DOB00D0D
01-24-2014 09:50:15 NFC SEND I-Block - Read NDEF file
»»> CROSHFDLL_SENDRECY, 0300B000020B828
<<< 801302D10107550173742E636F6 DEODDSZ?QUEODDd

4 [m

2.6 1ISO14443-B menu

This section allows to communicate with ISO14443-B tags.

Select 1ISO14443-B from the main menu to use the CRO95HF demonstration board as an
1ISO14443-B reader. You can then choose between:

e 1SO14443-B cards

e  S014443-B with NFC features

e  SRIxx and SRTxx devices

e  ST25TBxxx devices

3
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Figure 123. 1SO14443-B menu

ST CRISHF development software - 230 - CRISHY |
UsarCommands 15015603  15014443-4 [ 150144438 | 15018007 Tools  Help
[S014443- B Cards commands
[5014443- B NFC commands

SRIS12
SRT512
SRIZK
SRI4K

SRIN4K

ST25TE512-AC
ST25TB512-AT
ST25TEO2K
ST25TBOMK

NEC Type 4B - NDEF Message user interface

CHO5HF demonstration board ([MB1054) CONNECTED warsion 2.3.0 | 8TMicroslectronics

Select a device from the list (see Figure 124 and Figure 125 for an example). This
automatically configures the board as an 1ISO14443-B reader and displays all the
1ISO14443-B requests.
1ISO14443-B communications are configured as follows:

— 106 kbits/s data rate for both transmission and reception

— CRC appended

The 1SO14443-B configuration is displayed in the log window.
The upper part of the window contains buttons allowing to send 1ISO14443-B requests
to tags through the CR95HF demonstration board antenna (refer to the device datasheet).

Select the ISO14443-B menu to launch one of the following user interface (see Figure 125):

— 18014443-B Cards commands: (see Section 2.6.1)
This menu allows the user to send any 1SO14443-B requests

— 18014443-B NFC commands: (see Section 2.6.2)
This menu allows the user to send any ISO14443-B requests

— SRI512, SRT512, SRI2K, SRI4K, SRIX4K, ST25Tb512-AC, ST25TB512-AT,
ST25Tb02K, ST25TB04K (see Section 2.6.4)
This menu allows the user to send any 1SO14443-B requests to SRXxx and
ST25TBxxx products

— Type_4B NDEF Message user interface (see Section 2.6.3)
This menu allows the user to read and write NDEF message to Tag Type 4B

2.6.1 1ISO14443-B Cards commands

This window allows to communicate to any 1ISO14443-B card.

When selecting the 1ISO14443-B Card commands, the user interface is displayed, as shown
in Figure 125

3
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Figure 124. Example of 1ISO14443-B user interface

15014443 B user interface =]

15014443-B user interface

REQB ’? W FFF’F’FFFF ATQBANSWEFRIRISITEYTE 50

AFI b3 b7 bE b5 b4 b3 b2 bl PUPI - AABBCCDD
RFU N APPLICATION DATA : 30ABABOL
@ 0=REQE .
o PROTOCOL INFO : 0081E1
1-wurs T3 - T
Extended ATQA

ATTRIB ADJF|AABECCDD|| 00 || 04 |} 01 | 00 Answer : 10F9EQ

pUPI RFU (b8 to bs) MBW;‘:L; l?
CID (b4 tob1) e
15014443 compliant CRC : FOED
Max frame size

Authorized response time

HITB 50 [AABBCCDD ANSWER

PUPI

Send any frame RF field OFF

e ‘1DAABBCCDDDDDADIDD

f answer ‘ED[MIDFEEDDD

show Log
calcul CRC

The protocol selection is launched immediately. The summary of the commands sent to the
CR95HF are included in the log window. Click on “show log” to display it (see Figure 126)

Figure 125. Log file

01-23-2014 16:14:45 CRISHF CONFIGURATION : 1S014443-8 protocol -
»»> CROSHFDLL_SELECT, 03010180
<<< D000

01-23-2014 16:14:45 15014443-B : INCREASE DEMOD GAIN
>>> CRISHFDLL_STCmd, 01090468010130

<<< 0000 -
clearlog | save log

m

Some basic commands are available to be able to play with TOPAZ cards such as:
e REQB

e WPUB

e ATTRIB

Log window can be displayed by clicking on “Show log” button.

3
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2.6.2 1SO14443-B NFC commands

Figure 126. ISO1443-B user interface

15014443-B NFC user interface B

15014443-B NFC user interface

REQE os [oo [o[o[efofofofofo ATOB ANSWER : :
FIRST BYTE : 50
AFI b2 b7 b bS b4 b3 b2 bl PUPI : AABBCCDD
RFU N 5 APPLICATION DATA : 30ABABO1
2 S PROTOCOL INFO : 0081E1
1-wurs CRC : AEOD

Extended ATOA

ATTRIB 1D |AABBCCDD | 00 |04 |01 | 0O Answer : 10FSED

PUPI RFU [bE to bS) MBL”;‘BDLi o
CID (b4 to b1) co:0
15014443 compliant CRC : FOEQ
Max frame size

Authorized response time

HLTE 50 |AABBCCDD ANSWER -
PURI
f request [1DAABBCCDDO0040100 oo |
|SDD4IDF9EDDD e

rf answer

show Log
calcul CRC

The protocol selection is launched immediately. The summary of the commands sent to the
CR95HF are included in the log window. Click on “show log” to display it (see Figure 126)

Figure 127. Protocol select for ISO14443-B

01-23-2014 16:14:45 CRISHF CONFIGURATION : 1S014443-8 protocol -
»»> CROSHFDLL_SELECT, 03010180

<<< 0000 NFC TYPE 48 TAG

01-23-2014 16:14:45 15014443-B : INCREASE DEMOD GAIN 3
>>> CRISHFDLL_STCmd, 01090468010130
<<< 0000 -

This screens allow to send ISO14443-A commands:
e REQB

e WUPB

e ATTRIB

REQB & ATTRIB commands are mandatory to put the ISO14443-B NFC card into NFC
world.

As soon as this commands have been sent successfully, you will be able to send NFC
commands.

This commands are available on a second window. To show this window, please click on
NFC TYPE 4B TAG button.

This window will allows to send NFC APDU in order to play with the NFC Type 4B tag.

3
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Figure 128. 1ISO14443-B NFC user interface

15014443-B NFC userinterface

' NDEF Tag Application Select
" Capacity Container

 Verif
" Verify password

" Enable verification Requirement

" Disable Verification Requirement

" NDEFFile " Change reference data " Lock Access (OxBO -> OxFF/FE)
[ click 2
@ select
I-Block & R-Block option
BEQUEST
Cl DD} CLA INS P1 P2 LC LE CRE | o
‘ I_block ” 03 ‘ H 00 ‘ A4| 04 | 00 ‘ o7 ‘ DI ‘ 00 ” 5DAA | send |_block ‘ ¥ autofoliow 8.
PCE DID) CRC
R_block [ ] ] £967 send R_block ReBlackoption
FCE DD} CRC 0:Ack
S(DsiT)_ReQ - 255 send$S_REQ I~ b5 : ACK/NACK (R-Block)
FCB (DiD) WTX CRC
[swnares | F2 I 00 |[ Fra0 | senasmes |
ANSWER
P2 [DID) DATA Swisw2  CRC
[1block Il [s0Joo ][ aeea |
P2 [DID] cRe
R_block
P2 [DiD) cRe
5(DSLT)_RES
T o o= NDEF messages

P
[ swTx_re || | i

I | management

rf request |0200A4040007Dz?sDDDDBSleDD

rfanswer 0280002964

150144438

showLog

’7 caleul CRC ,— g

cc file

NDEF file

SRIxx/SRTxx/ST25TBxxx products

For more informations about the use of each button, please refers to Section 2.5.3.

Figure 129. Example of ISO14443-B user interface for SRIxxx

Send any frame request = 08

15014443-B user interface SRT512

1S014443-B Cards user interface (SRixxx) :

Initiate
SelectiChip_Id) ChipId = ,?
[ somieea | = BRIPI]
Pcallls

Completion
GetUID uip= [poo2z2se1sDses7E

Read Single Block
Bead system area @FF

Write Single Block |

RF block address

150144438 Anticollision o 3
1 4:

g

from oo
to |oF
6: 9% 12 15:
7 1o: 13:
2: ChiplD=12 5: 8: 11: 18
e = B00B7EBS0D919593202D039E400

01-23-2014 16:58:54

<<< 8700 : Frame wait time out OR no tag
SLOT MARKER (15)

#»> CRISHFDLL_SENDRECV, F6

<<< 8700 : Frame wait time out OR no tag

01-23-2014 16:58:54 SELECT
#»» CROSHFDLL_SENDRECV, DE12
<<< 800412EBC300

01-23-2014 16:58:54 GETUID

#»» CROSHFDLL_SENDRECV, 0B
<<< 800B7EB50919593202D039E400

RF POR

Save Log
Clear Log

UM1084 Rev 6

The 1SO14443-B configuration is displayed in the log window as shown in figure.
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The window allows to send all the command of the datasheet for this products :
— Reset to Inventory
— Initiate
—  Select
—  Slot Marker
—  Pcall16
—  Completion
— GetUID
— Read Single Block
— Read System area (address OxFF)
—  Write Single Block
— A single button allows to launch all ths Anticollision sequence.

Type_4B NDEF Message user interface

The functionality of this tool is the same as the NFC TYPE 4A TAG that can be found in

ISO14443-A (see to Section 2.5.5 for more informations about how to use it).

1ISO18092 menu

1. Select ISO18092 from the main menu to use the CRO95HF demonstration board as an

ISO18092 reader (see Figure 130).

Figure 130. 1ISO18092 menu

| UserCommands  IS015683  1S014443-4  1SO14443-8 | ISO1B092 | Tools  Help
5015092 Cards commands

NFC Type 3 - NDEF Message user inlerface

| CRI5HF demonstraticn board (MBLOS4} CONNECTED varsion 2.3.0 | STMicroalectronics

&7 CR95HF development software - 230 - CRISHF e

2. Select 1SO18092 Cards commands from the list. This automatically configures the

board as an ISO8092 reader and displays all the ISO18092 requests.
The 1SO18092 configuration is displayed in the log window as shown in Figure 131.

UM1084 Rev 6
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Figure 131. 1SO18092 log window

15018092 user interface 15018092

15018092 Cards user interface :

POLLING command ’E [FF{FF [ oo »| | co:Maxnumberofslots=1 ~|

Command code

Answer: |01 | 0119011013130E00 | 0120220427674EFF
* Click to use this Manufacture ID'

L Time slot 00 : no request
Request code ———— | 01 : System Code request

System code 02 : Performance Parameter request

’E [ ot19011013130E00 |E| 0900 ’E [ 8000

Answer : |07 0119011013130E00 oooo |01 | 1122334455667 7883900AABBCCDDEEFF

Answer : |09 0119011013130E00 0000

Send any frame |

@+ datarate 212k

WRITE command 08 | 0119011013130E00 o1 | 0300 o1 |SDDD | 1122334455667 7883900AABBCCDDEEFF

loop [~

" datarate 424k

request = |DEDll9[)11013130EDDDIDQDDDlSDDD answer = |B01D070115011015130E000000011122334455667 7885900AABBCCODE

12-20-2016 z WRITE
»>>CRISHFDLL_SENDRECEIVE,
20119011013130E000109000180001122334455667 7889900AABBCCDDEEFF

<<< 800C090119011013130E00000000
12-20-2016 12:18:05 READ
>>> CROSHFDLL_SENDRECEIVE, 060119011013130E00010900018000
<<< 8010070119011013130E000000011122334455667 7889900AABBCCDDEEFF

~

Launch RF POR
Save Log

Clear Log

Polling command can be done to communicate with an ISO18092 card. The response of the

tag will be displayed in several fields.

ManufacturelD is displayed in the second field. Click on this field to fill the Read & Write

commands with this mandatory field.

Read command and Write command are also available.

UM1084 Rev 6
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2.8 Tools menu

Select the Tools menu to launch one of the following tools (see Figure 132):

e CR95HF demonstration board tool box (see Section 2.8.1: CR95HF demonstration
board toolbox)

This menu allows the user to send requests to the CRO95HF demonstration board.
e Tag Detection tool (see Section 2.8.2: Tag Detection tool)

This menu can be used to launch a CRO5HF demonstration board calibration and a
CR95HF Tag Detection.

e Auto Detect tool (see Section 2.8.3: Auto detection tool)
This menu allows to launch successive anticollision processes on several RFID
technologies in order to detect tags

e  Script tool (see Section 2.8.4: Script tool)
This menu allows to transmit and execute a sequence of CR95HF requests.

Figure 132. Tools menu

S
&7 CRI5HF development software rev 1.9 - CRO5HF — = 5
User Commands 15015693  [SO14443-A  [SO14443-B  [S014443-B PRIME 15018092 | Tools | Help

Tool box

CRC calculation
Tag Detection tool
Auto Detect tool

Script tool

CRO9SHF DEMC BOARD (MB1054) CONNECTED wversion 1.9 | STMicroelectronics

3
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2.8.1 CR95HF demonstration board toolbox

The CR95HF demonstration board toolbox allows to send the following requests to the
CR95HF demonstration board (see Figure 133):

e Get MCU revision: reads the revision of the STM32 microcontroller firmware.

e Get DLL revision: reads the revision of the DLL installed on your PC.

e IDN: sends an IDN command to the CR95HF and receives the answer.

e Field Off: turns the RF field off.

e Echo: sends an Echo command to the CR95HF and receives the answer.

e Reset SPI: resets SPI communications between the STM32 MCU and the CR95HF.
e Negative pulse on IRQ in: applies a negative pulse on the CR95HF IRQ input.

e Negative Pulse on SPI NSS: applies a negative pulse on CR95HF NSS pin.

e Polling + reading: puts the CR95HF in polling & reading mode.

e Get interface pin state: detects the bus configuration of the CR95HF demonstration
board.

e Change Modulation depth and Receiver Gain: modifies the setting for ISO14443-A.
e Change TimerW value: modifies the setting for ISO14443-A.

Figure 133. CR95HF demonstration board toolbox

Toolbox =]

| | Get DLL revision ’7 ,—

Get Hardware version I I Echo

CRISHF demonstration CRISHF demonstration

board USB Connect board USB Handle Check

’7 Field Off ‘ ,7

IDN

Reset SPI ,7 Negative pulse on IRQ in ,7
Polling + reading ,7 Megative pulse on SP1 N3S ,7

Get interf: in stat
stimerlacepinsate | T - UaRThus  SPlbus C i

Change Modulation depth*

and Receiver Gain* for |D 95% j ‘3'27‘13 j |F ,7

15014443-A reader mode

Change TimerW= value for |5g j [
15014443-A reader mode

* These values will be applied to all I5014443-A protocol select commands

Send any ST_Cmd Extend Transfer bytes ,7
request | ‘

Save Log Clear Log

3
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2.8.2 Tag Detection tool

Two commands are available (see Figure 134):
e Calibration
Clicking the Calibration button performs a CR95HF demonstration board calibration to

determine the DacDatalL/DacDataH parameters that will be used in Tag Detection
mode. The calibration sequence is the following:

a) Send an Idle command to the CR95HF with DacDataL fixed to 0 and DacDataH
set to its maximum value.

b) Read the Wakeup register to check whether the CR95HF has entered Wakeup
mode on a tag detection event. Otherwise, a new Idle command is sent with a
lower DacDataH value. These steps are repeated until a tag is detected.

The DacDatal/DacDataH parameters that will be used for tag detection are:
DacDatalrag detection = DacDatal cjipration - 2

I:)aCI:)atal'lTag detection = DacDataHcjipration + 2, DacDataHcjipration €ING the
value corresponding to the detection limit.

e Tag Detection
The tag detection sequence is performed using the DacDatalrag getection/DacDataHr,g
detection-
a) Send an Idle command to put the CR95HF in tag detection state.
b) Wait till the CR95HF wakes up: read the Wakeup register to check if the CR95HF
has been woken up by a tag detected in the RF field or by timeout.

If a tag is detected in the CRO5HF demonstration board field, the CR95HF enters
Wakeup mode, and an ISO15693/ISO14443-B anti-collision procedure starts to identify
the tags present in the field.

To perform one-shot tag detection, uncheck both Loop and Loop until a tag is
detected, before pressing the Tag Detection button.

If only Loop is checked, the tag detection runs continuously and stops when Loop is
unchecked.

If only Loop until a tag is detected is checked, the tag detection runs continuously
and stops when a tag is detected and identified.

3

UM1084 Rev 6 87/99




Using the CR95HF development software

UM

1084

2.8.3

88/99

Figure 134. Tag detection interface

Tag Detectian user interface

Calibrate your CR95HF demonstration board before using "Tag Detection"
Calibration results :

pa
Calibration .
‘ DacDatal = |50 DachataH= |70

WUFlags

IDLE command parameters
Osc Start |gg  Swings Cnt | 3¢

Dac Start |gg ~ MaxSleep |g1

15018092 Card :

WU Period
[~ with ReadReg eriod 120
Select RF protocols Launch Tag Detection process
Change IDLE parameters
v 15015693 v 15014443-8 " loop until a tag is detected
¥ 15014443-A [ 15014443-B (SRIxx) Launch Tag Detection e DacDatal DacDataH
W 15018092 60 70
note : if no protocol selected, tag detection only
El= EE
Result
15015693 tag : ‘
15014443-A card :
15014443-B card :
15014443-B tag (SRixx) - [o: 3 &: 5: [12: ‘15:
1 4 7 10 13:
2 5 g 11 ‘14:

12-20-201612:01:23 > -» Bth step : Calibration with DacDataH=0x68
12-20-2016 12:01:24 >»>CRISHFDII_STCmd, 01 070E03A100F801180020606000683F01
<<< 000102

12-20-2016 12:01:24 »»» —3» Calibration result : DacDatal = 0x60 / DacDataH = 0x70

-
Launch RF POR

Clear Log

Save Log

Auto detection tool

The Auto detection tool allows to play a tag hunt on several RFID technologies (see

Figure 135).

UM1084 Rev 6
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Figure 135. Auto Detect tool interface

Auto Detect Tool user interface =]

Select RF protocols
[v 15015693 [v 15014443-A [v 15014443-B [v 15014443-B (SRixx) [v 15018092

Select at least one RF protocol to be able to launch Auto Detection process

Launch Auto Detection process

' no loop
Launch Auto Detection " infinite loop on all selected protocols
" loop on all selected protocols until a tag is found
" loop on all selected protocols until a tag is found, then loop on this tag only

Result
15015693 tag : ‘
IS014443-A card : ‘
15014443-B card ‘
15014443-B tag (SRIxx) : [o: 3: 6: 12: g: 15:
1 4 10: 13
2 5 8 11: 12

15018092 Card :

Launch RF POR
Save Log

Clear Log

e Select RF protocols
By selecting one or more RF protocol, you can define which kind of tag will be detected
and on which protocol the tag hunt will be launched.
e Launch Auto Detection process
The Launch Auto Detection button allows to launch a tag hunt on a selected process.
This can be done once. The Loop option can be selected.
e Result
In case of a Tag detection, the result field will be the field with the Tag identification.
Script tool

The Script tool allows playing a script containing a sequence of CR95HF commands (see
Figure 139). The following functions are available:

Save Script saves the script in a text file.
Load Script loads a script file

Launch Script runs the script. The script is executed until an error occurs. Read the
log to identify the cause of the error and correct your script. This can be due to a syntax
error. Refer to the Script Help to correct it.

Help: display the list of commands that can be used to program the script.
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Figure 136. Script help page 1/3

Script Help =

Available commands on Script tool
Comment REM, note
Wait (max 9399999) : WAIT, 1000
Put Breakpoint on script flow : BRELK
Put Breakpoint with information : BREAK, information
Clear log : CLEZR LOG
Jump to a defined label : JUMP_TC_LABEL, label_name
Label definition for JUMP_TC_LABEL command : LABEL, label name
Set tempo for polling (default value = 100 ms) @ SET_TEMPO FOR POLLING, TIME

Parameters for Tempo : TIME = Integer value in ms
CCOMMANDS FROM DLL
Echo to CRESHF CRSSHFDLL_ECHC
Send IDN reguest @ CRSSHFDLL IDN
Send select request : CRSSHFDLL_SELECT, data*
Send Send/Receive request : CRSSHFDLL_SENDRECEIVE, data*
Send transparent command @ CRSSHFDLL STCMD, 01 + data*
CRSSHF Field Cff : CRS5HFDLL_FIELDOFF
Get D11 revision : CRSSHFDLL_GETDLLEREV
Get MCU revision : CRSSHFDLL GETMCUREV
Get HARDWARE revision : CRS5HFDLL_GETHARDWAREVERSION
Reset S5PI : CRSSHFDLL_RESETSPI
Send Pulse IRQ in : CRSSHFDLL SENDIRQPULSE
Send N55 Pulse : CRSS5HFDLL_SENDNSSPULSE
Get Interface Pin State CRSSHFDLL_GETINTERFACEPINSTATE
CROSHF Polling + Reading : CRSSHFDLL POLLING READING
DEMO-CR95HF-A USB Connect : CRSS5HFDLL _USBECONNECT
DEMOQ-CRSS5HF-A USB Handle check : CRSSHFDLL _USBHANDLECHECK *data = hexadecimal formated value
REM, send ECHO request :
CRSSHFDLL_ECHC SCIlpt example
REM, =end IDN request with S5TCMD
CRSSHFDLL STCMD, 010100
REM, select IS015693 protocol with High datarate one subcarrier
CRSS5HFDLL_SELECT, 010D
REM, send IS015693 Read Single block @01
CRSSHFDLL_SENDRECEIVE, 022001
Figure 137. Script help page 2/3
Script Help =

Specific tools on Script tool

Comment REM, note

Wait UNTIL an expected answer after SENDRECV request : CR9SHF_SENDRECV POLLING UNTIL_ANSWER, REQUEST, EXPECTED ANSWER
Wait WHILE an expected answer after SENDRECV request @ CR9SHF SENDRECV POLLING WHILE ANSWER, REQUEST, EXPECTED ANSWER
COMEARE answer with an expected answer after SENDRECV request : CRS5HF_SENDRECV_WITH VERIFY, REQUEST, EXPECTED ANSWER
ST25DV :

READ MAILEOX DYN CFG UNTIL SELECTED BITS <> FROM EXPECTED VALUES : CRSSHF POLLING ME DYN CFG, EXPECTED BITS VALUE*

% EXPECTED BITS_VALUE FORMAT = XX¥XX1¥X0 with b7béb5SbabibZblb0
DOLLING RETURN VALUES : BUSY (010F) or CRC:CRC ERROR or X:NO ANSWER or READ DATA or ?

Script example

REM, LOCP on regquest until the answer will be compliant with expected answer
CROSHF SENDRECV POLLING UNTIL ANSWER, 022001, 00123456788

REM, LOOP on request while the answer will be compliant with expected answer
CRO5HF_SENDRECV_POLLING WHILE ANSWER, 022001, 8700

REM, Send IS015693 read single block command and compare with answer "00 11 22 33 44"

CR95HF_SENDRECV_WITH VERIFY, 022001, 00112323344 Frzriers

REM, Send I5015693 read single block command and compare with answer "8700" (=no answer for cr9shf)
CROSHF SENDRECV WITH VERIFY, 022001, 8700

REM, POLLING ON READ MB DYN CFG UNTIL BIT3 VALUE EQUAL TO '1°'
CRS5HF_POLLING MB DYN CFG, XXXXIXXX
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Figure 138. Script help page 3/3

Script Help

I5014443-A :

Anticolision IS5014443-A :

Send APDU IS5014443-A

I5014443-B :

Initiate for SRIxx (save Chip Id value)
Select for SRIxx with Chip Id :

IS015683 :

Send INVENTORY & Store UID in _UID variable
Send IS015693 EOF :

Send ISQL15693 EOF AND VERIFY ANSWER:

PARBRMETERS

DISPLAY value stored in *parameter variable
Set a specific value in *parameter variable
Use #*parameter in Send Receive command @
Use #parameter in Send Receive command

*parameter possi.

_UID defsult wva AB836745230102E0

CRS5HF_IS5015693_ INVENTORY 15LOT

REM, get the UID stored by previous request
CRS5HF_ISC15693_GETPARAMETER_UID

CRSSHFDLL SENDRECEIVE, 2220 UID 00

Custom commands on Script tool

= _UID . _BADUID ., _FRDL_ , _FDK2 ., _FRD3_, _FWD4_

_PRD1 default valus =

_BADUID default walue = 00000000000002EQ _FWDZ default value = 0000000000000000 _FWD£ default valus = 0000000000000000

== ]

Script example

REM, Invetory 1 slot command to store UID in UID variable

REM, read single block command with the UID stored

CRO5HF_I5014443-A AnticolSelectl23
CR95HF_I5C14443-A SEND APDU +

CROSHF_SRIxx_Initiate

CR9SHF_SRIxx_Select

Chip Td data defzult value = 0x00
CR9SHF_ISC15695_INVENTORY_1SLOT
CROSHF_IS015633_EOF
CR9SHF_I5015633_EOF_WITH VERIFY, EXPECTED value

CR9SHF_DISPLAY PARAMETER, parameter®
CRO5HF_SET_PARAMETER, *parameter, 01020304050602E0
CR9SHF SENDRECV, 2220 UID 00
CR9SHF_SENDRECV_WITH VERIFY, 260100, _BADUID

_PED3_ default value =

The Script Help (see Section 2.9: Help menu) describes the syntax of all the commands that
can be sent to the CR95HF demonstration board.

Figure 139. Script tool interface

CROSHF script tool

REM, Echo
CRGSHFDLL_STCMD, 0155

REM, Read wake up register
CRYSHFDLL_STCMD, 010803620100

REM, Set 15015693 protocol
CRESHFDLL_SELECT, 0100

REM, 15015653 inventory
CRS5HFDLL_SENDRECEIVE, 260100

Load Script

Save Script

Launch Script

E ik

Script Automation

[~ LOOP ON SCRIPT

12-20-2016 12:23:29 REM, Echo
12-20-2016 12:23:29 #»» CROSHFDLL_STCMD, 01 55
<<< 5500

12-20-2016 12:23:29 REM, Read wake up register
<<< 000108

12-20-2016 12:23:29 REM, Set 13015693 protocol

12-20-2016 12:23:29 ##» CROSHFDLL_SELECT, 010D
<<< 0000

12-20-2016 12:23:29 REM, 1S015693 Inventory
12-20-2016 12:23:29 #»» CROSHFDLL_SENDRECEIVE, 260100

12-20-2016 12:23:29 #»» CROSHFDLL_STCMD, 01 08036520100

«<<< B00D0000F5055501002402E067AC00

Save Log

Clear Log

e
o= ]
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Help menu

Select the Help menu to access the following functions (see Figure 140):

Change background color

This function changes the color of the main window. Once set, the background color is
saved and recalled each time the software is used (see Figure 141).

Script Help

This function allows to get information on CR95HF function syntax (see Figure 136,
Figure 137 and Figure 138). It is particularly useful when developing a script (see
Section 2.8.4: Script tool).

About ...

Click About ...to get information on the CR95HF development software (see
Figure 145).

Figure 140. Help menu

User Comman ds  ISO15693  15014443-A  [S014443-B  15014443-BPRIME 15018092  Tools [ Help)
Open *.bin file with BinEdit

57 CRISHF development software rev19 - CRISHF E’@

Change background color
Script Help
About ..

CR9SHF DEMO BOARD (MB1054) CONNECTED version 1.9 | STMicroelectronics
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Figure 141. Change background color menu
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Définir les couleurs personnalisées => |
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o
|
.
L
L
=
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Figure 142. Script help 1

Script Help
Available commands on Script tool
Comment REM, note
Wait (max 9399999) : WAIT, 1000
Put Breakpoint on script flow BRELK
Put Breakpoint with information : BREAK, information
Clear log : CLEAR LOG

Jump to a defined label
Label definition for JUMP_TC_LABEL command

Set tempo for polling (default value = 100 ms) @

CCMMANDS FROM DLL :

Echo to CRESHF

Send IDN reguest @

Send select reguest

Send Send/Receive request :
Send transparent command @
CRSSHF Field Cff :

Get D11 revision :

Get MCU revision :

Get HARDWARE revision :
Reset SPI :

Send Pulse IRQ in :

Send N55 Pulse

Get Interface Pin State :
CRS5HF Polling + Reading @
DEMO-CR95HF-A USB Connect :
DEMOQ-CRSS5HF-A USB Handle check :

o

JUMP_TC_LABEL, label_name

LABEL, label name

SET_TEMPO FOR POLLING, TIME

Parameters for Tempo : TIME = Integer value in ms

CRSSHFDLL_ECHC
CRSSHFDLL IDN
CRSSHFDLL_SELECT, data*
CRSSHFDLL_SENDRECEIVE, data*
CRSSHFDLL STCMD, 01 + data*
CRS5HFDLL_FIELDOFF
CRSSHFDLL_GETDLLEREV
CRSSHFDLL GETMCUREV
CRS5HFDLL_GETHARDWAREVERSION
CRSSHFDLL_RESETSPI
CRSSHFDLL SENDIRQPULSE
CRSS5HFDLL_SENDNSSPULSE
CRSSHFDLL_GETINTERFACEPINSTATE
CRSSHFDLL POLLING READING
CRSS5HFDLL _USBECONNECT
CRSSHFDLL _USBHANDLECHECK

“data = hexadecimal formated value

REM, send ECHO request
CR95HFDLL_ECHC

REM, =end IDN request with S5TCMD
CRSSHFDLL STCMD, 010100

REM, select IS015693 protocol with High datarate one subcarrier

CRSS5HFDLL_SELECT, 010D

REM, send IS015693 Read Single block @01
CRSSHFDLL_SENDRECEIVE, 022001

Script example

MNext I
Previous
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Figure 143. Script help 2

Script Help

Comment

Wait UNTIL an expected answer after SENDRECV request

Wait WHILE an expected answer after SENDRECV request

ST25DV :

REM, LOCP on request until the answer

CR9SHF_SENDRECV_PCLLING UNTIL_ANSWER, 022001,

wWill be
022001,

REM, LOCP on regquest while the answer
CR9SHF SENDRECV POLLING WHILE ANSWER,

8700
CROSHF SENDRECV WITH VERIFY, 022001, 0011223344

CR95HF_SENDRECV_WITH VERIFY, 022001, 8700

CRS5HF_POLLING ME DYN CFG, XXXXIXXX

Specific tools on

COMPARE answer with an expected anawer after SENDRECV regquest !

READ MAILBOX DYN CFG UNTIL SELECTED BITS <> FROM EXPECTED VALUES :

* EXPECTED BITS_VALUE FORMAT =
DOLLING RETURN VALUES : BUSY (010F)

Script example

will be compliant with expected answer
00123456788

compliant with expected answer
REM, Send IS50156983 read single block command and compare with answer

REM, Send I5015693 read single block command and compare with answer "8700"

REM, POLLING ON READ ME DYN CFG UNTIL BIT3 VALUE EQUAL TO

Script tool

REM, note

CR95HF_SENDRECV_POLLING UNTIL ANSWER, REQUEST, EXPECTED ANSWER
H CR9SHF_SENDRECV PCOLLING WHILE_ANSWER, REQUEST, EXPECTED ANSWER

CROSHF SENDRECV WITH VERIFY, REQUEST, EXFECTED ANSWER

CRSSHF_POLLING_MB_DYN CFG, EXPECTED BITS_VALUE#

OOEH1KEO with b7bébSbib3bzblbl
or CRC:CRC ERROR or X:NO BNSWER or RERD DATA or 2

"00 11 22 33 44"

Previous

(=no answer for cr95hf)

11

Figure

144. Script help 3

Script Help

15014443

Bnticolision IS5Q14443-A :
Send APDU IS5014443-A :

SEE B E

Initiate for SRIxx (save Chip_ Id value) :
Select for SRIxx with Chip Id :

IS50156383 :

Send INVENTCRY & Store UID in _UID variable :
Send IS015693 EOF :

Send IS0L15693 EOF AND VERIFY ANSWER:

PARRMETERS

DISPLAY value stored in *parameter variable :
Set a specific wvalue in *parameter variable :
Use *parameter in Send Receive command :

Use *parameter in Send Receive command :

*parameter possibilitiss = UID , _BADUID
_UID  default walue = ABS36745230102E0

BADUID defsult value = 00000000000002EQ

CRS5HF_IS5015693_ INVENTORY 15LOT

REM, get the UID stored by previous regquest
CRSSHF _IS0156%3 GETPARAMETER UID

REM, read single block command with the UID stored
CRSSHFDLL_SENDRECEIVE, 2220 UID_00

Custom commands on Script tool

Script example

REM, Invetory 1 slot command to store UID in UID_ variable

CR95HF_IS5C14443-A AnticolSelectl23
CROSHF I5014443-A SEND APDU +

CR9SHF_SRIxx Initiate

CRISHF SRIxx Select

Chip Id dats default value = 0x00

CR9SHF_IS5015633 INVENTORY 15LOT
CR9SHF_I50156393_EOF
CROSHF_IS015693 EOF WITH VERIFY, EXPECTED value

CROSHF DISPLAY PARAMETER, parameter®
CR9SHF_SET_PARAMETER, *parameter, 01020304050602E0Q
CR95HF_SENDRECV, 2220 _UID 00

CROSHF SENDRECV WITH VERIFY, 260100, BADUID

FDWZ . _PWD3 ., PWD4_

1t value = 0000000000000000 _PWD3 default value = 0000000000000000

1t value = _FWD4  defsult valus =

[ e ]
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Figure 145. About window

57 About CRISHF development software @

SOFTWARE FOR
CR95HF demonstration board (included in M24LR-DISCOVERY kit)
EVAL-5T95HF board
EVAL-RX95HF board

VERSION 1.9

Also available, Datasheet and Application notes, Gerber files for Antenna Design ...
Please, connect to our Internet web site to check for a new software revision

Internet web site : http://www.st.com/nfc-rfid

‘1, - vamentes S

210 Log window

The log is displayed at the bottom of each window. It contains all the requests sent to the
CR95HF demonstration board through the USB interface. The log contains the following
information:

. Date and hour when the command has been sent.

¢ Request and parameters sent to the CRO5HF demonstration board: name of the
command sent to the board through the DLL, followed by all parameters in
hexadecimal format.

. Answer from the CR95HF.

The command and parameter formats are compatible with the Script tool (see Section 2.7:
1ISO18092 menu) and can be directly copied in a script file.

As an example, the log contains the information shown in Figure 146 when an Idle
command is sent to the board. In this example:
‘CR95HFDII_STCmd 01 070E0922003800180020606064743FFF’ means that:

—  The CR95HFDII_STCmd request has been sent to the CRO5HF demonstration
board.

— ‘071 is the header of CR95HFDII_STCmd command.

—  ‘070E0922003800180020606064743FFF’ corresponds to an Idle command
followed by its parameters.

‘FDOQ’ is the answer from the CR95HF demonstration board.

3
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Figure 146. Log window for an Idle command

Gr-07-2011 11:15:22

s CRESHPE ST Cmd, G107 OE0S 2200 XRO0LER 20600004 T4 IFIF

Save Log

Llear Log
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3 Revision history

Table 1. Document revision history

Date Revision Changes

12-Jul-2011 1 Initial release.

Changed document title.

28-Oct-2011 2
ot-20 Updated disclaimer on last page.

Updated the title and the Introduction for RPN consistency.

Added Section 2.7: ISO18092 menu and Section 2.6: ISO14443-B
menu.

Extended the list of Section 2.8.1: CR95HF demonstration board
12-Sep-2013 3 toolbox.

Added Section 2.8.3: Auto detection tool.

Updated several software figures (Figure 15, Figure 19 to Figure 24,
Figure 26 to Figure 62 ...)

Added Figure 124: Example of ISO14443-B user interface.

Updated Section 2.3: User commands on page 15, added

Figure 2.3.1: CR95HF commands menu

Added new Section : 09: WrReg on page 21 with new Figure 28.
Added new Section 2.3.2: RX95HF commands menu on page 22
25-Feb-2014 4 with new figure from Figure 34 to Figure 43.

Added new Section 2.5 and Section 2.6 with new figures from
Figure 79 to Figure 129

Updated Figure 15, Figure 62, Figure 130, Figure 132 and
Figure 140
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Table 1. Document revision history (continued)

Date

Revision

Changes

15-Dec-2016

Updated:

— Section 2.2: Main menu, Section 2.3.1: CR95HF commands
menu, Section 2.3.2: RX95HF commands menu, Section 2.4:
1ISO15693 menu, Section 2.5: ISO14443-A menu, Section 2.5.3:
M24SR, SRTAG and ST25TA user interface, Section 2.5.5: NFC
Type 4A - NDEF Message user interface, Section 2.8.4: Script tool

— Figure 14: Select RF READER IC, Figure 16: CR95HF user
commands menu, Figure 17: CR95HF commands menu,

Figure 62: 1SO15693 menu, Figure 63: Example of ISO15693 user
interface for M24LR64, Figure 64: Selecting User Mode from
1SO15693 user interface (M24LR64), Figure 105: NFC Type 4A -
NDEF message user interface, Figure 130: ISO18092 menu,
Figure 132: Tools menu, Figure 133: CR95HF demonstration
board toolbox, Figure 140: Help menu, Figure 141: Change
background color menu, Figure 145: About window

Added:

— Figure 15: Main menu, Figure 31: User commands menu for
RX95HF, Figure 65: ST25DV user interface: Inventory, Figure 66:
ST25DV user interface: AFI DSFID INFO, Figure 67: ST25DV user
interface: EEPROM, Figure 68: ST25DV user interface: display
Extended commands, Figure 69: ST25DV user interface:
1ISO15693 Data Rate management, Figure 70: ST25DV user
interface: static configuration, Figure 71: ST25DV user interface:
Fast Transfer Mode interface, Figure 72: ST25DV user interface:
Password management, Figure 73: ST25DV user interface:
Energy Harvesting and GPO management, Figure 74: ST25DV
user interface: Fast Transfer Mode demo, Figure 75: Read and
write NFC Type 5 CC fileFigure 76: Read NFC Type 5 NDEF
messageFigure 77: Prepare NFC Type 5 NDEF
messageFigure 78: Write NFC Type 5 NDEF message, Figure 79:
1SO14443-A menu, Figure 109: Prepare TEXT NDEF record,
Figure 110: Prepare URI NDEF record, Figure 111: Prepare
SMARTPOSTER NDEF record, Figure 112: Prepare MIME
VCARD NDEF record, Figure 113: Prepare MIME BLUETOOTH
PAIRING NDEF record, Figure 114: Prepare MIME MEDIA NDEF
record, Figure 115: Prepare MIME VARIOUS NDEF record,
Figure 136: Script help page 1/3, Figure 137: Script help page 2/3,
Figure 138: Script help page 3/3, Figure 142: Script help 1,
Figure 143: Script help 2, Figure 144: Script help 3

— Section 2.3.3: ST95HF commands menu, Section 2.5.4: Password
management for M24SR and SRTAG products, PREPARE NDEF
MESSAGE

09-Aug-2018

Updated:

— Section 2.4: 1ISO15693 menu, Section 2.5: 1ISO14443-A menu,
Section 2.6: 1ISO14443-B menu, title of Section 2.6.3:
SRIxx/SRTxx/ST25TBxxx products.

— Figure 62: ISO15693 menu, Figure 79: 1ISO14443-A menu,
Figure 123: 1ISO14443-B menu, Figure 130: ISO18092 menu
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