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STM32 Trusted Package Creator tool software description

Introduction

STM32 Trusted Package Creator is part of the STM32CubeProgrammer tool set
(STM32CubeProg), and allows the generation of secure firmware and modules to be used
for STM32 secure programming solutions, which are listed below:

e  Secure internal firmware install (SFI). SFl is a secure mechanism that allows secure
installation of OEM internal firmware in untrusted production environments by
encrypting the whole internal firmware with an AES-GCM key.

e  Secure external firmware install (SFIx). SFix is a secure mechanism that allows secure
installation of external OEM firmware in untrusted production environments by
encrypting the whole external firmware with an AES-GCM key.

e  Secure secret provisioning (SSP). SSP allows OEM secrets to be programmed into the
STM32 one time programming (OTP) area in a secure way (with confidentiality,
authentication and integrity checks).

This user manual details the software environment prerequisites, as well as the available
features of the STM32 Trusted Package Creator tool software.
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UM2238 System requirements

1 System requirements

Supported operating systems and architectures:

e Windows® 10 32 bits (x86) or 64 bits (x64), and Windows® 11 64 bits (x64)

o  Linux®: Ubuntu® LTS 22.04 and LTS 24.04, and Fedora® 42

e macOS®15 (Sequoia), macOS® 26 (Tahoe): x86_64 and ARM-aarch64 architectures

Note: Windows is a trademark of the Microsoft group of companies.
Linux® is a registered trademark of Linus Torvalds.
Ubuntu®is a registered trademark of Canonical Ltd.
Fedora® is a trademark of Red Hat, Inc.
macOS® is a trademark of Apple Inc., registered in the U.S. and other countries and
regions.

STM32CubeProgrammer and STM32 Trusted Package Creatorsupport STM32 32-bit
devices based on Arm®@) Cortex®-M processors.

a. Arm and Cortex are registered trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere.

The Arm word and logo are trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere. All
rights reserved.
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Preparation processes

SFI preparation process

An SFI (secure firmware install) image is a format created by STMicroelectronics that
contains an encrypted and authenticated piece of firmware using an AES-GCM algorithm.
The SFI preparation process is described in Figure 1.

Figure 1. SFIl preparation process
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Before performing AES-GCM to encrypt an area, the tool calculates the initialization vector
(IV) as:

IV = nonce + area index

Where nonce is a number used only once as a start of an iterated process in the AES-GCM
algorithm to give different cipher texts to the same blocks of data.

It then, it passes the area descriptor (starting from the magic to the total number of areas) as
additional authenticated data (AAD).

e  Each segment in the input firmware constitutes a firmware (F) area in the SFl file.
e The option bytes configuration constitutes the configuration (C) area.

To generate a header tag, the tool performs an authenticated only AES-GCM encryption
(without a plain text nor a cipher text) using the SFI header as an AAD and the nonce as the
IV.

The structure of an SFl file is shown in Figure 2.

Figure 2. SFl file structure
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To prepare an SFl image from multiple firmware files, make sure that there is no overlap
between their segments. Otherwise, an error message is shown: “Overlap between
segments, unable to merge firmware files”.

Also, all SFI areas must be located in flash memory, otherwise the generation fails to give
the error message: “One or more SFI areas are not located in flash memory”.

SFl file structure for devices supporting the secure manager

In addition to the previous area types, the four other types described below are specific to
the secure manager usage.

Figure 3. SFI file structure for devices supporting the secure manager

Confi
- J SSFI
area
area(s)
Area encrypted payload
_J Area encrypted payload
OBK
area(s) Modules
area(s)
Area encrypted payload
_J Area encrypted payload
DT72090V1

e Area ‘H is an area created by the Trusted Package Creator tool to indicate if there is

secure manager information in the SF file.

e Area ‘O’ is for OBKey data introduced by .OBK files, each .OBK file being represented

by a specific area of type ‘O’.
To perform debug authentication, it is mandatory to provide the .OBK file for DA.

e Area‘S’is for SSFl image (area mainly containing the secure manager). Each area of

type 'S' corresponds to at least one area inside the SSFI image. Depending on the
available RAM size, the tool tries to merge several SSFI areas into a single area 'S'.

e Area‘m’is for the installation of modules. Each module payload is represented as an

area of type ‘m’ not exceeding 128 Kbytes.

3
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2.2.2

3

SFIx preparation process

In addition to the SFI preparation process, mentioned in the previous paragraph, two new
areas are added in the SFI image for the SFIx preparation process:

e Area ‘E’' = firmware for external flash memory.
e Area ‘K = area to trigger random keys generation by RSS.

The key ‘K’ area is optional and the key can be stored in the area ‘F’.

Area E

Area ‘E’ is for external flash memory. It includes the following information at the beginning of
the encrypted payload:

e  OTFD region_number (uint32_t):
— 0...3: OTFD1 (STM32H7A3/7B3, STM32H7B0, and STM32L5)
— 4..7: OTFD2 (STM32H7A3/7B3 and STM32H7B0)

e  OTFD region_mode (uint32_t) bit [1:0]:

00: instruction only (AES-CTR)

01: data only (AES-CTR)

10: instruction + data (AES-CTR)

11: instruction only (enhanced cipher)

e OTFD key_address in internal flash memory (uint32_t)

After this first part, area ‘E’ includes the firmware payload (as for area ‘F’). The destination
address of area ‘E’ is in external flash memory (0x9... / 0x7...).

Area K

Area ‘K’ triggers random key generation by RSS. It contains N couples, each defining a key
area as follows:

e The size of the key area (uint32_t)
e The start address of the key area (uint32_t): address in internal flash memory
Example of an area ‘K’:

0x00000080, 0x08010000
0x00000020, 0x08010100

There are two key areas:
e  The first key area starts at 0x08010000 with size = 0x80 (8 x 128-bit keys)
e The second key area starts at 0x08010100 with size 0x20 (256-bit key).
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223 Constraints for SFIx images

e Area ‘K must be before any area ‘E’.

e  Several areas ‘E’ can be in the same image part (but must be stored at different RAM
addresses).

e One area ‘E’ or several successive areas ‘E’ must be at the end of an SFI image part
(hence followed by an area ‘P’).

e Areas ‘M’ and ‘C’ must be in the last part of the SFI image.

Figure 4. Example of split of SFIx image

SFl image part 1 SFl image part 2 SFl image part 3 SFl image part 4
1 1 | 1
[ VT (| Ni: )
Image Header Image Header Image Header Image Header
o Area 5 R Area 11 R
rea
Internal flash Al'ea 12 ‘M'
Area 6 ‘E’ Area 9 ‘E’ Internal flash
Area 2 ‘F' External flash External flash Area 13 ‘C’
Internal flash = =
Area 7 ‘P Area 10 ‘P
Area 3 ‘K’
Area 4 ‘P’
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2.3

SSP preparation process

The SSP format is an encryption format for internal firmware created by STMicroelectronics
that transforms secret files into encrypted and authenticated firmware in SSP format using
an AES-GCM algorithm with a 128-bit key. The SSP preparation process used in the
STM32TrustedPackageCreator tool is described in Figure 5.

An SSP image must be created before SSP processing. The encrypted output file follows a
specific layout that guarantees a secure transaction during transport and decryption side
basing on the mentioned inputs.

Figure 5. SSP preparation process
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e Secret file: This secret file is of size 148 bytes, and must fit into the OTP area reserved
for the customer. There are no tools or templates to create this file.

e RMA password: This is chosen by the OEM and constitutes the first 4-byte word the
secret file. To ease RMA password creation and avoid issues, the
STM32TrustedPackageCreator tool adds it directly at the beginning of the 148-byte
secret file.

e Encryption key: AES encryption key (128 bits).

e Encryption nonce: AES nonce (128 bits).

e OEM firmware key: This is the major part of the secure boot sequence. Based on
ECDSA verification, the key is used to validate the signature of the loaded binary.

The first layout part (SSP magic, protocol version, ECDSA public key, secret size) is used as
additional authenticated data (AAD) to generate the payload tag. This is checked by the
ROM code during the decryption. This encrypted file is automatically generated by
STM32TrustedPackageCreator tool.
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Figure 6. Encryption file scheme
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HSM preparation process

This section describes the steps required to configure a hardware secure module (HSM) to
generate firmware licenses for STM32 secure programming using the STM32 trusted
package creator.

Why we need an HSM

Some STM32 devices offer secure firmware flashing. Firmware can be a complete
application, a library, a secure library (for STM32 with Arm® TrustZone®(a)), or other secret
information.

An important secure flashing feature - the number of devices that can be programmed - is
controlled by the firmware provider. Here, the concept of licenses is important.

The firmware maker provides licenses to its customers, authorizing them to flash memory
the encrypted firmware (SFI) on specific devices.

Alicense is only valid for a single device, but the firmware provider can distribute as many
licenses as required.

STMicroelectronics offers the secure firmware flashing service based on HSM (hardware
secure modules) as a license generation tool to be deployed in the programming house.
The general scheme is as follows:

1. Generate a firmware key and use it to encrypt the firmware (SFI) when the firmware
provider wishes to distribute a new firmware.

2. While downloading the firmware to a device, a device identifier is sent to the HSM,
which returns a license for the identified device. The license contains the encrypted
firmware key, and only this device can decrypt it.

3. The number of programmed devices is under HSM control. It is decremented once a
license is generated.

a. TrustZone is a registered trademark of Arm Limited (or its subsidiaries) in the US and or elsewhere.
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STM32 trusted package creator allows HSM configuration for secure firmware flashing as
described in Section 2.4.2.

STMicroelectronics provides two versions of HSM for secure programming, each having a

specific use:

e  HSMv1: static HSM. This allows the generation of firmware licenses for STM32 secure
programming devices that are chosen in advance. Each product ID needs a single
HSM, to be configured by STMicroelectronics then shipped to the OEM.

e  HSMv2: dynamic HSM. This version allows generation of firmware licenses targeting
STM32 secure programming devices that are chosen via a personalization data at the
OEM site.

242 HSM programming
When an OEM needs to deliver an HSM to a programming house to be deployed as a
license generation tool for relevant STM32 device programming, they must first perform
some customization on their HSM.

The OEM must program the HSM with all the data needed for the license scheme

deployment in the production line.

This OEM data is:

e  Counter: The counter is set to a maximum value that corresponds to the maximum
number of licenses that can be delivered by the HSM, it aims to prevent over
programming.

It is decremented with each license delivered by the HSM.

No more licenses are delivered by the HSM once the counter is equal to zero.

The maximum counter value must not exceed the predefined maximum value (1 million
units).

e Firmware key: This key is 32 bytes and is composed of two fields, the initialization
vector (IV) or nonce (first field), and the key (last field) that were used to AES128-GCM
encrypt the firmware and generate the SFl file.

Both fields are 16-byte long. The last 4 bytes of the nonce must be all Os (only 96 bits of
the nonce are used in the AES128-GCM algorithm).

Both fields must remain secret; Therefore they are encrypted before being sent to the
chip.

The key and the nonce remain the same for all licenses for a given piece of firmware.
However, they must be different for different firmware or different versions of the same
firmware.

e Firmware identifier: Identifies the correct HSM for a given firmware.

e Personalization data: 108 bytes that are encrypted before being sent to the chip in
cases where each STM32 series has its own configuration.

Once this data is programed into the HSM, the HSM is automatically locked. Figure 7 shows

the GUI provided by the tool for HSM programming by the firmware provider.

Note: The STMicroelectronics personalization data field is available only with HSMv2.

3

When the STMicroelectronics personalization package is installed successfully, it is not
possible to further modify the personalization data, and the HSM goes in the
OPERATIONAL_STATE.
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Figure 7. HSM programming tab
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The tab parameters are as follows:

HSM card index: Specifies the smartcard reader slot number.

Firmware identifier: Identifies the correct HSM for a given piece of firmware.
Encryption key file: A binary file containing the key used to encrypt the firmware and
generate the SFl file. The key is 16 bytes long.

Nonce file: A binary file containing the nonce used to encrypt the firmware and
generate the SFI file. The nonce is 12 bytes long.

Personalization data file: A binary file containing the personalization data used to
configure the given device. The data are 108-byte long.

This option is not required when using HSMv1. If it is used, the tool considers it as an
empty input.

Maximum counter: The maximum number of licenses that can be delivered by the
HSM (it aims to prevent over programming). The counter value must not exceed a
predefined maximum (1 million units).

When all fields are properly filled in, the user can program the HSM file by clicking on
the program HSM button (the button becomes active).
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Caution:

243

244

3

Once this data is programed into the HSM, the HSM is automatically locked.

Reading HSM information

The programmed information is verifiable using the HSM information panel shown in
Figure 8:

Figure 8. Reading HSM information
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This panel displays the firmware identifier, the maximum counter, and the HSM status.

HSM status can be:
— OEM_STATE: HSM not programmed.

— OPERATIONAL_STATE: HSM programmed and locked. It can no longer be
programmed.

Version: indicates the hardware version of the used HSM, it can be
— 1. HSM version 1

—  2: HSM version 2.

Type: indicates which security process being used:

—  SFI: Static license for a complete application.

—  SSP: Static license for secrets.

— type not available.

List of supported HSM cards

The STM32 trusted package creator tool was tested with the following list of smartcard

readers:

eWent USB2.0 smartcard reader (EW1052)
HID OMNIKEY 3121

SCM Microsystems SDI011 smartcard reader
ROCKTEK X001CMYM1L

UM2238 Rev 20
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3 STM32 trusted package creator tool commands

3.1 Command-line interface (CLI)

The following sections describe how to use the STM32 Trusted Package Creator tool from
the command-line interface. The available commands are shown in Figure 9 and Figure 10.

Figure 9. STM32 Trusted Package Creator tool available commands (part 1)
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Figure 10. STM32 Trusted Package Creator tool available commands (part 2)
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3.2 HSM provisioning command

-hsm, --hsm
Description: This command allows the HSM card programming.
In order to configure the HSM before programming, the user must provide the mandatory
inputs by using the options listed below.
-, --index
Description: Select the card index, the number is in decimal format.
Syntax: -i <number>
-k, --key
Description: Set the AES-GCM encryption key.
Syntax: -k <Key_File>
<Key_File>: Bin file path. Its size must be 16 bytes.
-n, --nonce
Description: Set the AES-GCM nonce.
Syntax: -n <Nonce_File>
<Nonce_File>: Bin file path, its size must be 12 bytes.
-id, --id
Description: Set the firmware identifier.

Syntax: -id: Input as a string with a maximum length of 15 characters. Do not use
spaces.

-mc, --max counter
Description: Set the maximum number of licenses to be requested.
Syntax: -mc <Max_Counter>

<Max_Counter>: Number in decimal format, it must not exceed 1000000.
-pd, --persoData
Description: Set the personalization data configuring the HSM version 2.
Syntax: -pd <PersoData_File>

<PersoData_File>: Bin file path. Its size must be 108 bytes.
-info, --info
Description: Get HSM information.
-hash, --hash

Description: Calculate the input firmware hash to check the firmware.
Integrity (only for STM32H73). By default, the value of hash is 0.

Syntax: --hash <0/1>

3
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Example of HSM version 1 provisioning:

STM32TrustedPackageCreator_CLI -hsm -i1 -k "C:\TrustedFiles\key.bin" —n
"C:\TrustedFiles\nonce.bin" -id HSMv1_SLOT_1 -mc 2000

Example of HSM version 2 provisioning:

A new option [-pd] must be inserted to include the personalization data:

STM32TrustedPackageCreator_CLI -hsm -i1 -k "C:\TrustedFiles\key.bin" —n
"C:\TrustedFiles\nonce.bin" -id HSMv2_SLOT_2 -mc 2000 -pd
"C:\TrustedFiles\enc_ST_ Perso_L5.bin"

Note: If the HSM was already programmed and there is a new attempt to reprogram it, an
error message being displayed to indicate that the operation failed, and the HSM is locked.

Example of HSM get information
STM32TrustedPackageCreator_CLI -hsm —i 1 —info

Figure 11. Get HSM information in CLI mode

ldm_LoadModule(): loading module "stlibpll_ sam.dll"™ ...
ldm_LoadModule(WIN32): OK loading library "stlibplil_SAM.d11":

HSM STATE : OPERATIONAL_STATE
HSM FW IDENTIFIER : HSMw2_SLOT_2
HSM COUNTER : 2860

HSM VERSION : 2

H5M TYPE : SFI

Example of HSMv2 personalization data

In order to configure the HSM before programming, the user must indicate a mandatory
input, “-pd”, to set specific personalization data for the device by including the appropriate
file containing the configuration.

The STM32TrustedPackageCreator tool provides all personalization package files, ready to
be used on SFI/SFIx and SSP flows. To obtain all the supported packages, go to the
PersoPackages directory residing in the tool’s install path.

Each file name starts with a number, which is the product ID of the device. Select the correct
one.
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To obtain the appropriate personalization data, you first need to get the product ID:

Use the STM32CubeProgrammer tool to launch the get certificate command to
generate a certificate file containing some chip security information, knowing that this
command is recognized only for devices that support the security feature:

STM32 Programmer CLI -c port=swd -gc "certificate.bin"

A file named “certificate.bin” is created in the same path of the
STM32CubeProgrammer executable file.

Open the certificate file with a text editor tool, then read the eight characters from the
header that represent the product ID.

For example:
When using a STM32H7 device, you find: 45002001
When using a STM32L4 device, you find: 46201002

Once you have the product ID, you can now differentiate the personalization package to be
used on the HSM provisioning step respecting the following naming convention:

ProdcutlD_FlowType_LicenseVersion_SecurityVersion.enc.bin

For example: 47201003_SFI._01000000_00000000.enc.bin

Based on this name, the associated information is:

Product ID = 47201003 for STM32L5 devices (0x472 as device ID).
Type = SFlI

License version = 01 (significant endian)

Security version =0

SFI/SFIx generation command

-sfi, --sfi
Description: This command generates an SF| image file.

To generate an SFI image, the user must provide the mandatory inputs by using the
options listed below.

-devid, --deviceid

Description: specify devicelD. If this option is not used, P and R areas are generated
by default for all devices. This option is mandatory to avoid various issues with some
devices.

Syntax: -devid <device_id>

[<device id>]:Device ID

-fir, --firmware

Description: Add an input firmware file. Supported formats are Bin, Hex, Srec and
ELF. This option can be used more than once in order to add multiple firmware files.

Syntax: -fir <Firmware_file> [<Address>]
[<Firmware file>]:Firmware file

[<Address>]: Address only for binary firmware

3
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-firx, --firmwx

Description: Add an input for external firmware file. Supported formats are Bin,
Hex, Srec andELF. This option can be used more than once in order to add multiple
firmware files.

Syntax: -firx <Firmware_file> [<Address>] [<Region_Number>] [<Region_Mode>]
[<key_address>]

<Firmware file>: Supported external firmware files are ELF, HEX, SREC, BIN.
[<address>]: Only in the case of BIN input file (in any base).
[<Region Number>]: Only in the case of BIN input file (in any base):
[0:3]: OTFD1 (STM32H7A / STM32L5)
[4:7]: OTFD2 (STM32H7A3/7B3 and STM32H7B0 case)
[<Region Mode>]: Only in case of BIN input file (in any base), only two bits

[0:1] where

00: instruction only (AES-CTR)

01: data only (AES-CTR),

10: instruction + data (AES-CTR)

11: instruction only (EnhancedCipher)

[<key_address>]: Only in the case of BIN input file (in any base), random
key values in internal flash memory

-k, --key

Description: Set the AES-GCM encryption key.

Syntax: -k <Key file>

<Key file>:A16-byte binary file.

-kx, --keyx

Description: Set the AES-GCM encryption key for the external flash memory loader.
Syntax: -kx <Key area File>

-n, --nonce
Description: Set the AES-GCM nonce.
Syntax: -n <Nonce filex>

<Nonce _file> : A 12-byte binary file.

-v, --ver

Description: Set the image version.

Syntax: -v <Image versions

<Image versionsx: A value between 0 and 255 in any base.

-ob, --obfile
Description: Provide an option bytes file.
Syntax: -ob <CSV_file>

<CSV_file>: Acsv file with nine values.
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--r's, --ram size

Description: [Optional] Define the available RAM size for SFI programming in multi-
image configurations. If the option is not specified, the tool uses the default available
RAM size for each device, as indicated in the GUI mode of the SFI window.

Syntax: -rs <size>
< size >: Size in bytes.

-ct, --token

Description: Address at which to store the continuation token. The address must not
collide with other areas. (for multi-image).

Syntax: -ct <Address>

-0, --outfile

Description: Set the SFI file to be created.

Syntax: -o <out file>

<out_file> :SSFl file to be generated, must have the .sfi/sfix extension.
-hash, --hash

Description: Generate hash for integrity check.

Syntax: -hash <Flag>

-obk, --ob-keys
Description: Optional to insert multiple option bytes keys for the devices supporting
this functionality.

Syntax: -obk, --ob-keys <pathl.obk> <path2.obks>...

-ssfi, --sfi
Description: Optional to deploy an SSFI image in an SFI flow.
Syntax: -ssfi, --sfi <ssfi path.ssfis

-mcsyv, --mcsv
Description: Optional to indicate a list of modules in an SFl image.

Syntax: -mcsv, --mcsv <modules path.mcsvs

-ecsv, --ecsv
Description: Optional to indicate a list of external modules in an SFIx image.

Syntax: -ecsv, --ecsv <exmodules path.ecsvs>
Example for SFI:
With an ELF file:
STM32TrustedPackageCreator CLI -sfi -fir ELF firmware.axf -k
test firmware key.bin -n nonce.bin -ob FIR ob.csv -v
23 -0 test.sfi

3
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Figure 12. SFI generation with an ELF file

:W3TH32TrustedPackageCreatornbhin»STH32TrustedPackageCreator_CLI .exe —sfi —fir E
LF_firmware.axf -k test_firmware_key.bin —n nonce.bin —ob FIR obh.csv —v 23 -0 te

.sfi

With a binary file:

STM32TrustedPackageCreator CLI -sfi -fir bin firmware.bin
0x8000000 -k test firmware key.bin -n  nonce.bin -ob
FIR ob.csv -V 23 e test.sfi

Figure 13. SFl generation with a binary file

C:\8TH32TrustedPackageCreatorshin »8TH32TrustedPackageCreator_CLI .exe —sfi —fir h
in_firmuware .bin Bx03000000 -k test_firmware_key.bhin -n nonce.bin —ob FIR_ob.csv

-y 23 -0 test.sfi
SUCCES

SSP generation command

The STM32 trusted package creator tool CLI exports an SSP command with various options
to validate the SSP generation request.

-sSp, --SSp

Description: This command generates an SSP image file. In order to generate an SSP
image, the user must provide the mandatory inputs by using the options listed below.

-b, --blob

Description: Binary to encrypt

Syntax: -b <Blob>

<Blob> : Secrets file of size 148 bytes
-pk, --pubk

Description: OEM key file

Syntax 1: -pk <PubK.pem> : pem file of size 178 bytes for STM32MP15xx
Syntax 2: -pk <rpkht.bin> : binary file of size 32 bytes for STM32MP13xx

-k, --key

Description: AES-GCM encryption key

Syntax: -k <Key_ File>

<Key_File> : Bin file, its size must be 16 bytes.
-n, --nonce

Description: AES-GCM nonce

Syntax: -n <Nonce_File>

<Nonce_File> : Bin file, its size must be 16 bytes.

-0, --out
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Description: Generate SSP file
Syntax: -out <Output_File.ssp>
<Output_File> : SSP file to be created with (extension .ssp)

If all input fields are well validated, an SSP file is generated in the directory path already
mentioned in the “-0” option.

Command example:

STM32TrustedPackageCreator CLI -ssp

-b “C:\SSP\secrets\secrets.bin”

-pk “C:\SSP\OEMPublicKey.pem” -k “C:\SSP\key.bin”
-n “C:\SSP\nonce.bin” -o “C:\out.ssp”

Once the operation is done, a green message is displayed to indicate that the generation
finished successfully, otherwise an error occurs.

OBKey generation

-obk, --obk

Description: This command generates OBKey files used by the STM32CubeProgrammer
to program the OBKey content.

Syntax: -obk <input_xml_file>

<input_xml_file> : An input XML file describing the OBKey region structure.

For more details, refer to Appendix A.
Example:

STM32TrustedPackageCreator CLI.exe -obk C:\OBKey.xml

Image generation

-pb, --pb

Description: This command generates a signed/encrypted image using the imgtool.
Syntax: -pb <input_xml_file>

<input_xml_file>: An input XML file describing the commands/parameters to be passed to
the imgtool.

For more details, refer to Appendix B.
Example:
STM32TrustedPackageCreator CLI.exe -pb C: \ ImageGen.xml

Only one command is executed at a time. It is not possible to use -obk and -pb at the same
time.

Generation of encryption and authentication keys

-genkey, --generatekey

Description: This command generates encryption and authentication keys.

3
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Syntax: -genkey -inkey <input_key> -keytype <key_type>

<input_key> : Key file to be generated

<key_type> : Possible Key types: ecdsa-p256, rsa-2048, rsa-3072

If <input_key> exists, the old key is renamed, and a new pair of keys is generated.

Example:

STM32TrustedPackageCreator CLI.exe -genkey -inkey C:\KeysGen\enc-ec256-
priv.pem -keytype ecdsa-p256

3.8 STM32WB firmware signing
-sign, --sign

Description: SignS a binary image using ECDSA algorithm and saveS the public key in a
binary file in the same folder as the private key. provide the information listed below.

-bin, --binary: Input firmware image in a binary format to be signed

<Img File>: Binary image file path

-prvk, --privatekey : EC private key in PEM format with Prime256v1 curve.
It can be generated using the following OpenSSL-tool command:

openssl.exe ecparam-name prime256v1 -genkey -noout -out prvkey.pem

<prvk Files> : Private key file path

-v, --version : Signed image version

<Img Vers : Version number. Must be an integer.
-o, --outfile : Output image file path

<Output File> : Signed image file path

Before loading the signed image to STM32WB devices using STM32CubeProgrammer via
the - fwupgrade command, you need to download the binary public key using the
-authkeyupdate command.

For more information about these STM32CubeProgrammer commands, refer to UM2237
[1].
Note: This section does not concern STM32WBO0

3.9 SSP backup generation

The backup memory is data that is stored in the SSP-SFI area of type "B", this memory is
programmed during the SSP sequence and serves as a backup memory for the device.

The STM32 trusted package creator tool CLI exports a Backup command to generate a
backup binary which may be used in next step with SSP SFI image.

--backup-gen, -backupgen

3
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Description: Generate SSP backup binary.

Syntax: --backup-gen or -backupgen -in <input_json> -out/-o <output_binary>
<input_json>: Input Json file path describing the backup memory files.
<output_binary>: Backup file to be created with (extension .bin)

Example:

--backup-gen -in "C:\STM32\SSP\Backup\backup-out.json" -o
"C:\STM32\SSP\Backup\backupOutput .bin"

If you do not already have a JSON file, you can generate or export one using the GUI
interface through the Backup Gen tab (see Section 4.6).

The JSON file has the capability to contain multiple input files.

The tool verifies the integrity of the JSON file and checks its format validity to ensure that it
is properly structured.

Key generation and FW signature (STM32WB0x/STM32WL3x
only)

-keygen, --keygen
Description: This command generates a new key pair (public and private).

Syntax: -keygen -k <Output_File_priv_path> <Output_File_pub_path> -f
<public_key.c_path> <public_key.py path> <Information.txt>

<Output_File_priv_path> : Output file for private key
<Output_File_pub_path> : Output file for public key
<public_key.c_path> : Output file for public key

<public_key.py_path> : Output file for public key

<Information.txt> : Output file contains information about the public Key

Example:

>> STM32TrustedPackageCreator CLI.exe -keygen -k C:\ private.pem C:\
public.pem -f C:\public key.c C:\ public key.py C:\ public key.txt

-signbin, --signbin
Description: This command generates a signed image

Syntax: -signbin -k <Input_File_priv_path> -f <binary_to_sign_path> -o
<output_signed_bin_path>

<Input_File_priv_path> : Input file for private key
<binary_to_sign_path> : Input binary to sign
<output_signed_bin_path> : Output signed file path

Example:

>> STM32TrustedPackageCreator CLI.exe -signbin -k C: \test\priv_key.pem -f
C: \test\gpio.bin -o C:\C_Project\test\gpio Signed.bin
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SSP-SFl image generation

The STM32 trusted package creator tool CLI exports a SSP-SFI command with various
options to validate the SSP-SFI generation request.

-ssp-sfi, --ssp-sfi

Description: This command generates an SSP image file in SFI format. In order to
generate an SSP-SFI image, the user must provide the mandatory inputs by using the
options listed below.

-b, --blob

Description: Secrets binary to encrypt

Syntax: -b <blob>

<blob>: Secrets file path

-k, --key

Description: AES-GCM encryption key

Syntax: -k <Key_File>

<Key_File>: Bin file, its size must be 16 bytes.

-n, --nonce

Description: AES-GCM nonce

Syntax: -n <Nonce_File>

<Nonce_File>: Bin file, its size must be 12 bytes.

-backup, --backup

Description: The backup memory to deploy

Syntax: -backup <Backup_File> <Base_Address>
<Backup_File> : Binary file path

< Base_Address> : The RAM base address dedicated for the backup
-iv, --image-version

Description: The SSP-SFI image version

Syntax: -iv <Image_Version>

< Image_Version >: Its value must be in <0..255> (in any base).
-0, --out

Description: Generate SSP-SFI file

Syntax: -out <Output_File>

<Output_File>: SSP-SFI file to be created with (extension .ssp)

If all input fields are well validated, an SSP file is generated in the directory path already
mentioned in the “-0” option.

Command example:

--ssp-sfi -b secrets.bin -iv 1 -k key.bin -n nonce.bin -backup backup.bin
0x0C000000 -o out-sfi.ssp
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Once the operation is done, a green message is displayed to indicate that the generation
finished successfully displaying the list of the SFI areas, otherwise an error occurs.

Regeneration of encryption and authentication keys

-genkey, --generatekey
Description: This command generates encryption and authentication keys.
Syntax: -genkey -inkey <input_key> -keytype <key_type>

<input_key>: An input key file to be regenerated.

<key_type>: A key type.

Example:

>> STM32TrustedPackageCreator CLI.exe -genkey -inkey C:\KeysGen\enc-ec256-
priv.pem -keytype ecdsa-p256

MCE image generation

Definition: Refer to the STM32 reference manual for more details about the MCE (Memory
Cipher Engine) hardware feature.

The Trusted Package Creator role is to encrypt the firmware with a given symmetric 16-byte
key to protect data located in external memory.

Syntax:

-mce -app <Application_Path> -key <Key_ Path> -directory <Output_Folder>
-add <Start_Address> -mode <mode>

Application_Path: Path to the firmware's binary file to be encrypted.
Key_Path: Path to the key's binary file required for derivation.
Output_Folder: Location where the encrypted image will be generated.

Start_Address: Address to use when programming the image into external flash after
encryption.

mode: Encryption mode (0 for Block + Normal, 1 for Block + Fast, 2 for Noekeon).

Global license generation

The STM32 Trusted Package Creator CLI tool is used to generate license files used by the
STM32CubeProgrammer during the secure manager SFI and module install.

-GenlLic, --GenerateLicense

Description: This command generates two types of license files, SFIG and SMUG, using
the following syntax:

Syntax: -GenLic -mcutype <mcuName> -lictype <licenseType> -fwk <keypath> -n
<noncePath> -output <outputfilePath.bin>

<mcuName> : MCU device ID (Example: 0x47A for STM32H5Exx/Fxx)
<licenseType> : Must be one of the defined types: SFIG/ISMUG

3
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<keypath> : Input firmware key (only 1 segment), ELF HEX SREC BIN
<noncePath> : AES-GCM nonce, bin file, its size must be 12 bytes
<outputfilePath.bin> : Bin file, it must be a valid path

Example:

>> STM32TrustedPackageCreator CLI.exe -GenLic -mcutype 0x484 -lictype SFIG
-fwk firmwarekeyPath.bin -n noncePath.bin -output outputfilePath.bin

If -mcutype <mcuName> is not indicated, the tool selects the 0x484 as a default MCU.
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interface (GUI)

SFI generation

To validate the SFI generation request, the user has to fill in the input fields with valid
values:

Firmware files

The user must add the input firmware files with the add button.

If the file is valid, it is added to the firmware files list. Selecting it makes several pieces of
related information appear in the firmware information section (Figure 14), otherwise an
error message box is shown saying that the file could not be opened, or is not valid.

If the file is in a binary format, a dialog box appears requesting that an address be provided.
A file can be removed with the Remove button.

Figure 14. Firmware file addition

MSv53455V2

Encryption key and nonce file

The encryption key and nonce file can be selected by entering their paths (absolute or
relative), or by selection with the open button. Notice that sizes must be respected (16 bytes
for the key and 12 bytes for nonce).

Option bytes file
The option bytes file can be selected the same way. Only CSV files are supported.

Image version

Image version value in [0..255].
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RAM size

Size of RAM memory available for SFI programming.

Continuation token address

Address at which to store the continuation token. The address must not collide with other
areas.

Output file

An output file can be selected by entering its path (absolute or relative), or with the select
folder button, note that with the latter way, a name out.sfi is suggested, you can keep or
change it.

Generate hash

When the generate hash option is checked, the STM32 trusted package creator calculates
the input firmware hash and integrates it into the SFI firmware. The STM32H73 MCU is able
to use this hash input to check the firmware integrity.

When all fields are properly filled in, the Generate SFI button becomes active. The user
may generate the SFI file by clicking on it. A message box indicating successful generation
appears (Figure 15) and information about the generated SFl file is displayed in the SFI
information section.

Figure 15. Successful SFI generation

— SF1 SFIx SF1 Option Bytes. smr HSM

SFI Microcontroller |STM32U575/585 5
|

Firmware files

Overview

£8 project_ns.bin

Il

File name. outsfi =
ize

Si 5.55KB
] - u
Segments
Index Type Size Address
a 91 KB 048000000
Encryption key file L
[c:mputs key.bin i Success X
W o SFI successfully created
[c:Ainputsjhonce.bin n
‘Option bytes file ‘ |
[c:Anputsiob.csv [ open |
Random Key area file (Optional)
Parse i, ssfi, mesv file
rs C: ffiles out.sfi
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The devices supporting the secure manager include new security features, which can be
configured at the SFI installation. The tool exposes new graphical components.

Figure 16. Successful SFI generation for devices supporting the secure manager

@ _ o x

,

SF1 SFIx SFIOption Bytes sM1 HSM

Encryption key file
[c:rputshey.bin
Nonce file
[ic: inputs/nonce.bin
Option bytes file
ey =
Random Key area file (Optional)
(OBKey files (Optional)
£8 DA Configobk e
SSFI file (Optional)
[c:inputs/STinstallabieServices.ssf [ open |
Hodules file (Optional)
[C-/H5_SFI_INPUT jmocke INPUT fmodules. mesv [ open ] Parse fi, ssfi, mesv file
~ . } B - [c:/flesfout.s =
Imageversion [0 =] GenerateHash v Available RAM size (Byte) [0x13000  Continuation tokenaddress |
©) =N
NT720041/4

Possibility to add multiple OBKey files having the .OBK extension.

SSFl file
Select an SSFI image.

Modules file

Select an MCSYV file that includes the list of modules to be installed.

A modules file is an input listing the modules with their associated information according to
this syntax:

ModulePath, LicensePath.bin or HSM FW ID, DestinationAddress
Use # at the beginning of a line to ignore it:

#ModulePath, LicensePath.bin or HSM FW ID, DestinationAddress
e Module path: file path of the payload module having the .smu or the .bin extension

e LicensePath.bin or HSM FW ID: use the license path for the global license install and
the HSM FW ID for chip specific install.

e DestinationAddress: the target address to program the module
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Each path can be a full path or a relative path. In the case of a relative path, the root

directory is the folder where the MCSV file is located.

Example:

./../License/module0.smu,

Figure 17. Parsing of the MCSYV file for modules list

./../License/LicenseV0.bin,

0x8172000

Global license

128 KB

0x 8172000

Firmware information SFI information 4
Overview
File name C:/H5_SFI_INPUT/module INPUT/modules.mcsv j
Size e
Modules number 1 LI
Modules
Index Type Size Address HSM FW ID
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4.2

SFIx generation

The user must enter the input for external firmware files. If the file is valid, several
pieces of related information appear in the firmware information section. A popup also
appears that contains fields to be filled in (Figure 18).

Start address: Mandatory option, the start address of a binary.
OTFDEC settings: Switch ON/OFF button.

— In case OTFDEC settings ON: Set your customized value of region number,
mode, and key address.

— Incase OTFDEC settings OFF: Region number, mode, and key address fields are
disabled and set to the disabled value (OXxFFFFFFFF).

Region number: The OTFDEC configuration detailed in Section 2.2: SFIx preparation
process.

Region mode: The OTFDEC configuration detailed in Section 2.2: SFIx preparation
process.

Key address: The address of the key.

Figure 18. External firmware file selection

Excternal femware files
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Eacternal femware files Project_sbin
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Keyaddew |

Dption Liptes Tile.

lnage versiom [o
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Auatable RAM size (Byte) 215000

= Genenate Hash

Output file

Output files can be selected by entering their paths (absolute or relative), or with the select
folder button. Note that in the latter case, a name is suggested, which can be kept or
changed.
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When all fields are properly filled in, the Generate SFIx button becomes active. The user
may generate the SFIx file by clicking on it.

If the generation is successful, a confirmatory message box appears, and information about
the generated SFIx file is displayed in the SFIx information section.
The SFIx information section (Figure 19), contains two sections:

e An overview section mentioning the name of the output file and various information
including the size of the file, its image version, internal/external segments and so on.

e Af‘segments’ section showing the different areas.

e A‘parse SFlx file’ section, allowing the user to browse a .sfix output and parse it to
display SFIx information

Figure 19. Successful SFIx generation
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The SFIx window for devices supporting the secure manager displays three additional
graphical components (OBK files, SSFI, and Modules), already covered in Section 4.1.

3

UM2238 Rev 20 37/93




STM32 trusted package creator tool graphical user interface (GUI) UM2238

Figure 20. SFIx window for devices supporting the secure manager
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External modules file

Select an ECSYV file that includes the list of external modules to install. An external modules
file is an input listing the modules with their associated information according to a specific
syntax (same as MCSYV already described for the modules file MCSV).

#DownloadSlotPath, LicensePath.bin or HSM FW ID, DestinationAddress, OTFDEC
Region-number, OTFDEC Region-mode, OTFDEC Key-address

Use # at the beginning of a line to ignore it:
#DownloadSlotPath, LicensePath.bin or HSM FW ID, DestinationAddress, OTFDEC
Region-number, OTFDEC Region-mode, OTFDEC Key-address

. DownloadSlotPath: file path of the external payload module, with .smu, .hex, or .bin
extension

e LicensePath.bin or HSM FW ID: use the license path for the global license install and
the HSM FW ID for the chip specific install.

e DestinationAddress: target address to program the module.

e OTFDEC Region-number: OTFDEC configuration, detailed in Section 2.2.
e OTFDEC Region-mode: OTFDEC configuration, detailed in Section 2.2.

e OTFDEC Key-address: OTFDEC key address.

Each path can be a full or a relative path. In the latter case, the root directory is the folder
where the ECSV file is located.

3
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Example:

.\..\Ext_Flash SMDK.smu, .\..\License\SMUG Global License.bin, 0x90050000,
OxXFFFFFFFF, OXFFFFFFFF, OXFFFFFFFF

It is possible to browse and parse an ECSV file using the option “Parse sfix, ssfi, mcsy,
ecsVv” from the SFIx window and SFIx information tab.

4.3 SSP generation

4.3.1 SSP image generation

The STM32 Trusted Package Creator tool GUI presents an SSP tab to generate an SSP
image. The user must fill in the input fields with valid values.

Figure 21. STM32TrustedPackageCreator SSP GUI table

55 5TM32 Trumded Package Crasber

Devies: | ETHEZRAPIS

Seoreds file

QEMA prablic by file

Ehutput S5 file

Device

The SSP image generation is different between STM32MP15xx and STM32MP13xx
devices. The user can use the combo box to select the current device to be used.

Note: RMA password is deprecated from SSP Generation. It is possible to manage it using the
Secrets Gen panel.

Secrets file

Binary file of size 148 bytes to encrypt. Can be selected by entering its path (absolute or
relative), or by selection with the open button. Refer to 2712 bytes for STM32MP13xx.
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OEM public key file / OEM RPKTH

This component has dynamic handling to present the input file of the OEM key.

OEM public key file for STM32MP15xx devices, PEM file of size 178 bytes.

OEM Root public Key Table hash for STM32MP13xx devices, bin file of size 32 bytes.

Encryption key and nonce files

The encryption key and nonce file can be selected by entering their paths (absolute or
relative), or by selection with the open button. Notice that sizes must be respected (16 bytes
for the key and 16 bytes for nonce).

Generate button

Is a flexible way to generate and save a random key/nonce by choosing the output folder
(the same key/nonce must be provisioned on HSM) and you can ignore this button if you are
already the necessary key/nonce.

Output SSP file

Select the output directory by mentioning the SSP file name to be created with an .ssp
extension. It can be selected by entering paths (absolute or relative), or with the select
folder button. Note that in the latter case, a name is suggested, which can be kept or
changed. When all fields are properly filled in, the user can start the generation by clicking
on the generate SSP button (the button becomes active).

Once the generation is done, we can get SSP information from the SSP overview section.

Figure 22. SSP output information for STM32MP15xx

Secrets file mfermation =5P information
Overview
File name put.ssp
Type 55F
SEe 244 B

Figure 23. SSP output information for STM32MP13xx
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3

File name: SSP output file name.
Type: SSP extension.

Size: indicates the generated file size including all data fields.
244 bytes for STM32MP15xx
212 bytes for STM32MP13xx

Security features

OBKey/Data generation

The STM32 Trusted Package Creator tool presents an OBKey/Data Generation tab. This
tab enables generating the .OBK files used by the STM32CubeProgrammer to program the
OBKey content.

Figure 24. OBKey/Data Generation tab

{34 STM32 Trusted Package Creator - [m] X
—— | OBKey/Data Generation Image Gen License Gen SFI SFIx HSM X-CUBE-RSSe SFI Option Bytes
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OBkey Destintion | Dx0FFD0200
Number of images managed [0x01 | firmware image only =] || | Encryption Option | Ensble
Is the firmware full secure ~ OBkey Size
Firmware execution area offset Header Size
Joxo0000000 MU

Firmware download area offset

Slot Information

Joxo01E0000

Firmware area size

Joxoo020000
Data download area offset

Output File [Users/bachoucT/Downloads/STiRoT Config.obk (It

Size of inside the fir
I Tool Description:
Product state minimal allowed 0x0000EDCC | Open =] The purpose of this tool is ta generate provisioning data also called obk
. files.
e The file can be generated only with XML input.
AT rr—— BTN = -] ST | Fossble XL configuration for OaiKey are:
1.DA (Debug Authentication) configuration XML
Authentication key 2.5TiROT configuration XML
3.0EMIROT configuration XML
[ 7KeysisTiRoT Authentication. pem [ open | EEmvEE 4.0EMUROT configuration XML

5.SMAK configuration XML
-Examples of XML can be found in CubeFW package in
projects\<board>\ROT_Provisioning

Encryption option is enabled! Make sure that you use crypto partt

0

MSv80415V1

XML file
It is the input XML file path to be loaded. For more details, refer to Appendix A.

Generate OBKey
This is a flexible way to generate and save a .OBK file by choosing the output file path.

A key generation mechanism is offered to users to generate encryption and authentication
keys by selecting a path, then clicking on Generate button.
e Case 1: the key'’s path field is empty, a new private and public key is generated.

e Case 2: the key's path field contains a key, the old key is renamed, and a new private
and public key are generated.
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Image generation

The STM32 Trusted Package Creator tool presents an image generation tab to generate
signed and encrypted image using the imgtool.

The tool input is an XML file describing the commands and parameters to be passed to the
imgtool. The imgtool is embedded in the STM32CubeProgrammer package.

Figure 25. Image generation tab

£l STM32 Trusted Package Creator - [u] X
— X-CUBE-RSSe SFI Option Bytes
sr1 R
[C:/Users/imageGen/STReT Data_Imagesxml [ open ] 5
Data image generation
=
Tool Description:
The purpose of this toal is to generate signed and encrypted images using the imgtoal.
The tool input is an XML file deseribing the commands and parameters to be passed to the imgtoal.
The imgtool is embedded in the STM32CubeProgrammer package.
MSv80416V1

XML file
It is the input XML file path to be loaded. For more details see Appendix B.

Generate image

It is a flexible process to generate an image by choosing the output folder in output-
mcuboot format region.

Debug authentication

The STM32Trusted Package Creator tool presents a debug authentication panel (DA) with
two tabs to generate the files for the debug authentication process.

The first tab is “OBkey/Data Generation” (see Figure 24), responsible of the generation of
the .OBK files used by the STM32CubeProgrammer to program the OBKey area containing
user keys and permissions.

Select the target MCU, then select whether it is targeting a certificate or password based
debug authentication. The user must provide the debug authentication root key (the tool
gives the possibility to generate this key using “Generate” button), and the permissions.

The second tab is “Certificate Generation” (see Figure 25). It generates a signed certificate
using an Arm tool (PSA ADAC) for debug authentication. The signed certificate is used as
input to STM32CubeProgrammer for debug authentication and for certificate chaining.
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For more details, refer to AN6008: Getting started with debug authentication (DA) for
STM32 MCUs.

Figure 26. Debug authentication - OBkey generation

,,,,,,,,,,,,,,,,,, = e el

MSv80417V1

Figure 27. Debug authentication - Certificate generation

MSv80418V1

e  Microcontroller: specifies the MCU used.
e Role: defines where this certificate may be used.
—  Possible values: 1 = ROLE ROOT, 2 = ROLE INTERMEDIATE, 3 = ROLE LEAF

e  Private key: relative path to issue a key file. It is also the key that signs this certificate.
For the root certificate, must be the same as the subject key.
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e Public key: relative path to subject a key file. It is also the public key embedded within
this certificate.

e  Permissions mask: written on128-bit, it is the bit mask limiting the permissions that can
be requested when performing the debug authentication. A set bit indicates that the
permission corresponding to that bit position is allowed.

When setting a certificate role at INTERMEDIATE or LEAF, the user must provide a
certificate for chaining. The tool generates a certificate as a result of chaining of two
certificates.

Global license generation

The STM32 Trusted Package Creator tool presents a license generation tab to generate
license files used by the STM32CubeProgrammer during the secure manager and module
install.

The tool inputs are a firmware key file and a nonce file.

Figure 28. STM32TrustedPackageCreator license generation tab

optens e o Lyy.on

==

DT72089V1

Firmware key and nonce files

This key is 32 bytes and is composed of two fields:
e The initialization vector (IV) or nonce, provided by the user in the nonce file field
e  The key (firmware encryption symmetric key field)

This key is used for firmware or module encryption in the AES128-GCM format.

Both fields are 16-byte long. The last 4 bytes of the nonce must be all zeros (only 96 bits of
the nonce are used in the AES128-GCM algorithm).

Both fields must remain secret; Therefore they are encrypted before being sent to the chip.

The key and the nonce remain the same for all licenses for a given piece of firmware.
However, they must be different for different firmware or different versions of the same
firmware.
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License type

This option must be set either to SFIG for secure manager install or to SMUG for secure
module install/update.

License version

This option is set to 0.

445 Certificate generation using PSA_ADAC command line

The PSA_ADAC CLI tool is part of TPC, used by TPC GUI to generate certificate for Debug
Authentication. It can be found in /bin/Utilities directory.

The PSA_ADAC tool can be used from the command line (cmd) and it has two main
functions, namely Sign Certificates, and Chain Certificates.
e  Sign Certificates
To sign certificates, use the command PSA_ADAC sign <input_file>
<input_file>: .yml file that describes the certificate.

When using the Certificate Generation feature in TPC GUI, an YML file is automatically
created at:
<User_Home>\STMicroelectronics\STM32CubeProgrammer\ConfigGenCertifDA.yml

This file can be used as reference.

Here is an example of an YML file used to generate a root certificate for STM32H5
product:

name: certificatePath (without extension)

issuer-key: issuer-keyPath

subject-key: subject-keyPath

role: 1

usage: 1

lifecycle: 0x0000

oem_constraint: 0

soc_class: 0

soc_id: 0

permissions_mask: 0x00000000_00000000_00000000_00005077
e  Chain Certificates

To chain certificates use the command PSA_ADAC chain <input_files> -o <output_file >
<output_file>: certificate file encoded in base64.
<input_file>: input certificate file in .cert format.
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4.5 STM32WBO0x/STM32WL3x secure boot

4.5.1 Generate key

The Key generation tab allows:
e  Generating a new key pair (public and private)
e  Selecting the destination folder for the generated key pair

Figure 29. STM32TrustedPackageCreator Generate key GUI
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‘Tool Description:

“Tool purpose is to generate private and public keys, private key is used to generate signed bin,
‘Then public key will be used for provisionnig TP memory.
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4.5.2 Firmware signature

The Firmware signature tab allows:

e  Setting the key pair (public and private) to create the file signature
e  Selecting the file to be signed

e  Setting the name of the signed file

e Creating the signed image

Figure 30. STM32TrustedPackageCreator Firmware signature GUI
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SSP backup generation

The Backup Gen tab, located within the SSP panel, is designed to achieve four main goals.
e Parse Jsonfile.

e  Customize the backup files list.
e  Generate a backup binary file.
e Browse and decode a backup binary.

Figure 31. SSP Backup generation window

UM2238

‘ 'I life.ougmented

= | SecretsGen Backup Gen X-CUBE-RSSe HSM SSP SSPSH

Device |STM32MPZ5  ~| | InputJsonconfig | JIZEI @  OutputBackup binary file
- [ ci/sTMz2/55P/Backup/backup-utdbin I Setect folder
Backup Files List Overview
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Ci/STM32/55P/Backup/backup-out.bin [ eowse ]

Generate Backup

Parse Json file

Once you have selected the STM32 device, you can choose and open a JSON file by
pressing the "Open" button located under the "Input JSON config" option. The tool will then
launch a file chooser, allowing you to select the desired JSON file. Once the file has been

selected, the tool will parse its contents and display them on the "Backup Files List"
component.

The list of input files and its configuration are described on a JSON file:
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Figure 32. SSP Backup input JSON file
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"Wrapping™: {
"BitOEff " Ox] T
"EBitWVal 0200 ™
"Bitwidth™: Ox0o22"

"PossikbhleValuss":z: {

“o™: "No Encryption™,

"1l": "HUER deriwved for TDCIDL™,
b= "HUFE deriwved for TDOID2™

1
1.
"Title": "STM3Z2 Backup Config™

Name: The identifier name of the file
Offset: Offset within the memory area
Path: The path of the considered binary file

Protection: The security word is composed of the bitfields mentioned in the
specification.

Lock

BitOffset: Ox1F

BitValue: 0x00, the default value of the field
BitWidth: 0x01

PossibleValues: the list of possible values
EncWrap

BitOffset: 0x1D

BitValue: 0x00, the default value of the field
BitwWidth: 0x02

PossibleValues: the list of possible values

Same definition for: CID, KeySel, KeySize, Algorithm, nonce
The nonce field is available only with the algorithms AES-CB and AES-CTR.
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Customize the backup files list:

—  The possible actions that can be executed:

— Add new backup file: new backup section will be added to the view then you need
to populate its fields (+ icon).

— Remove item: it is possible to delete a specific item (X icon).

—  Mention the Offset value, hexadecimal value.

—  Configure the item: Lock, EncWrap, KeySel, KeySize, Algorithm

—  Browse the file path to edit the input binary location.

—  Export the current view to an output Json file.

Figure 33. Backup generation, customize the list of backup sections

Backup 1path: | C:/STM32/S5P/Backup/datal bin |m 0
Offset  |0x00000000 Lock Ne =~ CciD cibt - Enc/Wrap Mo Encryption =

Mo Encryption
KeySel [DHUK KeySize [125-bit Algorithm  [AES-ECE

Encryption
Backup 2 path: | C:/STM32/SSP/Backup/dataZbin N Erowse | 0
Offset  |0x00020000 Llock |MNo ~ cap <Dt > Enc/Wrap  |Encryption -
KeySel  [BHK - KeySize [256-bit = Algorithm  [AES-CBC ~ Nonce  [ssP/nonce-enc.bin| [l

If the backup files list is empty, it is not possible to export a JSON file.

If you have been adding and removing items from the list view using the imported JSON file,
you can press the "Refresh” icon to clear and reload the corresponding fields.

If you add a large number of backup items, a scroll bar will appear, allowing you to navigate
through the items more easily.

You can create a backup view from scratch without needing to specify previously an input
Json file, by adding directly backup items using the “+” icon.

Generate a backup binary file

If all necessary elements are present, you can proceed by pressing the "Generate Backup"
button to initiate the preparation of the image. The resulting image will be saved into a
binary file, which is specified in the "Output Backup binary file" field.
The result information is displayed in the Overview table:

—  File name: the output binary name.

—  Size: the total size of the output image

—  Segments number: the total number of backup files used to prepare the image.

The list of sections is decoded and shown in the Segments table:
— Index: The index of the backup area
—  Offset: The offset value.
—  Protection: The protection value.
— Data size: The size of the corresponding backup area data.
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Figure 34. Decode SSP backup binary
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Index Offset Protection Data Size
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3 (O 2000000 (0:<30000000 5389 KB

Browse backup binary

If you already have a backup binary and want to decode and check its contents, you can do
so by clicking on the "Browse" button located under the "Parse backup binary" option.

This will launch a file explorer, allowing you to select the desired file. The tool will then parse
the file, check its format validity, and display the sections in the "Segments" table.

SSP-SFl image generation

The STM32 Trusted Package Creator tool GUI presents an SSP-SFI tab to generate an
SSP image in SFI format. The user must fill in the input fields with valid values.

Figure 35. SSP SFl window
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Device
The user can use the combo box to select the current device to be used.
Secrets file

Binary file including the secrets to encrypt. Can be selected by entering its path (absolute or
relative), or by selection with the open button.

Encryption key and nonce files

The encryption key and nonce file can be selected by entering their paths (absolute or
relative), or by selection with the open button.

Notice that sizes must be respected (16 bytes for the key and 12 bytes for nonce).
Backup memory file

It is possible to integrate multiple backup files into an SSP-SFI image by adding the backup
input file and indicating the RAM base address. Each backup segment is represented in an
independent area of type 'B'.

OEM extra payload

It is reserved for future features.

Image version

Image version value in [0..255], It is a mark to generate several image with different version.
Output SSP SFl file

Select the output directory by mentioning the SSP-SFI file name to be created with an .ssp
extension. It can be selected by entering paths (absolute or relative), or with the select
folder button. Note that in the latter case, a name is suggested, which can be kept or
changed.

When all fields are properly filled in, the user can start the generation by clicking on the
generate SSP SFI button (the button becomes active).

Once the generation is done, we can get SSP information from the SSP overview section.
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SSP secrets generation

The Secrets Gen tab, located within the SSP panel, is designed to achieve 4 main goals.

Customize the Secrets items list.
Parse Secrets Json file.

Generate a Secrets binary file.
Browse and decode a Secrets binary.

Figure 36. SSP Secrets generation window

MSv75078

Customize the Secrets items list

The possibles actions that can be executed:

Add new item: new input section will be added to the view then you need to populate its
fields (+ icon). Two different possible suggestions: add binary or word.

Remove item: it is possible to delete a specific item (X icon). Mandatory items are not
removed to ensure the presence of the necessary items needed for secure boot.

Mention the Word value, decimal value to indicate the index of the OTP (not editable
for predefined items)

Choose the adequate values for the Fuse Configuration (Lock, CID, Enc/Wrap, KeySel,
KeySize, Algorithm and Nonce) for the device that supports this capability (as
STM32MP25).

Select the endianness format of the binary, Format 1, or Format 2. (Format 1 is fixed for
word item)

Browse the file path to edit the input binary location or mention the word item value.
Export the current view to an output Json file.
Sort the list of items based on the OTP word index to give an ordered view.

Parse Secrets JSON file

Once a customized view is populated, it is possible to export the current view into a JSON
file to be used as reference or for future analysis.
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you can choose and open a JSON file by pressing the "Open" button located under the
"Input JSON config" option. The tool will then launch a file chooser, allowing you to select
the desired JSON file. Once the file has been selected, the tool will decode its contents and
display them on the "Secrets List" component.

Generate a Secrets binary file

If all necessary elements are present, you can proceed by pressing the "Generate Secrets”
button to initiate the preparation of the image. The tool processes several checks on the
input items (check of binary size, available index, memory overflow, regions overlap). The
resulting image is saved into a binary file, which is specified in the "Output Backup binary
file" field. The result information is displayed in the Overview table:

e File name: the output binary name.
e  Size: the total size of the output image.
e  OTP total number: the total number of used OTP words.

The list of areas is decoded and shown word by word in a table:
e Index: the index of the OTP word.

e  Value: the OTP value.

e Fuse Conf: the protection value.

Each OTP region is highlighted with the same color to differentiate between areas (binary or
word).

Browse Secrets binary

If you already have a Secrets binary and want to decode and check its contents, you can do
so by clicking on the "Browse" button located under the "Parse Secrets binary" option. This
launches a file explorer, allowing you to select the desired file. The tool then parses the file,
checks its format validity, and displays the sections in the "OTP Words" table.

Endianness given in the specification for format: Keys are represented as a string of bytes
to be stored in consecutive OTP words. For example, a 64-bit key
(OXAABBCCDDEEFF5566) is stored in two consecutive OTP words, KEY0 and KEY1. A
key is stored in OTP words using one of the following formats:

e Format 1: KEYO = OXAABBCCDD, KEY1 = OXEEFF5566
e Format 2: KEYO = OxDDCCBBAA, KEY1 = 0x6655FFEE

X-CUBE-RSSe and STM32MPUSSP-UTIL

X-CUBE-RSSe

The X-CUBE-RSSe comes in zip format and can be directly imported into the
STM32TrustedPackageCreator. This package contains:

e RSSe binaries: Root Security Services Extension needed by STM32CubeProgrammer
to perform the SFI/Key Wrapping.

e Personalization data: encrypted binaries to be programmed into HSM depending on
the used MCU.

e  Option Bytes CSV: template for OB CSYV files to be used for SFl files creation.
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STM32 trusted package creator tool graphical user interface (GUI)

)

The user can import the package from the “X-CUBE-RSSe” window, which is available in
both the Secure Firmware Install and Security windows.

This window contains:
e Description of this package: provides detailed information about the package.
e Imported package path: automatically populated after importing the package.

e Import status: displays either "X-CUBE-RSSe Imported" or "No Selected X-CUBE-
RSSe for MCU."

e Package version: automatically filled after importing the package.
e Release note link: the hyperlink will be enabled after importing the package.

Figure 37. The X-CUBE-RSSe interface in the Security and SFl windows
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Figure 38. The X-CUBE-RSSe Package in HSM panel

9

File Edit Options Dacuments
tle.ougmented

5FI Option Bytes HSM

X-CUBE-RSSe

HSM information
TE Firmmare 1B

Max counter

Firmware identifier HSM status

Version

Type

Nonce file
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4.9.2 STM32MPUSSP-UTIL

The STM32MPUSSP-UTIL comes in zip format and can be directly imported into the
STM32TrustedPackageCreator. This package contains:

e RSSe SSP binaries: Root Security Services Extension needed by
STM32CubeProgrammer to perform Secure Secret Provisioning.

e Personalization data: encrypted binaries to be programmed into HSM depending on
the used MPU.

The user can import the package from the "STM32MPUSSP-UTIL" window, available within

the "SSP" window. This window contains:

e Description of this package: provides detailed information about the package.

e Imported package path: automatically populated after importing the package.

Import status: displays either "STM32MPUSSP-UTIL imported" or "No Selected
STM32MPUSSP-UTIL for MPU."

Package version: automatically filled after importing the package.
Release note link: the hyperlink will be enabled after importing the package.

Figure 39. STM32MPUSSP-UTIL interface
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Import status : No STM3ZMPUSSP. UTIL selected for MPU his panel (0 import STM32MPUSSP UTIL

MSv75081

3

56/93 UM2238 Rev 20




UM2238 Option bytes file

5 Option bytes file

The option bytes file field is mandatory for SFI applications only, it allows option bytes to be
programmed during secure firmware install.

Only CSV (comma separated value) format is supported for such files, it is composed of two
vectors: a register name and its value.

Figure 40. Example of an option bytes file

[~ FIR_ob.csv 4

FOPTSR PRG, Ox13FEQOOFE
FERAER PRG &, 0x82060800
FPRAER PRG E, 0xB0000FFF
FSCAER PRG &, OxB0000FFF
FSCAER PREG E, 0x80000FFF
FWESN PRG &, 0x000000FF
FWESHW PRG E, 0x00C000FF
FECCTT PRG, Ox1FF10E800
RFU, 0x10000810

[Y O L L%

oy N

[N S ]
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6 Log dialog

A log can be visualized by clicking the Log button in the tools bar or in the menu bar:
Options — Log.

Figure 41. Example of a log dialog

{45 STM32TrustedPackageCreator = E 2E

File Edit Options Help ‘,’
life.augmented
|

17:24:43: 168 SFI preparation started
17:24:43:168 Area 1 prepared with size 844 : firmware area
17:24:43: 168 Area 2 prepared with size 9884 : firmware area
Firmware file 17:24:43: 168 Area 3 prepared with size 36 : option bytes area
17:24:43: 168 5FI header prepared
_ 17:24:43: 168 SFI preparation finished
C:/STM3ZTrustedPackageCreator bin/file 17:26:15:635 SMI preparation started
17:26:15:635 1 5MI to prepare
17:26:15:635 SMI data prepared with size 2434
_ 17:26:15:635 SMI header prepared
Encryption key file 17:26:15:635 SMI preparation finished
17:28:48:336 SFU preparation started

. — 17:28:48:336 Encrypted image prepared with size 9384
C:/5TM32TrustedPackageCreator bin/test 17:28:48:336 SFU header prepared

i 17:28:48:336 SFU preparation finished

Nonce file

C:/5TM32TrustedPackageCreator /bin/non

Image version

Qutput SFU header file

C:,.'STM3ZTrustedPad@geCreahor,.’binfﬁle_ i

Qutput SFU file
————————————
C:/STM3ZTrustedPackageCreator bin/file.sfu Select folder
58/93 UM2238 Rev 20 Kys




UM2238 Settings

7 Settings

The settings dialog can be accessed by clicking the Settings button in the tools bar or in the
menu bar: Options — Settings.

Figure 42. Settings dialog

{25 STM32TrustedPackageCreator = =5 %

File Edit Options Help ‘
lile.augmented

.
Firmware file {E';, Settings M\
C:/STM3ZTrustedPackageCreator bin/file. hex 1 Padding byte
—3 Hex
() D0
Encryption key file @ OxFF 2KB
— 130000
C:/STM32TrustedPackageCreator binftest_firmware Settings file
| kB
Nonce file Generate settings file
C:/STM32TrustedPackageCreator bin/nonce. bin 1 — file.sfuh
A og file
file.sfu
TETaTEETT [7] Generate log file
Select folder 965234 KB
7 =
_ 1
o |
Output SFU header file 7
C:/STM3ZTrustedPackageCreator bin/file. sfuh Select folder
Output SFU file
C:/STM3ZTrustedPackageCreator bin/file.sfu

Padding byte

When parsing files, padding may be added to fill the gap between segments separated by
16 bytes or less, in order to merge them and reduce the number of segments. The user may
have the choice between OxFF (default value) or 0x00.

Settings file

When checked, a settings.ini file is generated in the executable folder. It saves the
application state: window size and field contents.

Log file

When checked, a log file is generated in the selected path.

3
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8 SFI checking

SFI checking can be accessed by clicking the check SFI button in the tools bar or in the
menu bar: File — Check SFI.

This allows SFl file validity to be checked, in addition to displaying information about it.

Figure 43. SFI checking
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{45 5TM32TrustedPackageCreator

File Edit Options Help ‘,’ e
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Option bytes file
1 Firmware 844 B (0=8000000
2 Firmware 9884 B (0=8030000
SMI files (Only for combined case) 3 Configuration 68 0
Image version
0 =
Output SFI file
Select folder
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SFI OB generation

9

SFI OB generation

The STM32 trusted package creator tool GUI presents an SFI OB tab to generate an option

bytes CSV file with custom option bytes value. To generate SFI CSV option bytes file:

1.

2.
3.
4

Select the concerned product.

Fill the option bytes fields with desired values.
Select the generation path.

Click on Generate OB button.

Figure 44. STM32Trusted Package Creator SFI OB GUI
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FLASH_PRAR_P...
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OB generation path

3

Option Bytes File button is used to select a .csv file and make changes on it.

Masks can be applied to the entered .csv data. Masked bits appear disabled (grey), but
retain their original values.

For example, you can use entries like:

OPTSR_PRG, 0x2D30C6F8, 0xFFFOFFFF
OPTSR2_PRG, 0xB4000134
NSBOOTR_PRG, 0x080000C3, 0x00000001

Ensure that the entries follow the order: ObRegisterName, Value, Mask.
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Appendix A XML configuration for OBKey generation

AA1

A.2

A.21

A.2.2

62/93

Main tool purpose

The tool purpose is to generate the .OBK files used by the STM32CubeProgrammer to
program the OBKey content. The tool input is an XML file describing the OBKey region
structure.

OBKey file structure

The file with an OBK extension has two main areas:

e Header: this area is used by the STM32CubeProgrammer to identify the targeted
OBKey address, payload size, and if an OBKey encryption has to be requested to RSS.

e Payload: this area is the content to be programmed in the OBKey editor. The payload
contains the data described by the XML input. It is edited and provided by the user.

Header structure

The header is not programmed by the STM32CubeProgrammer into the OBKey. It helps
exchange information between the STM32CubeProgrammer and the
STM32TrustedPackageCreator.

The header is created by the STM32TrustedPackageCreator while generating the .OBK file.
It is read and removed by the STM32CubeProgrammer while programming the .OBK file.
The header is coded in little endian and is composed of:

..uint32_t.destAddress;

..uint32 t.OBKeySize;

..uint32 t.doEncryption;

Table 1. Header area

Type Size (bytes) Usage
destAddress 4 OBKey physical destination address
OBKeySize 4 OBKey payload size, payload starts immediately after the header.

Ask the RSS to encrypt the OBKey payload or not.
The possible values in the header are:
— 0 that means no encryption requested to RSS, translated to

E i 4
doEncryption 0xCACAOAAOU for RSS.
— 1 that means encryption requested to RSS, translated to
OxF5F5A0AAU for RSS.
Payload

The payload starts immediately after the header and its size must be indicated in the header
(OBKeySize). The payload is loaded into the memory without any modification.

3
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A3 Input XML file structure

The input XML can have one of the following tags:

A.3.1 Obdata tag

The <Obdata> tag is the global container of all the other tags. It specifies that an Obdata
XML file is being parsed.

A.3.2 Info tag
The <Info> tag specifies the valid information for all the XML files.

The typical <Info> tag structure is:

<Info>
<Title>iRoT Configuration</Title>
<ObDestAddress>0x1FF00000</ObDestAddress>
<DoEncryption>1</DoEncryption>
<GlobalAlign>16</GlobalAlign>
<FlashStart>0x08000000</FlashStart>
<FlashSize>0x200000</Flashsize>
<FlashSectorSize>0x2000</FlashSectorSize>
<OBKeyStart>0x1FF00000</OBKeyStart>
<OBKeySize>0x20000</0OBKeySize>
<OBKeySectorSize>0x10</0OBKeySectorSize>
<AuthOBKeyStart>0x1Ff10000</AuthOBKeyStart>
<AuthOBKeySize>0x10000</AuthOBKeySize>

</Info>

3
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Note:

A.3.3

64/93

The <Info> tag is mandatory in the XML OBKey description.
e  <Title> is an informative tag. The title is displayed inside the tool.
e <ObDestAddress> [optional] specifies the OBKey destination address.

e <DoEncryption> [optional] can be set at 1 or 0. It specifies if the user asks RSS to
encrypt or not the OBKey during the installation process.

— 1: Encryption is requested.
— 0: No encryption is requested.

e <GlobalAlign> specifies the alignment of the output binary OBKey file. Based on this
value, the tool aligns the file size. The value unit is expressed in bytes.

e <FlashStart> [optional] contains the MCU flash memory address. It is typically
0x08000000 on STMicroelectronics MCU.

e <FlashSize> [optional] contains the MCU flash memory size. The unit is expressed in
bytes. FlashSize is used to check the download slot location.

e <FlashSectorSize> [optional] contains the MCU flash memory sector size. It is used
to check that the download slots are aligned with the sectors.

e <OBKeyStart> [optional] contains the MCU OBKey address.

e <OBKeySize> [optional] contains the MCU OBKey size. The unit is expressed in
bytes.

e <OBKeySectorSize> [optional] contains the MCU OBKey sector size. It is used to
check the sector alignments of downloaded OBKey slots.

e <AuthOBKeyStart> [optional] contains the authorized OBKey start address. It must
be located inside the OBKey memory area.

e <AuthOBKeySize> [optional] contains the authorized OBKey size.

The generated output format is .bin instead of .OBK when neither ObDestAddress, nor
DoEncryption is specified.

If either ObDestAddress or DoEncryption is present, the configuration is wrong.
When both ObDestAddress and DoEncryption are specified, outputs with an.OBK
extension are generated by default.

In case of an output file generated with the .bin extension, there is no header (12 bytes)
added to the .OBK file.

All tags following the <Info> tag result in data concatenated in the output binary.

The order of the tags determines the order in the output binary.

Hash tag

The tag is used to indicate to the tool that a hash on the binary file .OBK must be calculated
and embedded in the output binary file .OBK. The hash is calculated on all payload data.
The final payload is the input data added to the hash. The default hash algorithm used is
SHA-256, but the tool also supports the SHA-384 hash algorithm.

Typical hash tag structures:
SHA256: <Hash></Hash>
SHA384: <Hash384></Hash384>

The two hash algorithms can be used simultaneously in the same file. Check the example in
Section A.3.13: Debug authentication with SHA-384.
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A3.4

A.3.5

3

Data tag

The <Data> tag is a generic tag. Its main role is to host raw data with the size varying from
1 to 16 bytes.
A typical presentation is:
<Data>

<Name>datal</Name>

<Value>0xFFFFFFF1</Value>

<width>4</width>

<Hidden>1</Hidden>

<Default>0xFFFFFFFF</Default>

<Dependency>Image, 0x02</Dependency>

<Tooltip>Datal is for storing slot 1 address</Tooltip>
</Data>

e <Name> [mandatory]: The name subtag hosts the <Data> tag name. This name is
displayed by the tool and serves as a unique identifier. It is not permitted to have
multiple tags with the same name. This includes Data, Bool, List, and File that are key
tags.

e <Value> [optional]: The value tag hosts the data entered by the user. They can be
decimal or hexadecimal values aligned with the width.

e <Width> [mandatory]: The width tag gives the maximum length of the data. It is
expressed in bytes.

e <Default> [mandatory]: It hosts the default value of the data. The tool displays this
value by default. If the value tag exists, the tool displays the data available in the value
tag. The values can be hexadecimal or decimal and are aligned with the width.

e <Hidden> [optional]: If hidden = 0, the parameter is displayed in GUI. If hidden = 1,
the parameter is hidden but is included in the command line.

e <Reserved> [optional]: It indicates that this data area is reserved for a future use.
Reserved data are not displayed.

e < dependency > [optional]: It indicates that these data depend on another tag (List or
Bool) marked also with the using tag with the first key word into this tag. The second
word is a value that specifies the data field. It is displayed if this value equals the
selected value dependency source (List or Bool). If it is not the case, the data are
grayed.

e <Tooltip> [optional]: It is an informative tag. This information is displayed as a tool tip
when this tag is hovered over with the mouse.

Data tag used as slot

It is possible to indicate to the tool that a data tag is a slot. This is useful to make some
checks on slot definition.
Example of a data tag defined as a slot:
<Data>
<Name>DownloadModuleSlotAddress</Name>
<Value>0x08010000</Value>
<width>4</width>
<Default>0x08010000</Default>
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<Tooltip>download slot of application module install</Tooltip>
<Slot>start#1<Slot>
</Data>
<Data>
<Name>DownloadModuleSlotSize</Name>
<Value>0x4000</Value>
<Width>4</wWidth>
<Default>0x4000</Default>
<Tooltip>download slot of application module install size</Tooltip>
<Slot>size#l<Slot>
</Data>
The <Slot> tag is used to indicate the slot definition. The content of the tag must include the

information on whether it is a tag size, or a tag start, and also the identification of the slot
located after the #.

For memory constraints, a unique <Data> tag can hold the size of many slots. In this case,
many slot sizes are concatenated. In this case, the tool knows that there is a size for slot 1,
2,and 3.
Example:
<Data>
<Name>DownloadModuleSlotSize</Name>
<Value>0x4000</Value>
<Width>4</wWidth>
<Default>0x4000</Default>
<Tooltip>download slot of application module install size</Tooltip>
<Slot>size#l<Slot>
<Slot>size#2<Slot>
<Slot>size#3<Slot>
</Datas>

Checks done by the tool on the data and info tags

e  Only hexadecimal or decimal values are allowed (for all data “default/value” values).
e Duplicated names are not authorized (for all data names).

e All required tags must be present in the right order.

e Any missed or wrong tag causes an error message. It leads to an invalid XML file.

Figure 45. Error message

{}, Error w b

8 Error: XML document is invalid! Please insert a valid one.

DT71648
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Below an XML order example.

<Info>

<Title>STiRot configuration</Title>
<FlashSize>0x200000</FlashsSize>
<ObDestAddress>0x0FFD0200</ObDestAddress>
<DoEncryption>1</DoEncryption>
<GlobalAlign>16</GlobalAlign>
<FlashStart>0x0C000000</FlashStart>
<FlashSectorSize>0x2000</FlashSectorSize>
<OBKeyStart>0x1FF00000</OBKeyStart>
<OBKeySize>0x20000</OBKeySize>
<OBKeySectorSize>0x10</OBKeySectorSize>

<AuthOBKeyStart>0x1Ff00900</AuthOBKeyStart>

<AuthOBKeySize>0x300</AuthOBKeySize>
</Info>

<Hash></Hash>

<DA></DA>

<Text>

<Name> . . .</Name>
<Value>...</Value>

<Minwidth>. .</Minwidth>
<Width>. .</width>
<Default>...</Default>
<Tooltip>...</Tooltip>

</Text>

<Bool>

<Name> . . . </Name>
<Value>...</Value>

<width>. .</width>
<Default>...</Default>
<True>...</True>
<False>...</False>
<Tooltip>...</Tooltip>

</Bool>

<List>

<Name>number of images managed</Name>
<Value>0x01l</Value>
<width>1</width>
<Default>0x02</Default>
<Val>0x01l,code image only</Val>
<Val>0x02,code and data images</Val>
<Dependency>Image</Dependency>
<Tooltip>...</Tooltip>

</List>

<Data>
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<Name>OBKeyl area offset</Name>
<Value>0x00000920</Value>
<width>4</width>

<Hidden>1</Hidden>
<Default>0x00000000</Default>
<OBKeySlot>start#1</0BKeySlot>
<Dependency>image, 0x01</Dependency>
<Tooltip>...</Tooltip>

</Data>

<File>

<Name>authentication key</Name>
<Value>C:/Users/../../keys OBKey/pubkey.pem</Value>
<Tooltip>...</Tooltip>
<KeyType>ecdsa-p256</KeyType>
<Align>3</Align>
<Type>public</Type>
<Default>...</Default>

</File>

<Permission>

<Name> . . .</Name>

<Value>. . .</Value>

<wWidth>. .</width>
<Default>...</Default>
<Tooltip>...</Tooltip>
</Permission>

<Output>

<Name>output file</Name>
<Value>...</Value>
<Default>...</Default>
<Tooltip>...</Tooltip>

</Output>

The <Info>, <Hash>, <DA>, <Text>, <Permission>, <Name>, <Value>, and <Output> tag
order cannot be changed. But the other tag order can be modified.

Checks of the tool on slots

e Ifthe tag <Value> is declared in the XML file, the offset and size values are taken from
the “Value” setting. Otherwise, they take the <Default> tag value.

e The flash memory slots must be aligned with sector (start and size).

e  The flash memory slot total size must not exceed the flash memory size.

e Having the <Slot> and <OBKeySlot> tags in the same <Data> tag is not authorized.

3
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Checks of the tool on OBKslots
e If the tag <Value> is declared in the XML file, the offset and size values are taken from
the “Value” setting, otherwise, they take the <Default> tag value.
e  The slot OBK overlap check: overlap between OBKey slots is not authorized.
e  The OBK slots must be aligned with sector (start and size).
e The OBK slot total size does not exceed the memory size.
e  The OBK slots must be in the AuthOBK area. If the AuthOBK area was not defined, the
check is applied on the OBK area
e Having the <Slot> and <OBKeySlot> tags in the same <Data> tag is not authorized.
Slot information table
e  Flash memory and OBK slots are displayed in the slot information table if they exist. If
there is no slot, the slot information table is not displayed.
o Ifthere is <offset> in the declared slot name, the slot information table displays only the
slot start addresses and names without <offset>.
The slot information table is updated when clicking on the “Generate” button. Moreover, the
table is updated instantly and according to the dependency status. Only the visible slots
must be displayed. The reserved slots must not be shown.
Figure 46. Slot information table
DT71649
Note: The slots can be unordered. The tool takes care of ordering them internally. However, for

3

each slot, the size must be defined after its start, otherwise the size is considered as null
value if it is not defined.

If one of the needed information is not defined in the XML file (such as flash memory size,
ObkSector size), the related checks are not considered, nor applied.

Only the dependency status for slot Start is taken into consideration, and it is not the case
for its size.
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Table 2. Maximum tag length

Number max 580 100 60 characters | 12 characters | 4 characters
of characters characters characters
Info
Al GlobalAlign
Info
Text Val Dependenc All contents .
o oe e g Title op Y | that must DoEncryption
Tags name!!) | Text Default List Val . .
. All Names File KevT contain Widths
All tool tips F!le Tey ype addresses Data Reserved
re type Hidden
File Align

1. Use a logical content for the other tags that are not mentioned in the table to avoid any errors. Any illogical
content may lead to an invalid XML.

List tag

The <List> tag is an extension of the <Data> tag. It inherits all subtags from the <Data> tag.

The <List> tag adds the possibility to specify the possible values using the <Val> subtag.

Example:

<List>

<Name>]ist]1</Name>

<Value>0x100</Value>

<width>4</width>

<Default>0x200</Default>
<Val>0x100</Val>
<Val>(0x200</vVal>
<Val>0x300</Val>

<Dependency>image</Dependency>

</List>

The possible values are displayed as a list in the tool. It is possible also to specify a
displayed value when the value specified has a textual equivalent.

Example:

<List>

<Name> ] 1ist]1</Name>

<Value>0x100</Value>
<Width>4</wWidth>
<Default>0x200</Default>
<Val>0x100, LOWEST VALUE</Val>
<Val>»0x200, MEDIUM_ VALUE</Val>
<Val>»0x300, HIGHEST VALUE</Val>

</List>

In this example, the tool displays the textual data instead of the numerical ones.

The data inside the <Val> tag can be decimal or hexadecimal.
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Boolean tag

The <Boolean> tag is an extension of the <Data> tag. It inherits all subtags from the <Data>
tag. The <Boolean> tag is only used when two values can be inserted. The tool displays the
<Boolean> tag as a tick box.

Example:

<Bool>
<Name>booll</Name>
<Value>0x215</Value>
<Width>4</wWidth>
<Default>0x215</Default>
<True>0x215</True>
<False>0x1000</False>
<Dependency>secure</Dependency>

</Bool>

The true value is selected when the tick box is selected. Otherwise, the false value is
selected.

File tag

The <File> tag is used to input the user key. The result in the tool is a Browse button and a
path area. The user can provide private or public keys as inputs. The output for a private key
can be specified to become public. In this case, the tool derivates a public key from the
private key. The supported key format is PEM (privacy enhanced mail) or RAW (binary).

Example:
<File>

<Name>KeyFile2</Name>

<Value>C: /Keys/pubkey.pem</Value>

<Align>4</Align>

<KeyType> ecdsa-p256, rsa-2048, rsa-3072 </KeyType>

<Hash></Hash>

<Type>public</Type>

<Default>C: /Keys/pubkey.pem</Default>
</File>
<Type>public</Type>
The <Type> tag is optional and is useful to specify a public output from the private key.
<Type> Private Raw </Type>
The private EC256 keys are imported with the DER information (70 bytes). As the OBKey
place in HDPL2 is not large, “Parivate_Raw” specifies that the key is provisioned in raw
format (32 bytes), and not in 70 bytes. A key regeneration mechanism is offered and
enabled through the KeyType tag.
Here is a typical tag with regeneration mechanism:
<KeyType>ecdsa256, rsa</KeyType>

If this subtag is specified in the key tag, a Generate button appears, and the possibility to
select the key type is offered. The generated key has the same name as the one available in
the key selection area. The old key is backed up to keyname.pem_date_time.bak.
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<Hash></Hash>
If this tag is added, the hash of the key is used instead of the whole key.

The user can generate a new key using Generate button. (see Section 4.4.1).

Permission tag

The <Permission> tag is used to input the permission for the debug configuration. It is
optional.

Example:

<Permission>
<Name>permission</Name>
<Value>0x00005077</Value>
<Mask>0x0000F040</Mask>
<width>4</width>
<Default>0x00000000</Default>
<Tooltip>enter permission</Tooltip>

</Permission>

The <Permission> tag is mandatory for the creation of the .OBK file for debug authentication
with certificate. For a debug authentication with password, the <Permission> tag is not used.
Only a full regression is permitted.

Refer to Table 3 for the allowed permissions.

Table 3. Permissions

Description Permissions mask
15114 (13 (12| 11 | 10 | 9 8 716|514 ]|3]|2]|1 0
Regression Non intrusive debug Secure debug | Nonsecure debug

© °© °©
AP - M33 = @ @ @ o || - o || -
s8R lelelel.|sls|s|.|5|Tl|T
T | = o g 2 2 > > > > > >
°o|F Q| 9| 9 3133 3133

= ¥ | ¥ | x
0| 1 0| 1 0 0 0 0 oyjo0o|(0j0j]O0O|O0O]O0O]|O

The <Mask> tag is optional in the OBkey XML file. If a <Mask> exists, it is applied to the
permission value, otherwise, the permission value is used directly.

Text tag

The <Text> tag is used to input password for the configuration of the debug. It is optional.
Example:
<Text>

<Name>password</Name>

<Value>123456789123</Value>

<Minwidth>4</Minwidth>

<width>16</width>

<Default>0000</Default>

3
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<Tooltip>enter password</Tooltip>

</Text>

The password length must be between 4 and 16 characters.

XML output

In addition to the binary output, the tool outputs an XML file with the same input name,
where the data entered by the user are saved. To save user data, use the <Value> tag.

This XML file can be reused as an input. In this case, the tool updates the <Value> tag
content and the XML file output is mandatory.

Debug authentication (DA)

Debug authentication with a certificate

For debug authentication with a certificate use case, a specific .OBK file must be generated
using a specific XML file to configure the debug.

Below is a template of an XML file:

<Info>
<Title>DA DebugClose</Title>
<ObDestAddress>0x0f£d0100</ObDestAddress>
<DoEncryption>1</DoEncryption>
<GlobalAlign>16</GlobalAlign>
<FlashStart>0x00000008</FlashStart>
<FlashSize>0x2000</FlashSize>
<SectorSize>0x200</SectorSize>

</Info>

<Hash>

</Hash>

<DA>

</DA>

<Permission>
<Name>permission</Name>
<Value>0x00005077</Value>
<Mask>0x0000F040</Mask>
<Width>4</wWidth>
<Default>0x00000000</Default>
<Tooltip>enter permission</Tooltip>

</Permission>

<File>
<Name>KeyFilel</Name>
<Value>C: /Users/broukcha/Downloads/pubkey (4) .pem</Value>
<Align>4</Align>
<KeyType>ecdsa-p256,rsa-2048,rsa-3072</KeyType>
<Type>public</Type>
<Default>C: /pubkey.pem</Default>
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</File>

<Output>

<Name>output file</Name>

<Value>C: /DA Close.OBKey</Value>

<Default> C:/DA_Close.OBKey </Default>

<Tooltip>enter output OBKey file with extension .OBK</Tooltip>
</Output>

The <Mask> tag is optional in the OBkey XML file. If a <Mask> exists, it is applied to the
permission value, otherwise, the permission value is used directly.

The debug authentication tag is optional.

A typical debug authentication OBKey consists of 3 * 32 bytes of data:
1. 32 bytes: hash of following 64 bytes using the hash tag.

2. 32 bytes: hash certificate using a certification tag. The hash mechanism is described
below.

3. 32 bytes: permissions. Only the first U32 (32-bit unsigned integer type) is used to
encode seven different permissions. Each permission can be selected separately. The
final U32 value is an OR of the seven permissions.

Below an example of certificate hash computing:

1. Input the private key:

MHcCAQEEIMdGcLy36Fs4A++0KJIQEkuc+P+nU97WorV5IDL28tVTCoAOGCCgGSM4 9AWEHOUQDQg
AE3PDQ9LzV4mpU7jbK1mDSg9EqVvF9zB95Yad53 zWBFLnWMuttf6fiacQfloujgROwbCbfaKhgC
oCUQTBwm7h7Xzw==

2. From the private key EcdsaP256Key-0.pem, generate a public key:
ssh-keygen -f EcdsaP256Key-0.pem -y > public.pub

The public key is:

ecdsa-sha2-
nistp256AAAAE2V]ZHNhLXNoYTItbml zdHAYNTYAAAATbm] zdHAYNTYAAABBBNzwOPS81eJqVO
42ytZg0oPRKrxfcwfeWGied81gRS51jLrbX+n4dmnEH5aLo6kTsGwm32ioaggAlKkweJu4el88=

3. Convert b64 to hex.
The input is:

AAAAE2V]) ZHNhLXNoYTItbml zdHAYNTYAAAATbm] zdHAYNTYAAABBBNzw0PS81edJqV042ytZg0o
PRKrxfcwfeWGied81gRS51jLrbX+n4dmnEH5aLo6kTsGwm32ioaggAlKkweJu4el88=

The output is:

0000001365636473612D736861322D6E69737470323536000000086E697374703235360000
004104DCFODOF4BCD5E26A54EE36CAD660D283D12ABC5F7307DES58689E77CD60452E758CBA
DBS5FESF89A7107ES5A2E8EA44EC1IB09B7DA2A1A82A0252A4C1C26EE1IED7CF

The public key is:

DCFODOF4BCD5E26A54EE36CAD660D283D12ABC5F7307DES58689E77CD60452E758CBADB5FES
F89A7107E5A2E8EA44EC1B09B7DA2A1A82A0252A4C1C26EE1IED7CF

Hash (SHA256) is equal to:

F4 0C 8F BF 12 DB 78 2A FD F4 75 96 6A 06 82 36 EO 32 AB 80 D1 B7 F1 BC 9F
E7 D8 7A 88 CB 26 DO
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Debug authentication with a password

For a debug authentication with a password, a specific .OBK file must be generated using
an XML file for the debug configuration. Below a template of an XML file:

<Info>
<Title>DA Config</Title>
<ObDestAddress>0x0££d0100</ObDestAddress>
<DoEncryption>1</DoEncryption>
<GlobalAlign>16</GlobalAlign>
<FlashStart>0x00000008</FlashStart>
<FlashSize>0x2000</FlashSize>
<FlashSectorSize>0x200</FlashSectorSize>

</Info>

<Hash>

</Hash>

<DA>

</DA>

<Text>
<Name>password</Name>
<Value>123456789123</Value>
<MinwWidth>4</Minwidth>
<width>1le6</width>
<Default>0000</Default>
<Tooltip>enter password</Tooltip>

</Text>

<Output>
<Name>output file</Name>
<Value>C: /DA Config.Obk</Value>
<Default>DA Config.Obk</Default>
<Tooltip>enter output OBKey file with extension .Obk</Tooltip>

</Output>

A password generation mechanism is offered to users in order to generate a password in
TLV (tag-length-value) format. This password is used for a debug authentication.

A.3.13  Debug authentication with SHA-384

<Info>
<Title>DA DebugClose</Title>
<ObDestAddress>0xff010000</ObDestAddress>
<DoEncryption>1</DoEncryption>
<GlobalAlign>16</GlobalAlign>

</Info>

<Hash384></Hash384>

3
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<DA>
</DA>

<File>
<Name>KeyFile</Name>
<Value>pubkey.pem</Value>
<Align>4</Align>
<KeyType> ecdsa-384</KeyType>
<Hash384></Hash384>
<Type>public</Type>
<Default>C: /pubkey.pem</Default>
</File>

<Output>
<Name>output file</Name>
<Value>C:/DA_Close.OBKey</Value>
<Default>C:/DA_Close.OBKey</Default>
<Tooltip>enter output OBKey file with extension

</Output>
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Main tool purpose

The tool purpose is to generate a signed and encrypted image using imgtool.

The tool input is an XML file describing the commands/parameters to be passed to imgtool.
The tool imgtool is embedded in the STM32CubeProgrammer package.

Input XML file structure
The input XML has the following possible tags:

McubootFormat tag

The <McubootFormat> tag is the global container of all the rest of the tags. It specifies to the
tool that a mcuboot data XML file is being parsed.

< McubootFormat > </ McubootFormat > must englobe all the other tags.

GlobalParam tag

The <GlobalParam> tag specifies the valid information for all the XML files.

A typical info tag structure is:
<GlobalParam>
<Command>sign</Command>
<Title>uRot generation</Title>
<LinkedXML>C:/ STiRoT_ Config.xml</LinkedXML>
</GlobalParam>
The info <GlobalParam> is mandatory in the mcuboot description XML.
e <Command> [mandatory]: It specifies the command to be passed to imgtool.
e <Title> [mandatory]: It describes the purpose of the XML.
e <LinkedXML> [optional]: The path of the XML to which the current XML can be linked
to.

This occurrence can be 0 or more than 1 (multiple linked XML files).

Case of multiple LinkedXML (two or more)

The <LinkedXML> tag is described below. It indicates the LinkedXML file index between two
# (example #02#) in the left of the LinkedXML file path.

<GlobalParam>
<Command>sign</Command>
<Title>uRot generation</Title>
<LinkedXML>#01#STiRoT_Configl.xml</LinkedXML>
<LinkedXML>#02#STiRoT_Config2.xml</LinkedXML>
</GlobalParam>
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Case of a simple LinkedXML

Use the < LinkedXML ></ LinkedXML > tag format. There is no need to add any #. No index
is needed.

All tags following the <GlobalParam> tag result in parameters passed to the command
specified in the <Command> tag.

The order of tags specifies the order in the command line.

Param tag

The <Param> tag is used to indicate to the tool that a parameter must be added to the
command line.

Below a typical <Param> tag structure example:

<Param>
<Name>authentication key</Name>
<Value>C:/ appli.bin</Value>
<Link></Link>
<Type>file</Type>
<Command> -k</Command>
<Enable>1</Enable>
<Hidden>1</Hidden>
<Tooltip>signature Key used</Tooltip>
<Default>auto</Default>

</Param>

<Name> [mandatory]: The name is the text field that is displayed in the tool and describes
this parameter.

<Value> [optional]: It is an optional tag that displays the value of the entered value.

<Link> [optional]: If this tag is present, the tool knows that it gets the parameter value from
the linked XML specified in the <LinkedXML> tag (part of GlobalParam tag).
In the case of multiple LinkedXML files, the <Link> tag is described as below.

The LinkedXML file index refers to a specific LinkedXML file.

<Param>
<Name>authentication key</Name>
<Link>#01#</Link>

</Param>

<Param>
<Name>firmware download area offset</Name>
<Link>#02#+15</Link>

</Param>

If there is one LinkedXML, use the <Link></Link> tag format. There is no need to add any
#. No index is needed.

Possible values of the Link tag are the following

e Empty (as described above)

e  GetPublic in the case file (get public key of the mentioned key value defined into the
LinkedXML file)
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<Param>
<Name>encryption key</Name>
<Link>GetPublic</Link>
<Type>file</Type>
<Commands>-E</Command>
<Hidden>1</Hidden>
<Default></Default>
</Param>
e  Anumber to be added to the value preceded by a “+” character in the case of a data
type.
<Param>
<Name>firmware download area offset</Names>
<Link>+15</Link>
<Type>data</Type>
<Command>-x</Command>
<Hidden>1</Hidden>
<Default></Defaults>

</Param>

These possible values can also be used in the case of multiple LinkedXML files.
<Type> [mandatory]: The type specifies if the input is a file or data.
<Command> [optional]: It specifies the parameter to be passed to imgtool.

<Enable> [optional]: It is an optional tag. If enable = 1, a checked combo box is displayed
in GUI activating this parameter and will be included in the command line. If enable = 0, an
unchecked combo box is displayed (with the possibility to check it).

There is no checkbox displayed if no <Enable></ Enable >tag is defined.

<Hidden> [optional]: If hidden=0, the parameter is displayed in GUI. If hidden=1, the
parameter is hidden but included in the command line.

<Tooltip> [optional]: The tool tip describes the purpose of using this parameter.

<Default> [mandatory]: It is the default value.

Output tag

This is a mandatory tag, which describes the output file. The typical presentation is:
<Output>

<Name>output-mcuboot format</Name>

<Value>C /appli enc_sign.bin</Value>

<Tooltip>Signature Key used</Tooltip>

<Default>C:/appli_ enc_sign.bin</Default>
</Output>

<Name> [mandatory]: The name is the text field that is displayed in the tool describing this
parameter.

<Value> [optional]: It is an optional tag that contains the entered value.

<Tooltip> [optional]: The tool tip describes the purpose of using this parameter.
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<Default> [mandatory]: It is the default value.

When using the GUI:

By pressing the Select Path button, the output takes the same name of the input XML file
name but with a “.bin” extension.
By pressing the Cancel button, the output path becomes the same as the input XML file.

Checks of the tool on Data and Info tags

All required tags must be present in the right order.

Any missing or wrong tag causes an error message. The XML file is invalid.

Error: XML document is invalid! Please insert a valid one.

Find below an XML order example:
<GlobalParam>

<Title>uRot Generation</Title>
<Command>sign</Command>
<LinkedXML> . . . </LinkedXML>

</GlobalParam>

<Param>

<Name>Authentication key</Name>
<Value>auto</Value>

<Link></Link>

<Type>File</Type>

<Command> -k</Command>
<Hidden>1</Hidden>

<Tooltip>Signature Key used</Tooltip>
<Default></Default>

</Param>

<Output>

<Name>output-mcuboot format</Name>
<Value>...</Value>
<Default>...</Default>
<Tooltip>...</Tooltip>

</Output>

The <Param> and <Output> tag order cannot be changed as well as the <Name> and
<Value> tag order.

The other tag order can be changed.

3
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Table 4. Maximum tag length

-GlobalParam -Link
Tag name() All tool tips -Title -Type
-All names -All commands

-Enable
-Hidden

Maximum number 580 100 40 4

of characters

1. Use the right content for the other tags that are not mentioned in the table to avoid any errors. Any wrong
content may lead to an invalid XML.

Image generation

The image generation can be done through CLI (command-line interface) or GUI (graphical
user interface).

GUI execution

The imgtool GUI can be executed through the STM32TrustedPackageCreator.exe
application or instantiated with the following command line. Then, the XML file is displayed
in the GUI:

STM32TrustedPackageCreator.exe -pb File.xml

In this case, the Open button XML file in the imgtool tab is disabled in order to avoid the
user to save these files in another directory than the one indicated by the calling application.

CLI execution

From the CLI, launch the following command and the output file is generated.
STM32TrustedPackageCreator_ CLI.exe -pb File.xml

IDE can use the CLI command to generate the image.

During the image generation, the priority is given to the data in the <Value> tag, and not to
the ones in the <Default tag>.

The save configuration process is applied on the same input XML file (Save modified
parameter) specifically on: <Value></Value> and <Enable></Enable>

Press the Refresh button to refresh. It is used to update the loaded XML file in GUI to avoid
reopening the same file.

To check the image generation, a log file named “imgtool-command.log” is created under
the following path.

“C:\Users\username\STMicroelectronics\STM32CubeProgrammer” .

This file contains the command used to generate the image.

Imgtool command

The imgtool CLI tool is part of TPC and it can be found in /bin/Utilities directory.

To check the command line used for image generation, a log file named “imgtool-
command.log” is automatically created under the following path:
<User_Home>\STMicroelectronics\STM32CubeProgrammenr\iimgtool-command.log.
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The file contains the command line used to generate the image.

Example imgtool command:

imgtool.exe sign -k keyPath -E keyPath -e little --pad -S 0x10000 -H 0x400 --pad-header -
d (2,2.2.2) --overwrite-only -v 3.3.3 -s auto -x 0x001E0000 --align 16 inputFile.bin
outptFile.bin

**Executable Path**

— imgtool.exe: this is the path to the “imgtool’ executable

**Command**

— sign: specifies that the action to be performed is signing the firmware image.
**Key File**

— -k KeyPath: specifies the private key file used for signing the image.
**Encryption Key**

—  -E keyPath: specifies the private key file used for encrypting the image.
**Endianness**

— -elittle: specifies the endianness of the image, which is little-endian in this case.
**Padding**

—  --pad: this option pads the image to the slot size.

**Slot Size**

— -5 0x10000: specifies the size of the slot where the image is stored (64 KB in this
case).

**Header Size™*

— -H 0x400: specifies the size of the image header (1 KB in this case).
**Pad Header**

— --pad-heade: this option pads the header to the specified size.
**Dependencies**

— -d (2,2.2.2): specifies the dependencies for the image. In this case, it depends on
version 2.2.2 of the image with ID 2.

**Qverwrite Only**

— --overwrite-only: this option specifies that the image should be overwritten only.
**Version**

— -v 3.3.3: specifies the version of the image (3.3.3 in this case).

**Slot**

—  -s auto: this option automatically determines the slot for the image.

**Hex Address™*

— -x 0x0O01EO0000: specifies the hex address for the image.

**Alignment**

— --align 16: this specifies the alignment of the image (16 bytes in this case).
**Input File**

— inputFile.bin: the path to the input firmware image file.

**Qutput File**

— outputFile.bin: the path where the signed firmware image is saved

3
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TPC imgtool interaction with external tools

The user is able to edit the XML files (imgtool) via TPC to save the configuration instead of
generating an image through —ng option.

STM32TrustedPackageCreator.exe -ng -pb imgtool.xml

The TPC is launched through a command line by external tools.

Without option -ng, the generate button is displayed. There is no Save configuration
button.

STM32TrustedPackageCreator.exe -pb imgtool.xml

The Open button of the XML file in the imgtool tab must be disabled in order not to save

these files in another directory than the one indicated by the external tool.
The TPC displays the content of the XML file already loaded.

In this case, only the imgtool tab must be displayed.

Case of saving configuration (with —ng):

STM32TrustedPackageCreator.exe -ng -pb MySTiRoT_ S_Code_Image.xml -pb
MySTiRoT NS_Code_Image.xml

Case of generating image (without —ng):

STM32TrustedPackageCreator.exe -pb MySTiRoT_S_Code_Image.xml -pb
MySTiROT_NS_Code_Image.xml

Besides the imgtool tab, the user can display an OBKey tab using the command —OBKey.

Below an XML file example:
<?xml version="1.0" encoding="UTF-8"?>

<Root xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="SCHVerif .xsd">

<McubootFormat>
<GlobalParam>
<Command>sign</Command>
<Title>firmware nonsecure image generation</Title>
<LinkedXML>. ./Config/OEMiRoT_ Config.xml</LinkedXML>
</GlobalParam>
<Param>
<Name>authentication nonsecure key</Name>
<Link></Link>
<Type>file</Type>
<Command> -k</Command>
<Hidden>1</Hidden>
<Tooltip>signature Key used</Tooltip>
<Default></Default>
</Param>
<Param>
<Name>encryption key</Name>
<Link>GetPublic</Link>
<Type>file</Type>
<Command> -E</Command>
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<Hidden>1</Hidden>
<Default></Default>

</Param>

<Param>
<Name>endianness</Name>
<Type>data</Type>
<Command> -e</Command>
<Hidden>1</Hidden>
<Default>little</Default>

</Param>

<Param>
<Name>padding</Name>
<Type>data</Type>
<Command> - -pad</Command>
<Hidden>1</Hidden>
<Default></Default>

</Param>

<Param>
<Name>firmware area size</Name>
<Value>0xA0000</Value>
<Type>data</Type>
<Command> - S</Command>
<Default>0xa0000</Default>

</Param>

<Param>
<Name>header size</Name>
<Type>data</Type>
<Command> -H</Command>
<Hidden>1</Hidden>
<Default>0x400</Default>

</Param>

<Param>
<Name>padding header</Name>
<Type>data</Type>
<Command> - -pad-header</Command>
<Hidden>1</Hidden>
<Default></Default>

</Param>

<Param>
<Name>dependency with other image</Name>
<Value>1,1.0.0</Value>
<Type>dependency</Type>
<Command>-d</Command>
<Enable>0</Enable>

<Tooltip>To be enabled when a compatibility with a specific firmware

84/93 UM2238 Rev 20 ‘Yl




UM2238

XML configuration for image generation

3

image version is required. Firmware image version format is

X.y.z</Tooltip>
<Default>1,1.0.0</Default>

</Param>

<Param>

<Name>Write Option</Name>
<Type>data</Type>
<Command>--overwrite-only</Command>
<Hidden>1</Hidden>
<Default></Default>

</Param>

<Param>

<Name>Version</Name>
<Value>1.0.0</Value>
<Type>data</Type>

<Command> - v</Command>

<Tooltip>Version of the firmware binary.

<Default>1.0.0</Default>

</Param>

<Param>

<Name>security counter</Name>
<Value>auto</Value>
<Type>data</Type>
<Command> - s</Command>
<Hidden>1</Hidden>

<Default>auto</Default>

</Param>

<Param>

<Name>align</Name>
<Type>data</Type>
<Command> - -align</Command>
<Hidden>1</Hidden>
<Default>16</Default>

</Param>

<Param>

<Name>Hex format</Name>
<Value>0x80C0000</Value>
<Type>data</Type>

<Command> -x</Command>
<Hidden>1</Hidden>
<Default>0x80c0000</Default>

</Param>

<Param>

<Name>firmware binary input file</Name>

UM2238 Rev 20
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<Value>C: /Users/broukcha/Downloads/CubeFW/STM32Cube FW H5 V1.0.0RC2/Projec
ts/STM32H573I-DK/ROT_Provisioning//../Applications/ROT

/OEMiROT Appli TrustZone/EWARM/NonSecure/STM32H573I-DK NS/Exe
/Project.bin</Value>
<Type>file</Type>

<Tooltip>select the firmware binary file to be processed for the image
generation</Tooltip>

<Default>../../../Applications/ROT/OEMiROT Appli TrustZone/EWARM/NonSecure
/STM32H573I-DK_NS/Exe/Project.bin</Default>

</Param>
<Output>

<Name>image output file</Name>

<Value>../../../Applications/ROT/OEMiROT Appli TrustZone/Binary/rot tz ns_
app_enc_sign.hex</Value>

<Default>../../../Applications/ROT/OEMiROT Appli TrustZone/Binary/rot tz s
_app_enc_sign.hex</Default>

</Output>
</McubootFormat>

</Root>
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Removed sections:

— SFU preparation process

— SFU generation command.
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27-Jul-2020

Updated:

— Introduction

— Figure 6: SSP preparation process
Added:

— Section 2.4: SSP preparation process
— Section 3.5: SSP generation command
— Section 4.4: SSP generation

05-Jul-2021

Updated:

— In the whole document, replaced STM32H7A/B by STM32H7A3/7B3
and STM32H7B0.

— Section 2.5.2: HSM programming: updated personalization data and
personalization data file.

07-Mar-2022

Updated:

— Section 2.2.2: Area K

— Section 3.2: HSM provisioning command
— Section 4.1: SFI generation

Added Section 9: SFI OB generation.

24-Jun-2022

10

Updated:

— Section 3.2: HSM provisioning command

— Section 3.3: SFI/SFIx generation command

— Section 3.4: SMI generation command

— Section 4.4: SSP generation

— Section 2.2.2: Area K

Added: Section 2.5.4: List of supported HSM cards.

05-Dec-2022

1

Updated:

— Section 3.2: HSM provisioning command

— Section 3.3: SFI/SFIx generation command
— Section 3.4: SMI generation command

— Section 4.4: SSP generation

— Section 2.2.2: Area K

01-Mar-2023

12

Added:

— Appendix A: XML configuration for OBKey generation
— Appendix B: XML configuration for image generation
Updated Chapter 5: Option bytes file.
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21-Jul-2023

13

Global document update for compatibility with the secure manager.
Updated:

— Chapter 1: System requirements

— Section 2.1: SFI preparation process

— Section 3.3: SFI/SFIx generation command

— Section 4.1: SFI generation

— Section 4.2: SFIx generation

— Figure 14: Firmware file addition

— Figure 15: Successful SFI generation

Added:

— Section : The tool input is an MCU, a Debug Authentication Type and
a path for the Output File to generate .OBK files.

— Figure 3: SFl file structure for devices supporting the secure
manager

— Figure 16: Successful SFI generation for devices supporting the
secure manager

— Figure 17: Parsing of the MCSYV file for modules list
— Figure 20: SFix window for devices supporting the secure manager
— Figure 28: STM32TrustedPackageCreator license generation tab

26-Mar-2024

14

Added:
— Section 3.12: Regeneration of encryption and authentication keys
— Section 4.4.3: Debug authentication

Updated:

— Section 3.5: OBKey generation
— Section 3.6: Image generation
— Section 4.4: Security features
— Section A.1: Main tool purpose
— Section B.1: Main tool purpose

Removed:
— section 4.5.3 Certificate generation for debug authentication

26-Jun-2024

15

Added:

— Section 3.9: Key generation and FW signature
(STM32WBO0x/STM32WL3x only)

— Section 3.10: SSP-SFI image generation
— Section 3.8: SSP Backup generation

— Section 4.3.1: SSP image generation

— Section : 212 bytes for STM32MP13xx
— Section 4.5: STM32WBO0x Secure Boot
— Section 4.5.1: Generate key

— Section 4.5.2: Firmware Signature

— Section 4.6: SSP backup generation

— Section 4.7: SSP-SFI image generation
Updated:

— Section 1: System requirements
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27-Nov-2024

16

Added:

— Section 3.13: MCE image generation: Added new section for MCE
Image generation.

— Section 3.3: SFI/SFIx generation command: Added new syntax for
external modules list.

— Section 4.8: SSP secrets generation: Added new section for SSP
Secrets Generation.

— Section 4.9: X-CUBE-RSSe and STM32MPUSSP-UTIL: Added
Section 4.9.1: X-CUBE-RSSe and Section 4.9.2: STM32MPUSSP-
UTIL.

Updated:

— Introduction: Removed the list of secure programming solutions and
SMI description.

— Section 2.2.3: Constraints for SFIx images: Added new constraint for
SFIx images.

— Section 2.4: HSM preparation process: Reordered subsections under
HSM preparation process.

— Section 3.10: Key generation and FW signature
(STM32WBO0x/STM32WL3x only): Added support for STM32WL3x.

— Section 4.2: SFIx generation: Added OTFDEC settings switch.
— Section 8: SFI checking: Changed section title.

Deleted:

— Introduction: Removed the SMI description.

07-Mar-2025

17

Added Section 3.7: Generation of encryption and authentication keys.

Updated Section 3.13: MCE image generation, Section 4.4.1:
OBKey/Data generation, and Section 4.4.3: Debug authentication.

Minor text edits across the whole document.

11-Jun-2025

18

Updated Figure 24: OBKey/Data Generation tab and Figure 44:
STM32Trusted Package Creator SFI OB GUI.

Removed former Figure 25: STM32TrustedPackageCreator key
generation mechanism.

Added Section 4.4.5: Certificate generation using PSA_ADAC
command line and Section B.3.3: Imgtool command.

Updated Section 9: SFI OB generation, Section A.3.8: File tag,
Section A.3.9: Permission tag, and Section A.3.12: Debug
authentication (DA).

24-Oct-2025

19

Updated Section 1: System requirements, Section 3.3: SFI/SFIx
generation command, and External modules file.
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— Section 3.14: Global license generation.

— Section A.3.13: Debug authentication with SHA-384.
Updated:

— Section A.3.3: Hash tag.

— Section 4.4.1: OBKey/Data generation.

— Section 4.4.3: Debug authentication.

— Figure 24: OBKey/Data Generation tab.

— Figure 25: Image generation tab.

— Figure 26: Debug authentication - OBkey generation.
— Figure 27: Debug authentication - Certificate generation.
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