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1 Documentation conventions
1.1 General information
The STM32MP153 devices embed an Arm®@ Cortex®-M4 with FPU and a dual Arm®
Cortex®-A7 with FPU cores.
1.2 List of abbreviations for registers

The following abbreviations®) are used in register descriptions:

read/write (rw)

read-only (r)

write-only (w)

read/clear writeO (rc_wO0)
read/clear write1 (rc_w1)
read/clear write (rc_w)
read/clear by read (rc_r)
read/set by read (rs_r)

read/set (rs)

read/write once (rwo)

toggle (t)

Software can read and write to this bit.
Software can only read this bit.
Software can only write to this bit. Reading this bit returns the reset value.

Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

Software can read as well as set this bit. Writing 0 has no effect on the bit
value.

Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on

Reserved (Res.)

the bit value.

Reserved bit, must be kept at reset value.

a. Armis a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

b. This is an exhaustive list of all abbreviations applicable to STMicroelectronics microcontrollers, some of
them may not be used in the current document.
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1.3 Register reset value

Bits (binary notation) or bits nibbles (hexadecimal notation) of which the reset value is
undefined are marked as X.

Bits (binary notation) or bits nibbles (hexadecimal notation) of which the reset value is
unmodified are marked as U.

1.4 Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:

The product integrates two debug ports:

— JTAG debug port (JTAG-DP) provides a 5-pin standard interface based on the
Joint Test Action Group (JTAG) protocol.

—  SWD debug port (SWD-DP) provides a 2-pin (clock and data) interface based on
the Serial Wire Debug (SWD) protocol.

Word: data of 32-bit length.

Half-word: data of 16-bit length.

Byte: data of 8-bit length.

Double word: data of 64-bit length.

Option bytes: product configuration bits stored in internal fuses.
OTP: one-time programming (fuses).

AHB: advanced high-performance bus.
APB: advanced peripheral bus.

AXI: Advanced extensible interface protocol.
ECC: error code correction.

DMA: direct memory access.

AHBS: AHB slave bus.

AXIM: AXI interconnect matrix.

1.5 Availability of peripherals

For availability of peripherals and their number across all devices, refer to the particular
device datasheet.

116/3930
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Memory and bus architecture

System architecture

Bus architecture

The bus architecture is organized around two interconnect matrix, which operate in different

frequency domains, as described in Figure 1.
e One high speed Arm® CoreLink™ NIC-400 network interconnect AXI-based:

This interconnect is dedicated to Cortex-A7 CPU subsystem and high bandwidth
masters (this part of the system is called MPU-side in the following): USBH, ETH,
SDMMC1/2, MDMA, LTDC.

It manages accesses to:

—  external memories DDR (through DDRCTRL), NAND/NOR (through FMC or
QUADSPI)

— main system internal memories SYSRAM and ROM

— main cluster of security peripherals through AHB5 bus

— some low-speed communication peripherals through APB5 bus
— control and configuration of the high-bandwidth masters

—  STM (system trace macrocell)

e  One multi-layer AHB interconnect with an architecture inherited from former MCU
families (this part of the system is called MCU-side in the following).

This interconnect is dedicated to Cortex-M4 subsystem and associated masters: OTG,
DMA1/2, SDMMCS3.

It manages accesses to:

—  Cortex-M4 dedicated SRAM1,2,3,4

— most timers and low-speed communication peripherals through AHB2 bus

—  Cortex-M4 dedicated retention memory (RETRAM)

—  secondary cluster of security peripherals and camera interface through AHB3 bus

— resources dedicated to communication with Cortex-A7 cluster: mailbox and
semaphore through AHB3 bus

— main infrastructure blocks as clock generation, power control, system
configuration, and miscellaneous peripherals through AHB4 bus
AXI and multi-layer AHB matrix are connected to each other through one dedicated data-
path in both directions:

e  AXIM master port has access to all multi-layer AHB slaves. Some of them can become
not accessible when the M4 isolation feature is activated.

e  Multi-layer AHB master has access to all AXI slaves except:
- ROM
— slaves that can be accessed in secure mode only.

The bus architecture diagram in Figure 1 describes the interconnect for STM32MP 153
family.
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Figure 1. Bus interconnect for STM32MP153
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Memory Map organization

Introduction

For the detailed mapping of available memory and register areas, please refer to
Section 2.5: Memory organization.

The following paragraphs describe the various resources in the system.

Embedded Memories

ROM

The 128 Kbyte embedded ROM is a fast access memory (no wait states). It is
dedicated to Cortex-A7 CPU subsystem for boot code execution.This memory and the
associated memory controller operate at aclk = 266 MHz.

Cortex-A7 CPU subsystem cache memories

Please refer to Cortex-A7 CPU subsystem description for cache memories
characteristics.

SYSRAM

The 256 Kbyte embedded SYSRAM is a fast access static RAM, dedicated to
Cortex-A7 CPU subsystem for code execution and low-latency data management. The
SRAM itself is 0 wait-states. Some latency is added when data is propagated through
the AXI interconnect. This memory and the associated memory controller operate at
aclk = 266 MHz.

MCU SRAM1,2,3,4

The SRAM1,2,3,4 are two 128 Kbyte and two 64 Kbyte fast access static RAMs
dedicated to Cortex-M4 MCU for code execution, low-latency data management, and
data storage for exchange with the Cortex-A7 CPU subsystem.The SRAM1,2,3,4 are 0
wait-states. Some latency is added when data is propagated through the AHB
interconnect. These memories and the associated memory controllers operate at
mcu_ck = 209 MHz.

Retention RAM (RETRAM)

The RETRAM is a 64 Kbyte fast access static RAMs with specific supply providing data
retention in all power modes including Vgat and STANDBY. The RETRAM is 0 wait-
states. Some latency is added when data is propagated through the AHB interconnect
(access from MCU-side), or AXI and AHB interconnects (access from MPU-side).This
memory and the associated memory controllers operate at mcu_ck = 209 MHz.
Backup RAM

The backup RAM is a 4 Kbyte static RAMs with dual-rail supply providing data backup
for the whole system, whatever the power mode, with standard latency.This memory
and the associated memory control operate at hclk5 = 266 MHz.

OoTP

OTP is a secure one-time-programmed non volatile memory with 3072 effective bits in
total. It contains system configuration information.This memory and the associated
memory controllers operate at pclk5 = 133 MHz.

OTP is auto-loaded after reset. Bits are held in shadow registers accessible at
133 MHz.
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External memories support

DDR3/LPDDR2 controller (DDRCTRL)

The DDR supported types are LPDDR2, LPDDR3, DDR3/3L. Regarding external
memory, 16 or 32 bits data width are possible, while internally, the DDRCTRL is
connected to 64-bit data width interconnect. The maximum supported size is 1 Gbytes.

The DDRCTRL is accessible through two AXI data ports, which have same
characteristics. A system configuration register allows a given master to select which
port to use, to balance traffic between the two ports.

More information on memory characteristics and controller parametrization are
available in Section 5: DDR3/LPDDR2/. PDDR3 controller (DDRCTRL) and Section 7:
DDR physical interface control (DDRPHYC).

The DDRCTRL operates at aclk = 266 MHz. The external memory operates at up to
pll2_r = 533 MHz depending on the system configuration.

Flexible memory controller (FMC) / QUADSPI

There is no internal Flash memory in the SoC. The system initial-boot-phase and self-
initialization is supported by boot ROM and BSEC.

External Flash memory is accessible through NAND configurable FMC, or through
QUADSPI.

The FMC also allows parallel connection of a SRAM/PSRAM instead of Flash memory
if needed.

SD/SDIO/MMC card host interfaces (SDMMCx)

There is no internal Flash memory in the SoC. The system initial-boot-phase and self-
initialization is supported by boot ROM and BSEC.

External Flash memory such as SD card or eeMMC are accessible through SDMMCx
SD, SDIO, eMMC devices are interfaced through three SDMMC controllers. Two of

them are hooked to the AXIM interconnect and the third one to multi-layer AHB
subsystem.

These controllers are masters of the interconnect and originate the transfers to/from
SD/SDIO/MMC memories.
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Peri

pherals clusters

There are seven peripherals clusters in the system, briefly described hereafter.

Note: the AHBx/APBYy notation means that the resources are accessed through bus AHBXx, and for
some of them through bus AHBXx in combination with bus APBy.

AHB4/APB3

This cluster groups important system functions as clock and power control, system
configuration, most GPIOs control, plus some additional timers and low-speed
communication interfaces.

AHB3

This cluster groups some security blocks dedicated to Cortex-M4, camera interface
and interprocessor communication resources.

AHB2/APB1-APB2

This cluster groups most of the usual MCU peripherals: timers, low-speed
communication interfaces (SPI, 12C, U(S)ART, SAl), ADC, DAC, FDCAN and DFSDM.

All those IPs are typically controlled by Cortex-M4, directly or through DMA1/2, but can
also be managed by Cortex-A7 CPU subsystem as well.

AHB5
This cluster groups security blocks dedicated to Cortex-A7 and the backup RAM.
APB5

This cluster groups some low-speed secure communication blocks dedicated for
Cortex-A7, in addition to BSEC and chip configuration control resources.
Real time clock generation and anti-tamper features also belong to this cluster.

AHB6/APB4

This cluster groups most of the graphic/display resources control, as well as access to
configuration registers of the fast masters: MDMA, ETHernet, SDMMC1/2,USBH.

Debug
This cluster groups all debug features including Arm® CoreSight™ infrastructure.

Memory map overview

Table 1 summarizes which master (cf Figure 1) can access which memory-mapped

resource.
Table 1. Memory map overview STM32MP153
MDMA /
Resource Cortex- | Cortex- De- DMA1 / ETH OTG/ |USBH/SDMMC1,2/
A7 M4 bugger DMA2 SDMMC3 LTDC
DDR X X X X X X X
Cortex-A7 debug xM - X - - - -
Cortex-M4 debug - X X - - - -
Cortex-A7 GIC X - - - - - -
STM X X X X - - -
Ext FMC interface X X X X - - -
Ext QUADSPI X X X X - - -
Ext NOR interface X X X X - - -
AXIM registers X - X - - - -
APBS5 peripherals X X X X - - -
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Table 1. Memory map overview STM32MP153 (continued)

@0x0000 0000

MDMA /
Resource Cortex- | Cortex- De- DMA1 / ETH OTG/ |USBH/SDMMC1,2/
A7 M4 bugger DMA2 SDMMC3 LTDC
AHBG6/APB4 peripherals X X X - - -
AHBS5 peripherals X X X - - -
APB debug peripherals X X X - - - -
AHB4/APB3 peripherals X X X X X - -
AHB2/APB1,2 peripherals X X X X X - -
AHB3/APB1,2 peripherals X X X X X - -
RETRAM X X X X X X -
SRAM 1,2,3,4 X X X X X X -
SYSRAM X X X X X X X
ROM/RETRAM X(Z) X(2) X(Z) _ _ _ _

1. Cortex-A7 accesses its own debug resources through CoreSight infrastructure.

2. Cortex-A7 and debugger see the ROM, while the Cortex-M4 access RETRAM at this location.

2.2 AXIl interconnect matrix (AXIM)

2.21 AXIM features

The AXIM is implemented with NIC-400 network interconnect. Its main features are:

e 10 masters, and 12 slave layers (plus 2 internal slaves), with optimized interconnect
topology from masters to slaves (no full interconnect)

e  Simultaneous accesses support from different masters to slaves connected to

separated layers

e  Protocol conversion (AXI, AHB) support
e Internal data and commands buffering for improved traffic efficiency

e QoS programming support

e Asynchronism management

e  Software configuration of internal parameters (QOS, bypass,...) through user
accessible registers.
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2.2.2 AXIM interconnect configuration

The NIC-400 interconnect configuration is described in Figure 2.

Figure 2. NIC-400 interconnect AXIM for STM32MP153
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Master ports description

MO: asynchronous port connected to MCU interconnect master port

Allows masters from the MCU subsystem to have access to all blocks in the system,
except ROM and AXIMC internal slave (also known as GPV, global programmer view)
which contains all NIC-400 programming registers.

M1/M2: two AHB-Lite ports connected to USBHost master ports, with same capacities
Accesses are limited to DDR and SYSRAM memories.
M3: AXI4 port connected to ETHernet gigabit interface

Accesses are limited to DDR and SYSRAM memories, plus memories located in MCU
subsystem.

M4: AXI3 port connected to Cortex-A7 CPU subsystem (128-bit wide)

The asynchronism is managed inside the CPU subsystem. The conversion to 64 bits is
done inside the NIC-400. The CPU subsystem is connected to DDR controller port 0
only. The user can choose to hook other masters on this layer, or leave the CPU as
single master, depending on application needs.

M5/M6: two AHB-Lite ports connected to SDMMC1 and SDMMC2 master ports
Accesses are limited to DDR, and SYSRAM memories.
M7: AXl4 port connected to MDMA

MDMA is able to access all slaves in the system including the configuration ports of
master IPs. It can be used to perform the entire programing of such blocks thanks to its
linked list support. This master has important read issuing capabilities and is able to
generate peak traffic approaching the layer theoretical max throughput.

M9: AXI4 port connected to LTDC display driver
Accesses are limited to DDR and SYSRAM memories.
M10: AXI4 port connected to debug access port (DAP) AXI

This master port has access to all slaves, except S11 going back to the DAP to avoid
dual data-path in the system topology. M10 also accesses the AXIMC internal slave
which contains all interconnect programming registers.

Master ports main characteristics

Table 2 summarizes the master ports main characteristics.

Table 2. Master ports main characteristics

Data bus o D Default R(_eadl\_lvrite
Master port | Nb Protocol . Synchronicity | . QOs issuing

width width value(? capability
MCU interco MO AHB_Lite 32 Async 1 6 17
USBH p1 M1 AHB_Lite 32 Sync 1 5 11
USBH p2 M2 | AHB_Lite 32 Sync 1 5 11
ETH M3 AXI4 64 Sync 4 7 11
CPU M4 AXI3 128 Sync 6 12 8/8
SDMMCA1 M5 | AHB_Lite 32 Sync 1 4 11
SDMMC2 M6 | AHB_Lite 32 Sync 1 4 11
MDMA M7 AXI4 64 Sync 1 8 8/1
LTDC M9 AXI4 64 Sync 4 1 2/1
DEBUG / DAP | M10 AXI4 64 Sync 1 2 11
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1.

2.2.5

Master priorities can be modified by software.

Master ports security characteristics

Table 3 lists the master ports security characteristics.

Table 3. Master ports security characteristics

NIC input signals TrustZone
Master ports Nb | used for security " R NSAID("
X configuration
propagation
0b0001 for Cortex-M4
MCU interco MO HAuser(5:0) Non-secure 0b0110 for DMA1 / DMA2
0b1000 for OTG
USBH p1 M1 HAuser(5:0) Non-secure 0b0111
USBH p2 M2 HAuser(5:0) Non-secure 0b0111
ARuser(5:0)
ETH M3 Non- 0b1010
AWuser(5:0) on-secure
ARuser(5:0)
CP M4 Per- 0b0000
U AWuser(5:0) er-access 000
SDMMCA1 M5 HAuser(5:0) Non-secure 0b1001
SDMMC2 M6 HAuser(5:0) Non-secure 0b1001
ARuser(5:0)
MDMA M7 Per- 0b0101
AWuser(5:0) er-access
ARuser(5:0)
LTDC M9 Non- b0011
AWuser(5:0) on-secure 0b00
ARuser(5:0)
DEBUG / DAP M10 Per- O0b1111
AWuser(5:0) er-access

1.

3

Master MO transmits several NSAIDs corresponding to multi-layer AHB masters. Different masters of same

type (SDMMC1/2 and USBH1/2) generate the same NSAID value.
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2.2.6

2.2.7

126/3930

Slave ports description

S0, S1: AXI3 synchronous ports 0 and 1 of DDR controller. Asynchronism is managed
inside the DDR controller.

S$2: AHB-Lite synchronous port connected to AHB6, which is the bridge to configuration
ports of all masters.

8$3: AHB-Lite asynchronous port connected to main MCU multi-layer AHB interconnect,
giving access to Cortex-A7 to all MCU peripherals.

S$4: AXI3 synchronous port to NAND/NOR controller
S$5:AXI3 synchronous port to QUADSPI controller
$6:AXI13 synchronous port to SYSRAM controller
S7:AXI13 synchronous port to ROM controller

S8: AXI3 synchronous port to STM trace data buffer

89: AHB-Lite synchronous port to AHB5. This bridge controls access to crypto
resources, secure GPI0s and backup RAM.

$10: AHB-Lite synchronous port to protocol converter for APB5. APB5 is an APB3 bus
supporting security signals propagation. This bus controls access to security
management blocks and a set of secure peripherals.

S$11: AHB-Lite synchronous port to protocol converter for APB_ DEBUG access located
in DAP.

Internal slaves:

Default slave: defines the interconnect behavior when accesses are done in a non-
valid region.

AXIMC (also known as GPV): contains all NIC-400 interconnect configuration registers.
The interconnect configuration register set can be accessed only by two masters:
Cortex-A7 CPU (software configuration in early stage of application) and DAP (debug,
mainly for check).

Slave ports main characteristics

Table 4 lists the slave ports main characteristics.

Table 4. Slave ports main characteristics

Slave port Nb Protocol D::ie:j?: s Synchronicity acce;zf‘:é ‘::v;gzbility
DDR p0 S0 AX14 64 Sync 207201
DDR p1 S1 AX14 64 Sync 20/20(M
AHB6 S2 AHB_Lite 32 Sync 1/1
Multi-layer AHB S3 AXI4 32 Async 17
FMC S4 AX14 64 Sync 11
QUADSPI S5 AX14 64 Sync 1/1
SYSRAM S6 AXI3 64 Sync 1/1
ROM S7 AXI3 64 Sync 1/1
STM S8 AX14 64 Sync 1/1
AHB5 S9 AX14 32 Sync 1/1
APB5 S10 AHB_Lite 32 Sync 1/1
DEBUG/DAP S11 AHB_Lite 32 Sync 1/1

3
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1. DDR read / write acceptance capability = CAM size (16) + internal AXI port interface FIFO (4)
2.2.8 Slave ports security characteristics
Table 5 lists the slave ports security characteristics.
Table 5. Slave ports security characteristics
Slave ports Nb NIC |npu_t signals usq_ed for TrustZone configuration
security propagation
AR 5:0
DDR p0 SO AWlLJJZee:((S: 0)) Secure and non-secure
AR 5:0
DDR p1 S1 AWllJJzZ';((S:O)) Secure and non-secure
AHB6 S2 HAuser(5:0) Secure and non-secure
Multi-layer AHB S3 HAuser(5:0) Secure and non-secure
AR 5:0
FMC S4 AWlLJJZer((S: 0)) Secure and non-secure
QUADSPI S5 HAuser(5:0) Secure and non-secure
AR 5:0
SYSRAM S6 AWEZ(::((& O)) Secure and non-secure
AR 5:0
ROM S7 Awtzzrr(( 5. 0)) Secure and non-secure
AR 5:0
STM S8 AWlLJ;eerr((S: 0)) Secure and non-secure
AR 5:0
AHB5 S9 AWEZ(::((& O)) Secure and non-secure
AR 5:0
APBS5 S10 AWTJZZ*((S:O)) Secure and non-secure
DEBUG/DAP S11 HAuser(5:0) Per-access
2.3 Multi-layer AHB interconnect
2.31 Multi-layer AHB features
The multi-layer AHB interconnect is an optimized version of Arm BP010 interconnect.
Its main features are:
e 10 masters, and 9 slave layers, all 32-bit data
e  Simultaneous accesses support from different masters to slaves connected to
separated layers
e Internal data and commands buffering for improved traffic efficiency
2.3.2 Multi-layer AHB interconnect configuration

The multi-layer AHB interconnect configuration is described in Figure 3.

3
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Figure 3. Multi-layer AHB interconnect for STM32MP153
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2.3.3 Multi-layer AHB master ports characteristics

MO: AHB-Lite connected to MPU interconnect master port

It allows masters from the MPU subsystem to have access to all slaves in the system,
except the path to MPU to avoid loopback.

M1, M2, M3, M4: four AHB-Lite ports connected to DMA1 and DMA2 dual-master
blocks, with same capacities.

Accesses are granted to all slaves in the subsystem: Cortex-M4 SRAMs and bridges to
all peripherals.

M5: AHB-Lite ports connected to SDMMC3 interface.

Accesses are limited to Cortex-M4 RAMs, retention RAM and memories located in
MPU subsystem (SYSRAM, DDR) through the main NIC-400 AXI interconnect.

M6: AHB-Lite port connected to OTG interface.

Accesses are limited to Cortex-M4 RAMs, retention RAM and memories located in
MPU subsystem (SYSRAM, DDR) through the main NIC-400 AXI interconnect.

M7: AHB-Lite port connected to the S-bus Cortex-M4 subsystem.

It allows the Cortex-M4 to have access to all slaves in the system, including a number
of those located in MPU subsystem through the main NIC-400 AXI interconnect.

M8, M9: AHB-Lite port connected to the I-bus and D-bus of Cortex-M4 subsystem.

It allows the Cortex-M4 to have access to slaves in the system located below 0x20 000
000, which are retention RAM and SRAM1,2,3,4. No peripherals are re-mapped below
0x20 000 000.

Table 6 lists the main characteristics of multi-layer AHB master ports.

128/3930

3

RMO0442 Rev 7




RM0442

Memory and bus architecture

Table 6. Multi-layer AHB master ports main characteristics

Master ports Nb Protocol Data bus width Synchronicity
AHB_MPU MO AHB-Lite 32 Sync
DMA1 p1 M1 AHB-Lite 32 Sync
DMA1 p2 M2 AHB-Lite 32 Sync
DMA2 p1 M3 AHB-Lite 32 Sync
DMA2 p2 M4 AHB-Lite 32 Sync
SDMMC3 M5 AHB-Lite 32 Sync
oTG M6 AHB-Lite 32 Sync
SBUS of Cortex-M4 M7 AHB-Lite 32 Sync
DBUS of Cortex-M4 M8 AHB-Lite 32 Sync
IBUS of Cortex-M4 M9 AHB-Lite 32 Sync

234 Multi-layer AHB slave ports characteristics

S0, S1, S2, S$8: AHB-Lite synchronous ports to SRAM1,2,3,4.
S1 is the slave which provides the best latency when accessed from M4 S-port.
S$3: AHB-Lite synchronous port to AHB3

This bridge controls access to crypto resources and communications IPs with Cortex-
A7 cluster.

S4: AHB-Lite synchronous port connected to AHB2

It is the bridge to configuration ports of all masters connected to multi-layer AHB. This
port also allows to access all resources located in APB1 and APB2 clusters, and ADCs.

S$5: AHB-Lite synchronous port connected to main NIC-400 interconnect
It gives access to multi-layer AHB master to most SoC peripherals.

S$6: AHB-Lite synchronous port to retention RAM controller

S7: AHB-Lite synchronous port to AHB4

This bridge controls access to a cluster comprising main system management utilities
(clock, power), all non-secure GPIOs and a complementary set of peripherals, allowing
to activate only this cluster for simple applications.

The following table lists the multi-layer AHB slave ports main characteristics.

Table 7. Multi-layer AHB slave ports main characteristics

Slave port Nb Protocol D:’t;:’: s Synchronicity Clock ratio
SRAM1 SO AHB-Lite 32 sync 171
SRAM2 S1 AHB-Lite 32 sync 171
SRAMS3 S2 AHB-Lite 32 sync 171
SRAM4 S8 AHB-Lite 32 sync 171
AHB3 S3 AHB-Lite 32 sync 11
AHB2 S4 AHB-Lite 32 sync 11
MPU_NIC400 S5 AHB-Lite 32 sync 17
RETRAM S6 AHB-Lite 32 sync 11
AHB4 S7 AHB-Lite 32 sync 11
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24 AXIMC registers

The following register description is only about AXIM interconnect, as multi-layer AHB
interconnect has no configuration registers.

x is the number of the master (Mx with x=10 means M10). Parameters of the masters vary

depending on their capabilities, so the number of registers may differ from one to another.
241 AXIMC peripheral ID4 register (AXIMC_PERIPH_ID_4)

Address offset: 0x1FDO

Reset value: 0x0000 0004

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KACOUNTI[3:0] JEP106CON[3:0]
r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.
Bits 7:4 K4COUNT[3:0]: register file size
Bits 3:0 JEP106CON[3:0]: JEP106 continuation code

242 AXIMC peripheral ID5 register (AXIMC_PERIPH_ID_5)
Address offset: Ox1FD4
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PERIPH_ID_5[7:0]
r | r | r | r | r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PERIPH_ID_5[7:0]: reserved, not used.

3
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243 AXIMC peripheral ID6 register (AXIMC_PERIPH_ID_6)

Address offset: 0Ox1FD8
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PERIPH_ID_6[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PERIPH_ID_6[7:0]: reserved, not used.

244 AXIMC peripheral ID7 register (AXIMC_PERIPH_ID_7)

Address offset: 0x1FDC
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PERIPH_ID_7[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PERIPH_ID_7[7:0]: reserved, not used.

245 AXIMC peripheral ID0 register (AXIMC_PERIPH_ID_0)

Address offset: Ox1FEO
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PERIPH_ID_0[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PERIPH_ID_0[7:0]: part number [7:0]

3
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246 AXIMC peripheral ID1 register (AXIMC_PERIPH_ID_1)

Address offset: Ox1FE4
Reset value: 0x0000 00B4

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PERIPH_ID_1[7:0]
r | r | r | r | r | r | r | r
Bits 31:8 Reserved, must be kept at reset value.
Bits 7:0 PERIPH_ID_1[7:0]: JEP106 identity [3:0], part number [11:8]
247 AXIMC peripheral ID2 register (AXIMC_PERIPH_ID_2)
Address offset: 0x1FE8
Reset value: 0x0000 003B
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PERIPH_ID_2[7:0]

r | r | r | r

r

[ [ [ -

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PERIPH_ID_2[7:0]: part revision, JEP106 code flag, JEP106 identity [6:4]

248 AXIMC peripheral ID3 register (AXIMC_PERIPH_ID_3)

Address offset: OXx1FEC
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
REV_AND[3:0] CUST_MOD_NUM][3:0]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 REV_ANDI[3:0]: customer version
0: none
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Bits 3:0 CUST_MOD_NUM[3:0]: customer modification
0: none

249 AXIMC component IDO register (AXIMC_COMP_ID_0)

Address offset: Ox1FFO
Reset value: 0x0000 000D

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PREAMBLE[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLE[7:0]: preamble bits [7:0]

2410 AXIMC component ID1 register (AXIMC_COMP_ID_1)

Address offset: Ox1FF4
Reset value: 0x0000 00F0

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CLASS[3:0] PREAMBLE[11:8]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 CLASS[3:0]: Component class
OxF: generic IP component class

Bits 3:0 PREAMBLE[11:8]: preamble bits [11:8]
0x0: common ID value

3
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2411 AXIMC component ID2 register (AXIMC_COMP_ID_2)
Address offset: Ox1FF8
Reset value: 0x0000 0005
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PREAMBLE[19:12]
r | r | r | r | r | r | r | r
Bits 31:8 Reserved, must be kept at reset value.
Bits 7.0 PREAMBLE[19:12]: preamble bits [19:12]
2412 AXIMC component ID3 register (AXIMC_COMP_ID_3)
Address offset: Ox1FFC
Reset value: 0x0000 00B1
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PREAMBLE[27:20]
r | r | r | r | r | r | r | r
Bits 31:8 Reserved, must be kept at reset value.
Bits 7:0 PREAMBLE[27:20]: preamble bits [27:20]
2413 AXIMC master x packing functionality register

31

(AXIMC_Mx_FN_MOD2)

Address offset: 0x42024 + 0x1000 * x, (x = 0 to 2)
Reset value: 0x0000 0000
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Bits 31:1 Reserved, must be kept at reset value.

Bit 0 BYPASS_MERGE: Disable packing of beats to match the output data width

Unaligned transactions are not realigned to the input data word boundary.
0: normal operation

1: disable packing

2414 AXIMC master x AHB conversion override functionality register
(AXIMC_Mx_FN_MOD_AHB)

Address offset: 0x42028 + 0x1000 * x, (x =0 to 2)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
w m
=] =]
[
-
w
>
s | 3
0
2 2
I N
x [a)
= 4
w rw

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WR_INC_OVERRIDE: Converts all AHB-Lite write transactions to a series of single beat AXI

transactions, and each AHB-Lite write beat is acknowledged with the AXI buffered write
response.

0: override disabled
1: override enabled

Bit 0 RD_INC_OVERRIDE: Converts all AHB-Lite read transactions to a series of single beat AXI
transactions.

0: override disabled
1: override enabled

3
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2415 AXIMC master x read priority register (AXIMC_Mx_READ_QOS)
Address offset: 0x42100 + 0x1000 * x, (x = 0 to 2)
Reset value: Block 0: 0x0000 0006
Reset value: Block 1: 0x0000 0005
Reset value: Block 2: 0x0000 0005
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]
Bits 31:4 Reserved, must be kept at reset value.
Bits 3:0 AR_QOS[3:0]: read channel QoS setting
0x0: lowest priority
OxF: highest priority
2.4.16 AXIMC master x write priority register (AXIMC_Mx_WRITE_QOS)
Address offset: 0x42104 + 0x1000 * x, (x = 0 to 2)
Reset value: Block 0: 0x0000 0006
Reset value: Block 1: 0x0000 0005
Reset value: Block 2: 0x0000 0005
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS][3:0]: write channel QoS setting
0x0: lowest priority
OxF: highest priority
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2417 AXIMC master x issuing capability override functionality register
(AXIMC_Mx_FN_MOD)

Address offset: 0x42108 + 0x1000 * x, (x = 0 to 2)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
s | 8
7 a
i &
w w
2 >
O| ol
8 | 3
I I
w [a)
=
z i
= 4
w w

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: override AMIB write issuing capability
0: normal issuing capability
1: force issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: override AMIB read issuing capability
0: normal issuing capability
1: force issuing capability to 1

2418 AXIMC master x packing functionality register
(AXIMC_Mx_FN_MOD2)

Address offset: 0x42024 + 0x1000 * x, (x = 5 to 6)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

2 |BYPASS_MERGE| o

Bits 31:1 Reserved, must be kept at reset value.

3
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Bit 0 BYPASS_MERGE: Disable packing of beats to match the output data width

Unaligned transactions are not realigned to the input data word boundary.
0: normal operation
1: disable packing

2419 AXIMC master x AHB conversion override functionality register
(AXIMC_Mx_FN_MOD_AHB)

Address offset: 0x42028 +0x1000 * x, (x = 5 to 6)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
w W
a a
z a
-
w
>
s | 3
0
2 2
I 1
x [a)
= 4
w rw

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WR_INC_OVERRIDE: converts all AHB-Lite write transactions to a series of single beat AXI

transactions, and each AHB-Lite write beat is acknowledged with the AXI buffered write
response.

0: override disabled
1: override enabled

Bit 0 RD_INC_OVERRIDE: converts all AHB-Lite read transactions to a series of single beat AXI
transactions.

0: override disabled
1: override enabled

2.4.20 AXIMC master x read priority register (AXIMC_Mx_READ_QOS)
Address offset: 0x42100 +0x1000 * x, (x = 5 to 6)
Reset value: 0x0000 0004

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.
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Bits 3:0 AR_QOSJ[3:0]: read channel QoS setting
0x0: lowest priority
OxF: highest priority

24.21 AXIMC master x write priority register (AXIMC_Mx_WRITE_QOS)

Address offset: 0x42104 + 0x1000 * x, (x =5 to 6)
Reset value: 0x0000 0004

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS|[3:0]: write channel QoS setting
0x0: lowest priority
OxF: highest priority

2.4.22 AXIMC master x issuing capability override functionality register
(AXIMC_Mx_FN_MOD)

Address offset: 0x42108 + 0x1000 * x, (x =5 to 6)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

ISS_OVERRIDE | ©

ISS_OVERRIDE | —

2 |WRITE
2 | READ

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: override AMIB write issuing capability
0: normal issuing capability
1: force issuing capability to 1

3
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Bit 0 READ_ISS_OVERRIDE: override AMIB read issuing capability
0: normal issuing capability
1: force issuing capability to 1

2.4.23 AXIMC master x read priority register (AXIMC_Mx_READ_QOS)
Address offset: 0x42100 + 0x1000 * x, (x = 3 to 4)
Reset value: Block 3: 0x0000 0007
Reset value: Block 4: 0x0000 000C

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AR_QOS[3:0]: read channel QoS setting
0x0: lowest priority
OxF: highest priority

24.24 AXIMC master x write priority register (AXIMC_Mx_WRITE_QOS)
Address offset: 0x42104 + 0x1000 * x, (x = 3 to 4)
Reset value: Block 3: 0x0000 0007
Reset value: Block 4: 0x0000 000C

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS][3:0]: write channel QoS setting
0x0: lowest priority
OxF: highest priority

3
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24.25 AXIMC master x packing functionality register

(AXIMC_Mx_FN_MOD)
Address offset: 0x42108 + 0x1000 * x, (x = 3 to 4)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

ISS_OVERRIDE | ©

ISS_OVERRIDE | =

2 |WRITE
2 | READ

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: override AMIB write issuing capability
0: normal issuing capability
1: force issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: override AMIB read issuing capability
0: normal issuing capability
1: force issuing capability to 1

2.4.26 AXIMC master x read priority register (AXIMC_Mx_READ_QOS)

Address offset: 0x42100 + 0x1000 * x, (x = 7 to 8)
Reset value: Block 7: 0x0000 0008
Reset value: Block 8: 0x0000 0003

31

30

29

28

27

26

25

24

23

22

21

20

17

16

1

3 2

1

AR_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AR_QOSJ[3:0]: read channel QoS setting
0x0: lowest priority
OxF: highest priority
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2.4.27 AXIMC master x write priority register (AXIMC_Mx_WRITE_QOS)
Address offset: 0x42104 + 0x1000 * x, (x = 7 to 8)
Reset value: Block 7: 0x0000 0008
Reset value: Block 8: 0x0000 0003

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS][3:0]: write channel QoS setting
0x0: lowest priority
OxF: highest priority

2.4.28 AXIMC master x issuing capability override functionality register
(AXIMC_Mx_FN_MOD)

Address offset: 0x42108 + 0x1000 * x, (x = 7 to 8)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
5 | &
7 =]
i &
w [}
= >
O| oI
8 | 8
I i
w [a)
'_
z )
= 4
w rw

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: override AMIB write issuing capability
0: normal issuing capability
1: force issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: override AMIB read issuing capability
0: normal issuing capability
1: force issuing capability to 1

3
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Memory and bus architecture

2.4.29 AXIMC long burst capability inhibition register
(AXIMC_FN_MOD_LB)
Address offset: 0x4A02C
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
o
;|
o)
EI
£
w
Bits 31:1 Reserved, must be kept at reset value.
Bit 0 FN_MOD_LB: controls burst breaking of long bursts
0: long bursts can not be generated at the output of the ASIB
1: long bursts can be generated at the output of the ASIB
2.4.30 AXIMC master x read priority register (AXIMC_Mx_READ_QOS)
Address offset: 0x42100 + 0x1000 * x, (x = 9 to 10)
Reset value: Block 9: 0x0000 000B
Reset value: Block 10: 0x0000 0002
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]
Bits 31:4 Reserved, must be kept at reset value.
Bits 3:0 AR_QOS[3:0]: read channel QoS setting
0x0: lowest priority
OxF: highest priority
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2.4.31 AXIMC master x write priority register (AXIMC_Mx_WRITE_QOS)
Address offset: 0x42104 + 0x1000 * x, (x = 9 to 10)
Reset value: Block 9: 0x0000 000B
Reset value: Block 9: 0x0000 0002

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS][3:0]: write channel QoS setting
0x0: lowest priority
OxF: highest priority

2.4.32 AXIMC master x issuing capability override functionality register
(AXIMC_Mx_FN_MOD)

Address offset: 0x42108 + 0x1000 * x, (x = 9 to 10)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
5 | &
7 =]
i &
w [}
= >
O| oI
8 | 8
I i
w [a)
'_
z )
= 4
w rw

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: override AMIB write issuing capability
0: normal issuing capability
1: force issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: override AMIB read issuing capability
0: normal issuing capability
1: force issuing capability to 1

3
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2.4.33 AXIMC register map

Table 8. AXIMC register map and reset values

Offset Register = I2RINNQIRRIIRN SRS |E RTINS |o|o|~|o (vt o n+|o
E g
AXIMC_PERIPH_ID_4 Z O
0x1FDO 3 o
S 5
o
Reset value oJoJofo]o]1]0]o
AXIMC_PERIPH_ID_5 PERIPH_ID_5[7:0]
O0x1FD4
Reset value o[oJoJoJoJoJo]o
AXIMC_PERIPH_ID_6 PERIPH_ID_6[7:0]
0x1FD8
Reset value o[oJoJofoJo]o]o
AXIMC_PERIPH_ID_7 PERIPH_ID_7[7:0]
0x1FDC
Reset value oJoJofo]o]o]o]o
AXIMC_PERIPH_ID_0 PERIPH_ID_0[7:0]
Ox1FEO
Reset value o[oJoJoJoJoJo]o
AXIMC_PERIPH_ID_1 PERIPH_ID_1[7:0]
Ox1FE4
Reset value 1]oJ1][1]o]1]0]0
AXIMC_PERIPH_ID_2 PERIPH_ID_2[7:0]
Ox1FES
Reset value ofof11]1]o]1]1
=}
™
g s
™ 2
a Z
AXIMC_PERIPH_ID_3 Z a
Ox1FEC | o)
& =,
4 %
2
(@]
Reset value o[oJoJo[o]o]o]o
AXIMC_COMP_ID_0 PREAMBLE[7:0]
Ox1FFO
Reset value ofofofof1]1]0]1
=)
g =
®, [
AXIMC_COMP_ID_1 7] @
Ox1FF4 2 s
I <
g 2
o
Reset value 1[1]1]1]oJo]o]o
AXIMC_COMP_ID_2 PREAMBLE[19:12]
Ox1FF8
Reset value ofoJofofo[1]0]1
AXIMC_COMP_ID_3 PREAMBLE[27:20]
Ox1FFC
Reset value 1]o]1]1]o]o]o]1
8222326 Reserved Reserved
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Table 8. AXIMC register map and reset values (continued)

Offset Register SI2IRIRINISIQITIQINITIRIZIR N2 iT RN IT|C|o|w|~|o|v|¢|m|n|~|o
]
(O]
x
=
AXIMC_MO0_FN_MOD2 |
0x42024 a
&
>-
m
Reset value 0
58
zZl2
ak
w
AXIMC_MO_FN_ 8 8
0x42028 MOD_AHB oo
zZ|z
=
1 fa)
2 |x
Reset value 0|0
0x4202C
- Reserved Reserved
0x420FC
15)
o,
AXIMC_MO0_ 007
0x42100 READ_QOS el
x
<<
Reset value 0 | 1 | 1 | 0
15)
o,
AXIMC_MO_ 8
0x42104 WRITE_QOS OI
Z
Reset value 01

AXIMC_MO0_FN_MOD

o |WRTIE_ISS_OVERRIDE| =
© | READ_ISS_OVERRIDE | ©

0x42108
=
Reset value
0x4210C
- 0x43020 Reserved Reserved
w
(O]
x
=
AXIMC_M1_FN_MOD2 |
0x43024 a
&
>-
m
Reset value 0
W {w
Qi
"4
x|E
w
AXIMC_M1_FN_ 8 8
0x43028 MOD_AHB oI (_)I
Z|z
=
1 a)
2 |x
Reset value 0|0
0x4302C
- Reserved Reserved
0x430FC
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Table 8. AXIMC register map and reset values (continued)
Offset Register RINSREIR o|n|e|o
2
)
AXIMC_M1_ @
0x43100 READ_QOS S,
14
<
Reset value 0 | 1 | 0 | 1
S
)
AXIMC_M1_ 2
0x43104 WRITE_QOS OI
z
Reset value 01

AXIMC_M1_FN_MOD

o |WRTIE_ISS_OVERRIDE| ©
o | READ_ISS_OVERRIDE | =

0x43108
=
Reset value
0x4310C
- 0x44020 Reserved
AXIMC_M2_FN_MOD2 |
0x44024

o |RD_INC_OVERRIDE | © |IBYPASS_MERGE

Reset value
w
=]
©
['4
w
AXIMC_M2_FN_ 3
0x44028 MOD_AHB ol
z
1
x
=
Reset value 0
0x4402C
- Reserved
0x440FC
=
o,
AXIMC_M2_ 2
0x44100 READ_QOS S
©
<
Reset value o[1]o]1
=5
o,
AXIMC_M2_ !
0x44104 WRITE_QOS S
z
Reset value 0 | 1 | 0 | 1
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Table 8. AXIMC register map and reset values (continued)

Offset Register SI2IRIRINISIQITIQINITIRIZIR N2 iT RN IT|C|o|w|~|o|v|¢|m|n|~|o
5|4
zl2
(%
Wi
5 >

AXIMC_M2_FN_MOD 119

0x44108 8 8
2|2
tle
oW
2 |x

Reset value 0|0
0x4410C
- Reserved Reserved

0x450FC
S
o,

AXIMC_M3_ 2

0x45100 READ_QOS S,

x

<<
Reset value 0 | 1 | 1 | 1

15)

o,
AXIMC_M3_ !

0x45104 WRITE_QOS OI

Z

Reset value o|1(1]1
5|4

zle

&

Wi

5 >

AXIMC_M3_FN_MOD 119,

0x45108 219
w'|g
£|o
2|

Reset value 0|0
0x4510C
- Reserved Reserved

0x460FC
1Sy
o,

AXIMC_M4_ 2

0x46100 READ_QOS S
o
<

Reset value 1 | 1 | 0 | 0
S
o,
AXIMC_M4_ 8
0x46104 WRITE_QOS OI
z

Reset value 111100
5|4

zZle

|&

Wi

8 >

AXIMC_M4_FN_MOD 1©,

0x46108 A 2
w'| g
o
2|

Reset value 0|0
0x4C10C

- 0x47020 Reserved Reserved

3
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Table 8. AXIMC register map and reset values (continued)

Offset

Register

AXIMC_M5_FN_MOD2

w
(O]
x
w
=
0x47024 @2
&
>-
m
Reset value 0
58
zZl2
x|E
w
AXIMC_M5_FN_ 313
0x47028 MOD_AHB oo
zZ|z
=
1 fa)
2 |x
Reset value 0|0
0x4702C
- Reserved
0x470FC
1<)
o,
AXIMC_ M5_ 2
0x47100 READ_QOS el
x
<<
Reset value 0 | 1 | 0 | 0
15)
o,
AXIMC_M5_ !
0x47104 WRITE_QOS OI
Z
Reset value 11010
5|8
z2
| &
W
5 >
AXIMC_M5_FN_MOD 119,
0x47108 AL
=19
'-'_JI a'
Elo
2|
Reset value 0jo
0x4710C
- 0x48020 Reserved

AXIMC_M6_FN_MOD2

w

(O]

x

w

=

0x48024 %

&

>-

m

Reset value 0

W [ w

Qi

"4

x|E

w

AXIMC_M6_FN_ 8 8

0x48028 MOD_AHB oo

Zz(z

=

1 a)

2|

Reset value 0|0
0x4802C

- Reserved

0x480FC
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Table 8. AXIMC register map and reset values (continued)

Offset Register SI2IRIRINISIQITIQINITIRIZIR N2 iT RN IT|C|o|w|~|o|v|¢|m|n|~|o
1<)
o,
AXIMC_M6_ 8
0x48100 READ_QOS e] |
14
<
Reset value 0 | 1 | 0 | 0
15)
o,
AXIMC_M6_ Uo’
0x48104 WRITE_QOS OI
Z
Reset value o(1/0]|0
5|4
2
(%
Wi
5 >
AXIMC_M6_FN_MOD 119
0x48108 AL
=19
'-LJI a'
& |
2 |x
Reset value 0|0
0x4810C
- Reserved Reserved
0x490FC
15)
o,
AXIMC_M7_ 007
0x49100 READ_QOS el
x
<<
Reset value 1 | 0 | 0 | 0
1S)
o,
AXIMC_M7_ 8
0x49104 WRITE_QOS a |
Z
Reset value 110]0 | 0
g
&
AXIMC_M7_FN_MOD o
0x49108 El
z
[T
Reset value 0|0
0x4910C
- Reserved Reserved
0x4A028
m
=
AXIMC_M8_FN_MOD_ 8
0x4A02C LB =)
z
[
Reset value 0
0x4A030
- Reserved Reserved
0x4A0FC
15
o,
AXIMC_M8_ 8
0x4A100 READ_QOS €] |
x
<
Reset value 0 | 0 | 1 | 1

3
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Table 8. AXIMC register map and reset values (continued)

Offset Register SI2IRIRINISIQITIQINITIRIZIR N2 iT RN IT|C|o|w|~|o|v|¢|m|n|~|o
5
o,
AXIMC_M8_ 8
0x4A104 WRITE_QOS OI
Z
Reset value 0|0 1|1
g
a
AXIMC_M8_FN_MOD o
0x4A108 El
z
[T
Reset value 0|0
0x4A10C
- Reserved Reserved
0x4BOFC
15)
o,
AXIMC_M9_ 007
0x4B100 READ_QOS S,
x
<<
Reset value 1 | 0 | 1 | 1
15)
o,
AXIMC_M9_ 8
0x4B104 WRITE_QOS OI
Z
Reset value 11011
5|4
zle
&
Wi
5 >
AXIMC_M9_FN_MOD 119,
0x4B108 3|3
=19
EI a'
£|o
2|
Reset value 0|0
0x4B10C
- Reserved Reserved
0x4COFC
I5)
o,
AXIMC_M10_ 8
0x4C100 READ_QOS le] |
o
<
Reset value 0 | 0 | 1 | 0
=)
o,
AXIMC_M10_ 3
0x4C104 WRITE_QOS OI
z
Reset value 0|0

AXIMC_M10_FN_MOD

0x4C108

o |WRTIE_ISS_OVERRIDE| =
o | READ_ISS_OVERRIDE | ©

Reset value

3
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Refer to Section 2.5 on page 153 for the register boundary addresses.

3
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2.5 Memory organization

2.5.1 Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word’s least significant byte and the highest numbered byte the most
significant.

The access to some part of the address space is master dependent, see Section 2: Memory
and bus architecture for details.

3
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2.5.2

Memory map and register boundary addresses

Figure 4. Memory map

OXFFFF FFFF

0xE000 0000

0xC000 0000

0xA000 0000

0x9000 0000

0x8000 0000

0x7000 0000

0x6000 0000

0x5000 0000

0x4000 0000

0x3000 0000

0x2000 0000

0x1000 0000

0x0000 0000

OXFFFF FFFF

DDR extension

0xEOOD DDFF

CA7 debug peripherals

(CA7 only) 0xE00C 0000
System debug peripherals
or Debug 0xE004 4000
CM4 debug peripherals
R 0xE000 0000
DDR

______ OxBFFF FFFF

CA7 0xA0027FFF

GIC

0xA002 1000

______ 0xA000 0000

STM O0x90FF FFFF

STM 16 MB
______ 0x9000 0000
FMC NAND O0x8FFF FFFF
NAND 256 MB
______ 0x8000 0000
QUADSPI Ox7FFF FFFF
QUADSPI 256 MB
______ 0x7000 0000
FMC NOR

Peripherals 2

Peripherals 1

RAM aliases
______ Ox2FFF FFFF
SYSRAM 256 KB
0x2FFC 0000
SYSRAM
______ 0x2000 0000
SRAMZGAKG | 0%1006 0000
SRAMS-27-1B— 0x1005 0000
SRAMs 0x1004 0000
SRAM2 128 KB
0x1002 0000
~ SRAM1 128 KB | 4.1000 0000
OXOFFF FFFF
0x0002 0000
BOOT ROM 128 KB
0x0001 0000
(CA7) RETRAM 64KB

(CM4)
0x0000 0000

I:' Reserved

APB5
Secure comm
peripherals /
TZC /TZPC

APB4
DDRC / DDRPHY /
DDRPERFM /
LTDC / USBPHYC

AHB6
USBH/ETH/
SDMMC / MDMA

AXIMC

AHB5
Backup RAM /
HW accelerators

APB-DBG
Coresight
peripherals

APB3
SYSCFG/LPTIM/
SAl / HDP

AHB4
PWR /RCC / GPIOs|

AHB3
HSEM/IPCC /
HW accelerators

AHB2
DMA/ADC/
SDMMC2

APB2
CAN/SAI/TIM/
USART

APB1
12C/DAC/TIM/
UART / USART

RETRAM 64 KB

SRAM4 64 KB

SRAM3 64 KB

SRAM2 128 KB

SRAM1 128 KB

OX5FFF FFFF
0x5C00 A3FF

0x5C00 0000
0x5A00 73FF

0x5A00 0000
0x5903 FFFF

0x5800 0000
0x570F FFFF

0x5700 0000
0x5400 43FF

0x5400 0000
0x500D DFFF

0x5008 0000
0x5002 A3FF

0x5002 0000
0x5001 FFFF

0x5000 0000

0x4C00 63FF

0x4C00 0000
0x4903 FFFF

0x4800 0000
0x4401 37FF

0x4400 0000
0x4001 C3FF

0x4000 0000

O0x3FFF FFFF

0x3800 FFFF
0x3800 0000
0x3006 0000
0x3005 0000
0x3004 0000
0x3002 0000
0x3000 0000

MSv45733V4
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All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,
refer to the following table.

The following table gives the boundary addresses of the peripherals available in the

devices.

Peripheral mapping

Table 9. Register boundary addresses

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0xA0026000 - 0xA0027FFF 8 KB GIcv GIC virtual CPU interface (GICV)
Cortox. | 0XA0024000 - 0xAQ025FFF | 8KB | GICH (Gé%‘,’j;t"’a’ interface control, common
intQZnal 0xA0022000 - 0xA0023FFF 8 KB GICcC GIC CPU Interface (GICC)
0xA0021000 - 0xA0021FFF 4 KB GICD GIC distributor (GICD)
0xA0000000 - 0OxAO0020FFF 132 KB Reserved -
0x5C00A400 - OX5FFFFFFF | 65495 KB |Reserved -
0x5C00A000 - 0x5C00A3FF 1KB TAMP TAMP registers
0x5C009400 - 0x5CO009FFF 3 KB Reserved -
0x5C009000 - 0x5C0093FF 1KB 12C6 12C registers
0x5C008000 - 0x5C008FFF 4 KB STGENC STGEN registers
0x5C007400 - 0x5C007FFF 3 KB Reserved -
0x5C007000 - 0x5C0073FF 1 KB ETZPC ETZPC registers
0x5C006000 - 0x5CO006FFF 4 KB TZC TZC registers
0x5C005000 - 0x5C005FFF 4 KB BSEC BSEC registers
APB5 | 0x5C004400 - 0x5C004FFF 3 KB Reserved -
0x5C004000 - 0x5C0043FF 1KB RTC RTC registers
0x5C003400 - 0xX5C003FFF 3 KB Reserved -
0x5C003000 - 0x5C0033FF 1 KB IWDGH1 IWDG registers
0x5C002400 - 0x5C002FFF 3 KB Reserved -
0x5C002000 - 0x5C0023FF 1KB 12C4 12C registers
0x5C001400 - 0x5C001FFF 3 KB Reserved -
0x5C001000 - 0x5C0013FF 1KB SPI6 SPI/I2S registers
0x5C000400 - 0xX5C000FFF 3 KB Reserved -
0x5C000000 - 0x5CO003FF 1KB USART1 USART registers

3
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x5A007400 - Ox5BFFFFFF | 32739 KB |Reserved -
0x5A007000 - 0x5A0073FF 1KB DDRPERFM | DDRPERFM registers
0x5A006000 - 0x5A006FFF 4 KB USBPHYC USBPHYC registers
0x5A005000 - 0x5A005FFF 4 KB STGENR STGEN registers
0x5A004000 - 0x5A004FFF 4 KB DDRPHYC | PUBL registers
0x5A003000 - 0x5A003FFF 4 KB DDRCTRL DDRCTRL registers

APB4 | 0x5A002400 - 0x5A002FFF 3 KB Reserved -
0x5A002000 - 0x5A0023FF 1 KB IWDG2 IWDG registers
0x5A001400 - 0x5A001FFF 3 KB Reserved -
0x5A001000 - 0x5A0013FF 1KB LTDC LTDC registers
0x5A000000 - 0x5A000FFF 4 KB Reserved -
0x5800E000 - 0x59FFFFFF | 32712 KB |Reserved -
0x5800D000 - 0x5800DFFF 4 KB USBH_EHCI | USBH registers
0x5800C000 - 0x5800CFFF 4 KB USBH_OHCI | USBH registers
0x5800A000 - 0x5800BFFF 8 KB ETHA1 Ethernet registers
0x58009000 - 0x58009FFF 4 KB CRC1 CRC registers
0x58008000 - 0x58008FFF 4 KB DLYBSD2 DLYB registers
0x58007000 - 0x58007FFF 4 KB SDMMC2 SDMMC registers

AHBG 0x58006000 - 0x58006FFF 4KB  |DLYBSD1 |DLYB registers
0x58005000 - 0x58005FFF 4 KB SDMMC1 SDMMC registers
0x58004000 - 0x58004FFF 4 KB DLYBQS DLYB registers
0x58003000 - 0x58003FFF 4 KB QUADSPI QUADSPI registers
0x58002000 - 0x58002FFF |  4KB  [FMC N )‘,?a’?sﬁ’\gocn‘;fggier; Sgt’:zr S
0x58001000 - 0x58001FFF 4 KB Reserved -
0x58000000 - 0x58000FFF 4 KB MDMA MDMA registers
0x57100000 - 0x57FFFFFF | 15360 KB |Reserved -
AXIM 0x57000000 - 0x570FFFFF 1024 KB | AXIMC AXIMC registers
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x54004400 - OX56FFFFFF | 49135 KB |Reserved -
0x54004000 - 0x540043FF 1KB GPIOZ GPIO registers
0x54003400 - 0x54003FFF 3 KB Reserved -
0x54003000 - 0x540033FF 1KB RNG1 RNG registers

AHB5 | 0x54002400 - 0x54002FFF 3 KB Reserved -
0x54002000 - 0x540023FF 1KB HASH1 HASH registers
0x54001400 - 0x54001FFF 3 KB Reserved -
0x54001000 - 0x540013FF 1 KB CRYP1(M CRYP registers
0x54000000 - 0x54000FFF 4 KB BKPSRAM -
0x5002A400 - 0x5007FFFF 343 KB | Reserved -
0x5002A000 - 0x5002A3FF 1KB HDP HDP registers
0x50028400 - 0x50029FFF 7 KB Reserved -
0x50028000 - 0x500283FF 1 KB DTS DTS registers
0x50027400 - 0x50027FFF 3 KB Reserved -
0x50027000 - 0x500273FF 1KB SAl4 SAl registers
0x50025400 - 0x50026FFF 7 KB Reserved -
0x50025000 - 0x500253FF 1KB VREFBUF VREFBUF registers
0x50024400 - 0x50024FFF 3 KB Reserved -

APB3 0x50024000 - 0x500243FF 1KB LPTIM5 LPTIM registers
0x50023400 - 0x50023FFF 3 KB Reserved -
0x50023000 - 0x500233FF 1KB LPTIM4 LPTIM registers
0x50022400 - 0x50022FFF 3 KB Reserved -
0x50022000 - 0x500223FF 1KB LPTIM3 LPTIM registers
0x50021400 - 0x50021FFF 3 KB Reserved -
0x50021000 - 0x500213FF 1KB LPTIM2 LPTIM registers
0x50020400 - 0x50020FFF 3 KB Reserved -
0x50020000 - 0x500203FF 1KB SYSCFG SYSCFG registers

3
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x5000D400 - 0x5001FFFF 75 KB Reserved -
0x5000D000 - 0x5000D3FF 1 KB EXTI EXTI registers
0x5000C400 - 0x5000CFFF 3 KB Reserved -
0x5000C000 - 0x5000C3FF 1KB GPIOK GPIO registers
0x5000B400 - 0x5000BFFF 3 KB Reserved -
0x5000B000 - 0x5000B3FF 1KB GPIOJ GPIO registers
0x5000A400 - 0x5000AFFF 3 KB Reserved -
0x5000A000 - 0x5000A3FF 1KB GPIOI GPIO registers
0x50009400 - 0x50009FFF 3 KB Reserved -
0x50009000 - 0x500093FF 1KB GPIOH GPIO registers
0x50008400 - 0x50008FFF 3 KB Reserved -
0x50008000 - 0x500083FF 1KB GPIOG GPIO registers
0x50007400 - 0x50007FFF 3 KB Reserved -

AHB4 0x50007000 - 0x500073FF 1KB GPIOF GPIO registers
0x50006400 - 0x50006FFF 3 KB Reserved -
0x50006000 - 0x500063FF 1KB GPIOE GPIO registers
0x50005400 - 0x50005FFF 3 KB Reserved -
0x50005000 - 0x500053FF 1KB GPIOD GPIO registers
0x50004400 - 0x50004FFF 3 KB Reserved -
0x50004000 - 0x500043FF 1KB GPIOC GPIO registers
0x50003400 - 0x50003FFF 3 KB Reserved -
0x50003000 - 0x500033FF 1KB GPIOB GPIO registers
0x50002400 - 0x50002FFF 3 KB Reserved -
0x50002000 - 0x500023FF 1KB GPIOA GPIO registers
0x50001400 - 0x50001FFF 3 KB Reserved -
0x50001000 - 0x500013FF 1 KB PWR PWR registers
0x50000000 - 0x50000FFF 4 KB RCC RCC registers
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x4C006400 - OxX4FFFFFFF | 65511 KB |Reserved -
0x4C006000 - 0x4CO0063FF 1 KB DCMI DCMI registers
0x4C005400 - 0x4CO05FFF 3 KB Reserved -
0x4C005000 - 0x4C0053FF 1KB  |CRYP2(") | CRYP registers
0x4C004400 - 0x4CO04FFF 3 KB Reserved -
0x4C004000 - 0x4C0043FF 1KB CRC2 CRC registers
0x4C003400 - 0x4CO03FFF 3 KB Reserved -

AHBS 0x4C003000 - 0x4CO033FF 1KB RNG2 RNG registers
0x4C002400 - 0x4C002FFF 3 KB Reserved -
0x4C002000 - 0x4C0023FF 1KB HASH2 HASH registers
0x4C001400 - 0x4CO01FFF 3 KB Reserved -
0x4C001000 - 0x4C0013FF 1 KB IPCC IPCC registers
0x4C000400 - 0x4CO00FFF 3 KB Reserved -
0x4C000000 - 0x4CO0003FF 1 KB HSEM HSEM registers
0x49040000 - 0x4BFFFFFF | 48896 KB |Reserved -
0x49000000 - 0x4903FFFF 256 KB |OTG OTG registers
0x48005400 - 0x48FFFFFF | 16363 KB |Reserved -
0x48005000 - 0x480053FF 1KB DLYBSD3 DLYB registers
0x48004400 - 0x48004FFF 3 KB Reserved -
0x48004000 - 0x480043FF 1KB SDMMC3 SDMMC registers
0x48003400 - 0x48003FFF 3 KB Reserved -

ARB2 0x48003000 - 0x480033FF 1KB ADC12 ADC registers (for each ADC)
0x48002400 - 0x48002FFF 3 KB Reserved -
0x48002000 - 0x480023FF 1KB DMAMUX1 | DMAMUX registers
0x48001400 - 0x48001FFF 3 KB Reserved -
0x48001000 - 0x480013FF 1 KB DMA2 DMA registers
0x48000400 - 0x48000FFF 3 KB Reserved -
0x48000000 - 0x480003FF 1KB DMA1 DMA registers

3
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x44013800 - 0x47FFFFFF | 65458 KB |Reserved -
0x44011000 - 0x440137FF 10 KB CANSRAM -
0x44010400 - 0x44010FFF 3 KB Reserved -
0x44010000 - 0x440103FF 1KB CCuU CCU registers
0x4400F400 - 0x4400FFFF 3 KB Reserved -
0x4400F000 - 0x4400F3FF 1KB FDCAN2 FDCAN registers
0x4400E400 - 0x4400EFFF 3 KB Reserved -
0x4400E000 - 0x4400E3FF 1KB FDCAN1 FDCAN registers
0x4400D800 - 0x4400DFFF 2 KB Reserved -

DFSDM channel y registers (y=0..7,

0x4400D000 - 0x4400D7FF | 2KB  |DFSDM1 [0 0 = m}o’ du;Je regisg o =) 0.5
0x4400C400 - 0x4400CFFF 3 KB Reserved -
0x4400C000 - 0x4400C3FF 1KB SAI3 SAl registers
0x4400B400 - 0x4400BFFF 3 KB Reserved -
0x4400B000 - 0x4400B3FF 1KB SAI2 SAl registers
0x4400A400 - 0x4400AFFF 3 KB Reserved -
0x4400A000 - 0x4400A3FF 1KB SAI1 SAl registers

APB2 0x44009400 - 0x44009FFF 3 KB Reserved -
0x44009000 - 0x440093FF 1KB SPI5 SPI/I2S registers
0x44008400 - 0x44008FFF 3 KB Reserved -
0x44008000 - 0x440083FF 1KB TIM17 TIM16/TIM17 registers
0x44007400 - 0x44007FFF 3 KB Reserved -
0x44007000 - 0x440073FF 1KB TIM16 TIM16/TIM17 registers
0x44006400 - 0x44006FFF 3 KB Reserved -
0x44006000 - 0x440063FF 1KB TIM15 TIM15 registers
0x44005400 - 0x44005FFF 3 KB Reserved -
0x44005000 - 0x440053FF 1KB SPI14 SPI/I2S registers
0x44004400 - 0x44004FFF 3 KB Reserved -
0x44004000 - 0x440043FF 1KB SPI1 SPI/I2S registers
0x44003400 - 0x44003FFF 3 KB Reserved -
0x44003000 - 0x440033FF 1KB USART6 USART registers
0x44001400 - 0x44002FFF 7 KB Reserved -
0x44001000 - 0x440013FF 1KB TIM 8 TIM1/TIM8 registers
0x44000400 - 0x44000FFF 3 KB Reserved -
0x44000000 - 0x440003FF 1KB TIM 1 TIM1/TIM8 registers
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x4001C400 - 0x43FFFFFF | 65423 KB |Reserved -
0x4001C000 - 0x4001C3FF 1KB MDIOS MDIOS registers
0x40019400 - 0x4001BFFF 11 KB Reserved -
0x40019000 - 0x400193FF 1KB UARTS USART registers
0x40018400 - 0x40018FFF 3 KB Reserved -
0x40018000 - 0x400183FF 1KB UART7 USART registers
0x40017400 - 0x40017FFF 3 KB Reserved -
0x40017000 - 0x400173FF 1KB DAC1 DAC registers
0x40016400 - 0x40016FFF 3 KB Reserved -
0x40016000 - 0x400163FF 1KB CEC HDMI-CEC registers
0x40015400 - 0x40015FFF 3 KB Reserved -

APBT 0x40015000 - 0x400153FF 1KB 12C5 12C registers
0x40014400 - 0x40014FFF 3 KB Reserved -
0x40014000 - 0x400143FF 1KB 12C3 12C registers
0x40013400 - 0x40013FFF 3 KB Reserved -
0x40013000 - 0x400133FF 1KB 12C2 12C registers
0x40012400 - 0x40012FFF 3 KB Reserved -
0x40012000 - 0x400123FF 1KB 12C1 12C registers
0x40011400 - 0x40011FFF 3 KB Reserved -
0x40011000 - 0x400113FF 1KB UARTS USART registers
0x40010400 - 0x40010FFF 3 KB Reserved -
0x40010000 - 0x400103FF 1KB UART4 USART registers

3
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Table 9. Register boundary addresses (continued)

Bus Boundary address Size (Bytes) | Peripheral Peripheral Register map
0x4000F400 - 0x4000FFFF 3 KB Reserved -
0x4000F000 - 0x4000F3FF 1KB USART3 USART registers
0x4000E400 - 0x4000EFFF 3 KB Reserved -
0x4000E000 - 0x4000E3FF 1KB USART2 USART registers
0x4000D400 - 0x4000DFFF 3 KB Reserved -
0x4000D000 - 0x4000D3FF 1KB SPDIFRX SPDIFRX interface registers
0x4000C400 - 0x4000CFFF 3 KB Reserved -
0x4000C000 - 0x4000C3FF 1KB SPI3 SPI/I2S registers
0x4000B400 - 0x4000BFFF 3 KB Reserved -
0x4000B000 - 0x4000B3FF 1KB SPI2 SPI/I2S registers
0x4000A400 - 0x4000AFFF 3 KB Reserved -
0x4000A000 - 0x4000A3FF 1KB WWDG1 WWODG registers
0x40009400 - 0x40009FFF 3 KB Reserved -
0x40009000 - 0x400093FF 1 KB LPTIM1 LPTIM registers
0x40008400 - 0x40008FFF 3 KB Reserved -
0x40008000 - 0x400083FF 1KB TIM14 TIM13/TIM14 registers

APBT 0x40007400 - 0x40007FFF 3 KB Reserved -
0x40007000 - 0x400073FF 1KB TIM13 TIM13/TIM14 registers
0x40006400 - 0x40006FFF 3 KB Reserved -
0x40006000 - 0x400063FF 1 KB TIM12 TIM12 registers
0x40005400 - 0x40005FFF 3 KB Reserved -
0x40005000 - 0x400053FF 1KB TIM7 TIM6/TIM? registers
0x40004400 - 0x40004FFF 3 KB Reserved -
0x40004000 - 0x400043FF 1KB TIM6 TIM6/TIMY registers
0x40003400 - 0x40003FFF 3 KB Reserved -
0x40003000 - 0x400033FF 1 KB TIM5 TIM2/TIM3/TIM4/TIM5 registers
0x40002400 - 0x40002FFF 3 KB Reserved -
0x40002000 - 0x400023FF 1KB TIM4 TIM2/TIM3/TIM4/TIM5 registers
0x40001400 - 0x40001FFF 3 KB Reserved -
0x40001000 - 0x400013FF 1KB TIM3 TIM2/TIM3/TIM4/TIM5 registers
0x40000400 - 0x40000FFF 3 KB Reserved -
0x40000000 - 0x400003FF 1KB TIM2 TIM2/TIM3/TIM4/TIM5 registers

1. Check device datasheet for availability.
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Debugger mapping

Table 10. Debugger Register boundary addresses

Bus

DAPBUS
(M

Boundary address Size (Bytes) Peripheral
0xE0100000 - OXFFFFFFFF | 523264 KB | Reserved
OxEOOFFO000 - OXEOOFFFFF 4 KB CM4 ROM Table®
OxEOODEOOQO - OXEOOFEFFF 132 KB Reserved
0xEO0ODDOOO - OXEOODDFFF 4 KB CA7_ETM1
0xEO0DCO000 - OXEOODCFFF 4 KB CA7_ETMO
O0xEOODAO00O - OXEOODBFFF 8 KB Reserved
0xE00D9000 - OXEOODOFFF 4 KB CA7_CTH
0xE00D8000 - 0XEOOD8FFF 4 KB CA7_CTIO
0xE00D4000 - 0XEOOD7FFF 16 KB Reserved
0xE00D3000 - OXEOOD3FFF 4 KB CA7_PMU1
0xE00D2000 - OXEOOD2FFF 4 KB CA7_DBG1
0xEO00D1000 - OXEOOD1FFF 4 KB CA7_PMUO
0xEO00DO000O - OXEOODOFFF 4 KB CA7_DBGO
0xE00C1000 - 0XEOOCFFFF 60 KB Reserved
0xE00C0000 - 0XEOOCOFFF 4 KB CA7_ROM
O0xEO0A1000 - OXEOOBFFFF 124 KB Reserved
0xEOOAQ000 - OXEOOAOFFF 4 KB STM registers
0xE0095000 - 0XEOO9FFFF 44 KB Reserved
0xE0094000 - 0XEO094FFF 4 KB CTI
0xE0093000 - 0XEO093FFF 4 KB TPIU
0xE0092000 - 0XEO092FFF 4 KB ETF
0xE0091000 - 0XxEO091FFF 4 KB Main Funnel
0xE0090000 - OXEOO90FFF 4 KB Trace Subsystem ROM Table
0xE0084000 - OXEOO8FFFF 48 KB Reserved
0xE0083000 - 0XEOO83FFF 4 KB SWO
0xE0082000 - OXEOO82FFF 4 KB TSGENT1 non-secure PORT
0xE0081000 - OXEOO81FFF 4 KB DBG_MCU
0xE0080000 - 0XEOO8OFFF 4 KB DAP ROM Table
0xE0044000 - OXEOO7FFFF 240 KB Reserved
0xE0043000 - OXEQ043FFF 4 KB CM4 CTI?)
0xE0042000 - 0xEOQ042FFF 4 KB Reserved
0xE0041000 - OXE0041FFF 4 KB CM4 ETM®)

3
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Table 10. Debugger Register boundary addresses (continued)

Bus Boundary address Size (Bytes) Peripheral
OXEOOOF000 - 0OXEOO40FFF | 200 KB  |Reserved
0xEOOOEO000 - OXEOOOEFFF 4 KB CM4 scsi@

DAPBUS | 0xE0003000 - OXEOOODFFF 44KB  |Reserved
@ 0xE0002000 - OXEO002FFF 4 KB CM4 FPB(@)
0xE0001000 - OXE0001FFF 4 KB CM4 DWT®?)
0xE0000000 - OXEOOOOFFF 4 KB CM4 ITM@)
0x500DE000 - 0X53FFFFFF | 64648 KB |Reserved
0x500DD000 - 0X500DDFFF 4 KB CA7_ETM1
0x500DC000 - 0x500DCFFF 4 KB CA7_ETMO
0x500DA000 - 0X500DBFFF 8 KB Reserved
0x500D9000 - 0X500D9FFF 4 KB CA7_CTI1
0x500D8000 - 0X500D8FFF 4 KB CA7_CTIO
0x500D4000 - 0x500D7FFF 16 KB Reserved
0x500D3000 - 0X500D3FFF 4 KB CA7_PMU1
0x500D2000 - 0X500D2FFF 4 KB CA7_DBG1
0x500D1000 - 0x500D1FFF 4 KB CA7_PMUO
0x500D0000 - 0X500DOFFF 4 KB CA7_DBGO
0x500C1000 - 0x500CFFFF 60 KB Reserved
Debug | 0X500C0000 - 0x500COFFF 4 KB CA7_ROM
APB®) [ 0y500A1000 - 0X500BFFFF | 124 KB | Reserved
0x500A0000 - 0x500A0FFF 4 KB STM registers
0x50095000 - 0x5009FFFF 44KB  |Reserved
0x50094000 - 0x50094FFF 4 KB CTI
0x50093000 - 0x50093FFF 4 KB TPIU
0x50092000 - 0x50092FFF 4 KB ETF
0x50091000 - 0x50091FFF 4 KB Funnel
0x50090000 - 0x50090FFF 4 KB Trace Subsystem ROM Table
0x50084000 - 0x5008FFFF 48KB  |Reserved
0x50083000 - 0x50083FFF 4 KB SWOo
0x50082000 - 0x50082FFF 4 KB TSGEN1
0x50081000 - 0x50081FFF 4 KB DBGMCU
0x50080000 - 0x50080FFF 4 KB DAP ROM Table

1. Accessible by debugger only.

2. Also accessible locally by Cortex®-M4.
3. Accessible by Debugger, Cortex®-M4 and Cortex®-A7
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Boot and security and OTP control (BSEC)

3

3.1

3.2

3

Boot and security and OTP control (BSEC)

Introduction

The BSEC (boot and security and OTP control) is intended to control an OTP (one time
programmable) fuse box, used for on-chip non-volatile storage for device configuration and
security parameters.

BSEC main features

32-bit APB4 interface
4096 OTP bits (with 3072 effective bits)

Valid power-supply pwrok input so that OTP is only operated within a VDD/VDD1 valid
range

Scratch register for communication with external agent and to store boot parameters

Feature locking mechanism: BSEC provides 15 hardware signals, controlled by OTP to
disable specific SoC features for product differentiation

JTAG SOC interface via BSEC_JTAGIN and BSEC_JTAGOUT registers for
communication channel to JTAG TAP controller.

Two OTP regions designated as lower OTP (1 Kbits) and upper OTP (2 Kbits) having
different properties

Lower OTP bits (1 Kbits), with 2:1 redundancy, are intended to store:
—  Device configuration: BSEC OTP mode and device features

—  Boot parameters

—  Engineering data and analog trim

—  Public root key (256 bits)

All basic security features, including secure Boot with code authentication, are
supported only with lower OTP region.

Upper OTP bits (2 Kbits) with 6 bits per 32-bit word ECC support, are intended to store
security sensitive information

— ST secret keys

—  OEM secrets

Upper OTP should only be treated by 32-bit words

Improved resistance to hardware attacks by clock and power glitches during OTP read
OTP bits are always read with disturbcheck.

Every OTP word read is internally compared to an internal reference level. The
disturbcheck information is provided to BSEC to qualify the OTP word value.

Global programming locking by sticky bits

Permanent OTP program locking per word

OTP word programming lock by sticky bits during Boot

Shadow OTP registers can be individually write locked by sticky bits during Boot

Shadow OTP registers can be individually read locked by sticky bits during Boot (to
prevent reloading)

Arm® TrustZone® awareness applicable to:
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— BSEC control registers

— BSEC shadow registers from lower OTP region (words 0 to 31)

— BSEC shadow registers from upper OTP region (words 32 to 95)
e AmM® CoreSight™ debug authentication interface with six signals:
— dbgen (debug enable)

— devicen (external debug enable)

— niden (non-invasive debug enable)

— spiden (secure privilege invasive debug enable)

— spniden (secure privilege non-invasive debug enable)
— dbgswenable (self hosted debug enable)
e Up to 256 hardware signals hws[255:0] for analog trim, factory settings and SoC RAM

repair

3.3 BSEC functional description
BSEC provides an interface to the OTP (also known as anti-fuse macro) containing 3072
useful bits. BSEC also provides several registers used by the Boot process as well as
mechanisms to prevent access to security sensitive information.
3.31 BSEC block diagram
Figure 5. BSEC block diagram
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3.3.2 Interface to OTP

OTP bits are grouped in words of 32 bits each and are organized in two regions:

e the lower region: 32 words of 32 bits (lower 2 Kbits), using a 2:1 redundancy. SoC and
Boot configuration parameters, engineering data and public root key hash are stored in
this lower region.

e the upper region: 64 words of 32 bits (2 Kbits upper half), using ECC scheme (32 bits
encoded into 38 bits). Security sensitive parameters such as secret keys are stored in
this upper region.

Note: OTP bits are initially set to 0 and can be programmed once to one.

Lower OTP words, using 2:1 redundancy, can be bitwise programmed in several operations

Upper OTP words, using internal ECC, must be programmed in a single operation as a bulk

32 bits data.

The OTP bits are not directly accessible by the CPU. Instead the CPU must access shadow

registers that contain copies of the OTP useful bits.

There are 96 shadow registers: BSEC_OTP_DATAOQ to BSEC_OTP_DATA95.

These 32-bit registers are copies of actual OTP bits. Redundancy and ECC are made

transparent to the user. BSEC_OTP_DATAX are also referred to OTP word #Xx in this

document.

There are two possibilities to udpate the shadow registers:

e asystem reset, where BSEC automatically copies the whole set of OTP useful bits to
the shadow registers.

e an OTP read operation requested by the CPU, used after an OTP programming
operation to update the corresponding shadow register.

The following OTP useful bits have a special meaning for BSEC:

e word #0: bits 0 to 6 reserved to determine OTP security mode

e word #1: bits 0 to 15 used to control feature disabling

e words #16 to word #23 are connected to the SoC signals hws[255:0].

These signals are either:
— connected to SoC peripherals (example: for analog peripheral factory trimming, or
for memory repair).
— left unconnected if OTP bits are only used by software (see Section 4: OTP
mapping (OTP)).
3.33 OTP security modes

3

OTP word#0 bits 0 to 6 (with their potential disturbed state) are used to determine the OTP
security mode.
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Note:

3.34

Note:
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The following OTP security modes are available:

e  OTP-SECURED, including sub-modes, according to OTP word#0 as described in
Table 11:

— open_device
— closed_device
e  OTP-INVALID

— Inthis state the upper OTP shadow registers are cleared and not accessible, the
lower OTP shadow registers are not accessible, BSEC control interface is
read/write accessible to secure only.

The OTP mode is made visible to software by register BSEC_OTP_STATUS.

Table 11. OTP modes definition

BSEC_OTP_DATAO OTP mode BSEC_OTP_STATUS BSEC_OTP_STATUS
[6:0] SECURE INVALID

Oxxx1x1
01x1xxx OTP-SECURED ) 0
0xx11xx open_device
01xxxx1
Txxx1x1
11X 1xxx OTP-SECURED ] 0
1xx11xX closed_device
11xxxx1

All other values OTP-INVALID X 1

The OTP mode is computed from BSEC _OTP_DATAQ[6:0] only if
BSEC _OTP_DISTURBED|0] is equal to zero. Otherwise the OTP mode is forced to
OTP-INVALID.

Automatic OTP load on system-reset

On a system-reset, BSEC automatically updates all shadow registers. The OTP mode is
determined during this phase.

For OTP-SECURED mode, all OTP words are read and BSEC_OTP_DATAO to
BSEC_OTP_DATA95 are updated.

For OTP-INVALID mode, only BSEC_OTP_DATAO0 to BSEC_OTP_DATA31 are updated.
BSEC_OTP_DATA32 to BSEC_OTP_DATA95
are set to 0.

BSEC_OTP_STATUS, BSEC_OTP_DISTURBEDx and BSEC_OTP_ERRORX registers are
also updated.

fuseok signal is asserted at the end of this phase. This signal is used to release the reset to
the SoC.

the OTP word reading starts from word 0, in order for the BSEC to determine the OTP mode
from the beginning.
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Figure 6. Power-on and initial read timing diagram
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3.3.5

Note:

3

OTP words status

e BSEC_OTP_DISTURBEDX registers (x = 0...2) provide the disturbed status for each
OTP word. Any bit set to 1 means that the last reading of the corresponding word has
been disturbed. Abnormal reading conditions in circuitry decoding and voltages reading
have been detected.

e BSEC_OTP_ERRORX registers (x = 0...2) provide error status for each OTP word.

Any bit set to 1 means that the last read operation of the word concerned revealed a
redundancy or ECC check error.

e BSEC_OTP_WRLOCKEDX registers (x = 0...2) provide a permanent write lock
status for each OTP word. Any bit set to 1 means that the corresponding word is
permanently locked for writing.

All status registers are updated during the initial read, but the disturbed and error status
registers are also updated after each OTP read operation.

The first 32 OTP words implement a scheme to improve OTP robustness against hardware
attacks during read as follows: Spare bits 32 to 37 are intended to support ECC and are not
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3.3.6

Note:
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used by 2:1 redundancy. They are therefore written with a simple pattern (for example OTP
word address on 5 bits with even parity on the 6th bit). This pattern is checked during every
OTP read. If the value read on bit 32 to 37 does not match the expected value, a disturbed
information is reported to BSEC_OTP_DISTURBEDO register.

OTP operations

BSEC is clocked by PCLK clock source (single clock for functional and interface registers).
An OTP word reading, writing (programming) or locking is called an OTP operation.

One OTP operation is performed via the BSEC_OTP_CONTROL register. It starts when the
software writes a valid request to BSEC_OTP_CONTROL register and when no other
operation is on going (an OTP operation cannot start until the previous one is finished).

Specific read, programming or permanent write lock operations are detailed below.

OTP read

A read operation consists in updating one of BSEC_OTP_DATAO to BSEC_OTP_DATA95
registers with the corresponding word from OTP word.

To trigger a read operation, the software must set BSEC_OTP_CONTROL register with the
word number given in ADDR field and with PROG bit set to 0.

The software can check the BUSY bit from the BSEC_OTP_STATUS register: Once
cleared, this BUSY bit indicates that the read operation is complete.

When the read operation is finished, the BSEC state machine updates the “disturbed” and
“error” status registers.

BSEC parameters depending on OTP content, are also updated when the corresponding
OTP words are read. The OTP mode is updated when a read operation of the word 0 is
performed.

In OTP-INVALID mode, or if bit OTP in BSEC _OTP_LOCK register is set, words 32 to 95
cannot be read. The corresponding shadow registers are not modified.

OTP programming

A programming operation consists in programming one or several bits of an OTP word to
one.

OTP word bits may be incrementally programmed to one but bits programmed to one can
not be written to zero.

Lower OTP words are bitwise programmable and can be programmed incrementally to
one's, upper OTP words have to be programmed in a single operation because of ECC
encoding.
To trigger a programming operation, the two following steps are required:
e set the word value to write in the BSEC_OTP_WRDATA register
e setthe BSEC_OTP_CONTROL register with:

— word number given in ADDR field

— PROG bit set to 1

— LOCK bit set to 0.

The software checks then the BUSY bit from the BSEC_OTP_STATUS register: Once
cleared, this BUSY bit indicates that the write operation is complete.
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Note:

3

In the same register, the progfail bit is set if the write operation has failed.

a programming operation to an OTP word does not update the corresponding shadow
register. If needed, the software can update the shadow register with a read operation.
In OTP-INVALID mode, the upper OTP (words 32 to 95) can not be programmed,
regardless of bit GPLOCK in BSEC_OTP_LOCK register and regardless of registers
BSEC_OTP_SPLOCK2/3.

OTP permanent write lock

A permanent write lock operation consists in forcing an OTP word to be permanently
write-locked and not programmabile.

For permanent write lock of an OTP word, the software must perform the same sequence as
a normal programming operation with bit LOCK in BSEC_OTP_CONTROL register, with
field ADDR in BSEC_OTP_CONTROL register and with BSEC_OTP_WRDATA register
(see Table 12). After permanent lock programming, it is required to update
BSEC_OTP_WRLOCKEDX registers with OTP content. In order to do this, the software
must perform a word read with LOCK bit set and word address provided in
BSEC_OTP_CONTROL register.

Table 12. OTP permanent write lock

OTP word to be BSEC control register value
locked Comment
ADDR[6:0] WRDATA[31:0]
0 0x00 0x0000 0003
1 0x00 0x0000 000C
7 0x00 0x0000 C000
8 0x01 0x0000 0003 Use 2 bits per word for
lower OTPs
15 0x01 0x0000 C000
16 0x02 0x0000 0003
31 0x03 0x0000 C000
32 0x04 0x0000 0001
33 0x04 0x0000 0002
47 0x04 0x0000 8000
48 0x05 0x0000 0001 Use 1 bit per word for
upper OTPs
63 0x05 0x0000 8000
95 0x07 0x0000 8000
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JTAG registers

The BSEC_JTAGIN and BSEC_JTAGOUT registers are two 16-bit registers used to
communicate between software and JTAG SoC interface. This interface is used during Boot
as communication channel to the external JTAG TAP controller.

BSEC lock registers

BSEC_OTP_LOCK register is used to lock access to security sensitive areas with sticky
bits. The locks are active until the next system-reset (see Section 3.6.5: BSEC OTP lock
configuration register (BSEC_OTP_LOCK)).

Debug control

The software controls the scope of the Debug by BSEC_DENABLE register. The access to
this register can be locked until next system-reset with bit DENREG in BSEC_OTP_LOCK
register.

BSEC_DENABLE is driving hardware signals to the SoC (such as CoreSight authentication
interface and other specific control listed in Table 13).

For more information, see Section 64: Debug support (DBG).
BSEC_DENABLE default values depends on BSEC OTP mode as shown in Table 13.

Table 13. BSEC_DENABLE default values after reset

sl | secumep |OTPSECURED| OTR | comment
open_device -
dbgen 1 0 0 CoreSight authentication
niden 1 0 0 CoreSight authentication
spiden 0 0 0 CoreSight authentication
spniden 0 0 0 CoreSight authentication
deviceen 1 0 0 CoreSight authentication
dbgswenable 0 0 0 CoreSight authentication
hdpen 0 0 0 Hardware debug port tracing
: ; i
cp15sdisable[1:0] 0b00 0b00 0b00 gﬁ?g':ei%Teea‘gcig:ex®'A7
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3.3.10

3.4

3.4.1

3.4.2

3

Sticky lock register

Three sticky lock registers are used to control the reload of shadow registers, at OTP word
granularity:

e BSEC_SRLOCKXx (x = 0..2) to prevent reloading of selected shadow registers until next
system-reset.

e BSEC_SWLOCKX (x = 0..2) to lock the write to selected shadow register from APB
until next system-reset.

e BSEC_SPLOCKX (x = 0..2) to prevent programming of selected OTP words until next
system-reset.

OTP layout

Lower OTP words (1 Kbits)

The lower OTP bits are stored in shadow registers BSEC_OTP_DATAO to
BSEC_OTP_DATA31 and used for general purpose and non-secret data.

These OTP are protected by a 2:1 redundancy implemented with consecutive even/odd bits.

The specific bits impacting hardware such as OTP modes, engineering, trim and memory
repair are located in: CFGO, CFG1 and 8 other words (HWO to HW7).

Upper OTP words (2 Kbits)

The upper OTP words are stored in shadow registers BSEC_OTP_DATA32 to
BSEC_OTP_DATA95 and are reserved to store security sensitive information (secrets keys,
certificate, RMA key). These words may also store public non-volatile information.

These upper OTP bits can be used during the Boot process to support advanced security
services such as secure secret provisioning (SSP), encrypted Boot or secure storage.

The upper OTP words are protected by ECC and must be used with 32-bit word granularity.

DMA requests
BSEC does not support DMA hardware interface.

TrustZone awareness

BSEC is TrustZone aware. All APB register read and write accesses are checked for
permission. Table 14 and Table 15 describe the permission rules depending on OTP mode
and register type.

If permission check fails:

e write access is ignored and SLVERR is signaled on APB bus.

e read access returns zeros and SLVERR is signaled on APB bus.
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Table 14. Write access permissions

Control registers“) Lower OTP shadow registers | Upper OTP shadow registers
OTP mode
APB secure APB APB secure APB APB secure APB
non-secure non-secure non-secure
OTP-SECURED Yes No Yes No Yes No
OTP-INVALID No No No No No No

1. BSEC control registers are any BSEC registers except BSEC_OTP_DATAO to BSEC_OTP_DATA95.

Table 15. Read access permissions

Control registers“) Lower OTP shadow registers | Upper OTP shadow registers
OTP mode
APB secure APB APB secure APB APB secure APB
non-secure non-secure non-secure
OTP-SECURED Yes Yes Yes Yes Yes No
OTP-INVALID Yes No No No No No

1. BSEC control registers are any BSEC registers except BSEC_OTP_DATAO to BSEC_OTP_DATA95.

343 BSEC clocking and initialization

BSEC has a single clock domain (PCLK).
e  During read and programming OTPs, PCLK frequency must be < 67 MHz.
e  During write to shadow registers, PCLK frequency must be < 67 MHz.

e During all other operations, PCLK frequency is not restricted but it is recommended to
keep PCLK < 67 MHz for all operations (to avoid frequency changes).

e BSEC is enforcing the correct sequencing wrt signals: CLK, PDN, and RESETN during
power-up and power-down sequences.

3.5 BSEC interrupts
BSEC does not support any interrupt.

3.6 BSEC registers

The peripheral registers are accessed by words (32-bit).
Any write access to read-only registers are silently ignored.

Any attempt to modify locked registers (locked by sticky locks or by lock bits) are silently
ignored.

3
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3.6.1 BSEC OTP configuration register (BSEC_OTP_CONFIG)

Address offset: 0x000
Reset value: 0x0000 000E

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
TREAD[1:0] PRGWIDTH[3:0] FRC[1:0] PV‘(DRU

Bits 31:9 Reserved, must be kept at reset value.
Bits 8:7 TREADI[1:0]: set OTP reading current level (default = 0b00)
Bits 6:3 PRGWIDTH[3:0]: OTP programming pulse width (default = 0b0001)

Bits 2:1 FRC[1:0]: OTP clock frequency range selection

00: 10 MHz < frequency < 20 MHz

01: 20 MHz < frequency < 30 MHz

10: 30 MHz < frequency < 45 MHz

11: 45 MHz < frequency < 67 MHz

Note: 0b11 is used by default. OTP initial read is always using an internal OSC with 64 MHz

max frequency. Reading OTP at a lower frequency than the range programmed by
FRC[1:0] is possible.

Bit 0 PWRUP: OTP power-up control
0: OTP powered down
1: OTP powered up

Note: After the power-on initial read of OTP, BSEC powers down OTP. PWRUP bit is then
cleared.
Prior to any read or programming operation, OTP must be powered up again by setting
PWRUP bit.
OTP read is qualified by pwrok input signal, which indicates that VDD and VDD1
supplies are in valid range.

3.6.2 BSEC OTP control register (BSEC_OTP_CONTROL)
Address offset: 0x004
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LOCK | PROG ADDR[6:0]

Bits 31:10 Reserved, must be kept at reset value.
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Bit9 LOCK: OTP permanent word lock control
0: OTP normal word programming/read
1: OTP permanent write lock word programming/read

Bit 8 PROG: OTP operation control
0: OTP read operation
1: OTP program operation

Bit 7 Reserved, must be kept at reset value.

Bits 6:0 ADDR[6:0]: OTP word address
Actual OTP word address.
Words address are from 0 to 95 for BSEC

Note: the actual OTP word address is adjusted according to the redundancy or ECC scheme.

3.6.3 BSEC OTP write data register (BSEC_OTP_WRDATA)
Address offset: 0x008
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRDATA[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRDATA[15:0]

Bits 31:0 WRDATA[31:0]: OTP write data

3.6.4 BSEC OTP status register (BSEC_OTP_STATUS)
Address offset: 0x00C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PWR | PROG IN SEC
ON FAIL BUSY VALID URE
r r r r r

Bits 31:11 Reserved, must be kept at reset value.
Bits 10:8 Reserved, must be kept at reset value.

Bits 7:6 Reserved, must be kept at reset value.

3

176/3930 RM0442 Rev 7




RMO0442 Boot and security and OTP control (BSEC)

Bit5 PWRON: OTP power status
0: OTP in power off
1: OTP in power on
Note: used to poll pwrok signal value

Bit 4 PROGFAIL: last programming status
0: OTP successful last programming
1: OTP failed last programming

Bit 3 BUSY: OTP operation status
0: OTP idle
1: OTP operation on going
Note: bit polling is used to determine operation completion.

Bit 2 INVALID: OTP invalid mode
0: OTP mode is not OTP-INVALID
1: OTP mode is OTP-INVALID

Bit 1 Reserved, must be kept at reset value.

Bit 0 SECURE: OTP secured mode
0: OTP mode is not OTP-SECURED
1: OTP mode is OTP-SECURED

Note: The reset value of SECURE and INVALID bits depends on OTP mode.
Note: The lowest bits SECURE and INVALID must be used to identify the OTP mode instead of

reading shadow register BSEC _OTP_DATAOQ. Precedence is INVALID > SECURE.
3.6.5 BSEC OTP lock configuration register (BSEC_OTP_LOCK)

Address offset: 0x010
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
GP DEN ROM
LOCK REG | LOCK oTP
rs rs rs rs

Bits 31:5 Reserved, must be kept at reset value.

Bit 4 GPLOCK: programming sticky lock
0: programming allowed
1: programming disabled until next system reset

Bit 3 Reserved, must be kept at reset value.

Bit 2 DENREG: debug enable register sticky lock
0: BSEC_DENABLE register not locked
1: BSEC_DENABLE register locked until next system reset

3
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Bit 1 ROMLOCK: Upper ROM region read lock
0: Upper ROM region is accessible
1: Upper ROM region is no more accessible until next system reset

The upper ROM region is accessible only in OTP-SECURED open and OTP-SECURED
closed modes and ROMLOCK bit is relevant only in these modes.

Bit0 OTP: upper OTP read lock
0: upper OTP not locked
1: upper OTP cannot be reloaded until next system reset

3.6.6 BSEC debug configuration register (BSEC_DENABLE)
Address offset: 0x014
Reset value: 0x0000 0000

Note: reset value depends on OTP secure mode according toTable 13: BSEC _DENABLE default
values after reset on page 172.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DBG | CFGS DE
swen | Do | CP1SSDISABLE | SPNID | SPID [ noe | oS | ypen | DBG
ABLE | ABLE (1:01 EN | EN EN EN
rw rw rw w w w w w w rw

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 DBGSWENABLE: control self hosted debug enable with signal dbgswenable
0: Software access to all debug components is disabled
1: Software access to all debug components is enabled

Bit 9 CFGSDISABLE: write access to secure GIC registers disable with signal cfgsdisable
0: no effect, all GIC registers are accessible
1: Disable write access to some secure GIC registers

Bits 8:7 CP15SDISABLE[1:0]: write access to some secure Cortex®-A7 CP15 registers disable
CPDISABLE[0] applies to CPUO. CPDISABLE[1] applies to CPU1.
0: All CP15 registers are accessible
1: Disable write access to some secure CP15 registers into Cortex®-A7 corresponding CPU

Bit 6 SPNIDEN: secure privilege non-invasive debug enable with signal spiden
0: secure privilege non-invasive debug disabled
1: secure privilege non-invasive debug enabled

Bit 5 SPIDEN: secure privilege invasive debug enable with signal spniden
0: secure privilege invasive debug disabled
1: secure privilege invasive debug enabled

Bit 4 HDPEN: hardware debug port enable with signal hdpen
0: hardware debug port disabled
1: hardware debug port enabled

3
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3.6.7

31 30

Bit 3 DEVICEEN: controls access to debug component via external debug port by signal deviceen
0: disabled
1: enabled

Bit 2 NIDEN: non-invasive debug enable with signal niden
0: non-invasive debug disabled
1: non-invasive debug enabled

Bit 1 DBGEN: debug enable with signal dbgen
0: disabled
1: enabled

Bit 0 Reserved, must be kept at reset value.

BSEC OTP disturbed status register x (BSEC_OTP_DISTURBEDX)

BSEC_OTP_DISTURBEDO is used to report disturbed state of BSEC_OTP_DATAO to
BSEC_OTP_DATA31 (lower 1 Kbits OTP).

BSEC_OTP_DISTURBED1 is used to report disturbed state of BSEC_OTP_DATA32 to
BSEC_OTP_DATAG3.

BSEC_OTP_DISTURBED?2 is used to report disturbed state of BSEC_OTP_DATA64 to
BSEC_OTP_DATA95.

Address offset: 0x01C + 0x004 * x, (x = 0 to 2)
Reset value: 0x0000 0000

29 28 27 26 25 24 23 22 21 20 19 18 17 16

DIS[31:16]

13 12 1" 10 9 8 7 6 5 4 3 2 1 0

Bits 31:0 DIS[31:0]: disturbed status of the corresponding OTP word

3

0: OTP word has been read correctly

1: OTP word is disturbed, either because of a read with disturbcheck failed or because the
spare ECC bits [37:32] for words 0 to 31 do not match expected value. It may result from a
possible hardware attack.

Note: ECC bits resilience against hardware attacks is applied only to lower OTP region.
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3.6.8 BSEC OTP error status register x (BSEC_OTP_ERRORX)
BSEC_OTP_ERRORO is used to report error state of BSEC_OTP_DATAO to
BSEC_OTP_DATA31 (lower 1 Kbits OTP which are protected by 2:1 redundancy).
BSEC_OTP_ERRORA1 is used to report error state of BSEC_OTP_DATA32 to
BSEC_OTP_DATA63 which are protected by 6-bit ECC.

BSEC_OTP_ERROR2 is used to report error state of BSEC_OTP_DATA64 to
BSEC_OTP_DATA95 which are protected by 6-bit ECC.
Address offset: 0x034 + 0x004 * x, (x = 0 to 2)
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ERR[31:16]
el el el e e e e e e e [ ]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ERR[15:0]
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
Bits 31:0 ERR[31:0]: error status of the correspond OTP word
0: OTP word has been read correctly
1: OTP word is erroneous, either because 2:1 redundancy has failed for words 0 to 31 or
because ECC check has failed for words 32 to 95.
3.6.9 BSEC OTP lock status register x (BSEC_OTP_WRLOCKEDXx)

31

30

BSEC_OTP_WRLOCKEDOQO is used to report permanent write lock of BSEC_OTP_DATAO to
BSEC_OTP_DATA31.

BSEC_OTP_WRLOCKED1 is used to report permanent write lock of BSEC_OTP_DATA32
to BSEC_OTP_DATAG3.

BSEC_OTP_WRLOCKED?2 is used to report permanent write lock of BSEC_OTP_DATAG4
to BSEC_OTP_DATA95.

Permanent write lock requires a programming sequence to lock a word (see
section:Section 3.3.6: OTP operations on page 170).

Address offset: 0x04C + 0x004 * x, (x =0 to 2)
Reset value: 0x0000 0000

29 28 27 26 25 24 23 22 21 20 18 17 16

WRLOCK[31:16]

| e e b e [ el [ e e e e e fe]elr

10 9 8 7 6 5 4 3 2 1 0

WRLOCK][15:0]

180/3930
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3.6.10

Bits 31:0 WRLOCK][31:0]: permanent word lock status of the correspond OTP word

BSEC OTP sticky programming lock register x
(BSEC_OTP_SPLOCKX)

0: OTP word not locked

1: OTP word permanently locked

BSEC_OTP_SPLOCKO is used to lock the programming of BSEC_OTP_DATAO to
BSEC_OTP_DATA31 until next system-reset

BSEC_OTP_SPLOCK1 is used to lock the programming of BSEC_OTP_DATA32 to
BSEC_OTP_DATAG3 until next system-reset

BSEC_OTP_SPLOCK2 is used to lock the programming of BSEC_OTP_DATA64 to
BSEC_OTP_DATA95 until next system-reset

Attempt to sticky program locked OTP word are silently ignored.

Address offset: 0x064 + 0x004 * x, (x = 0 to 2)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SPLOCK([31:16]
rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
SPLOCK[15:0]
rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs
Bits 31:0 SPLOCK][31:0]: lock programming for the OTP word until next power-on reset
0: OTP word not locked
1: OTP word locked for programming
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3.6.11

Note:

31

BSEC OTP shadow write sticky lock register x
(BSEC_OTP_SWLOCKX)

BSEC_OTP_SWLOCKO is used to prevent writing to BSEC_OTP_DATAQO to
BSEC_OTP_DATA31 until next system-reset.

BSEC_OTP_SWLOCK1 is used to prevent writing to BSEC_OTP_DATA32 to
BSEC_OTP_DATAG3 until next system-reset.

BSEC_OTP_SWLOCK2 is used to prevent writing to BSEC_OTP_DATA64 to
BSEC_OTP_DATA95 until next system-reset.

Write to shadow write locked BSEC_OTP_DATA word are silently ignored.
Writing to OTP word 0 shadow is always prevented.

Address offset: 0x07C + 0x004 * x, (x = 0 to 2)

Reset value: 0x0000 0001, 0x0000 0000, 0x0000 0000

29 28 27 26 25 24 23 22 21 20 19 18

SWLOCK[31:16]

rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SWLOCK([15:0]

rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs

182/3930

Bits 31:0 SWLOCK][31:0]: lock the writing for the OTP shadow word until next power-on reset.

0: shadow word not locked
1: shadow word locked and cannot be written by software

Note: BSEC_OTP_SWLOCKO bit 0 is forced to 1 by hardware, writing to this bit has no

effect.
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3.6.12

Note:

BSEC OTP shadow read sticky lock register x
(BSEC_OTP_SRLOCKX)

BSEC_OTP_SRLOCKO is used to prevent reloading of BSEC_OTP_DATAO to
BSEC_OTP_DATA31 until next system-reset.

BSEC_OTP_SRLOCK1 is used to prevent reloading of BSEC_OTP_DATA32 to
BSEC_OTP_DATAG3 until next system-reset.

BSEC_OTP_SRLOCK2 is used to prevent reloading of BSEC_OTP_DATA64 to
BSEC_OTP_DATA95 until next system-reset.

Setting SRLOCK bits or attempt to reload a locked OTP do not clear the corresponding
BSEC_OTP_DATAx shadow register.

BSEC_OTP_SRLOCKO bit 0 is controlled by hardware according to fuse_ok, writing to this
bit has no effect.

Address offset: 0x094 + 0x004 * x, (x = 0 to 2)
Reset value: 0x0000 000X, 0x0000 0000, 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SRLOCK[31:16]
rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SRLOCK[15:0]
rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs | rs

Bits 31:0 SRLOCK][31:0]: prevent reloading of the shadow word from OTP until next power-on reset.

3.6.13

0: OTP word not locked
1: OTP word locked and cannot be reloaded
Note: Reloading of OTP word 0 is prevented after its initial read on a system reset.

BSEC JTAG input register (BSEC_JTAGIN)

Address offset: 0x0OAC
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 DATA[15:0]: JTAG input data

3

16-bit copy from JTAG SoC register
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3.6.14 BSEC JTAG output register (BSEC_JTAGOUT)

Address offset: 0x0B0O
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 DATA[15:0]: JTAG output data
16-bit copy to JTAG SoC register

3.6.15 BSEC scratch register (BSEC_SCRATCH)

Address offset: 0x0B4
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DATA[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA[15:0]

Bits 31:0 DATA[31:0]: scratch data
This register is a general purpose register.

3.6.16 BSEC shadow register x (BSEC_OTP_DATAX)

The complete description of BSEC_OTP_DATAX register values and properties can be
found in Section 4: OTP mapping (OTP).

Several OTP directly impact BSEC behavior, such as:
e BSEC_OTP_DATAQ[6:0] (see Table 11: OTP modes definition on page 168)

3
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Address offset: 0x200 + 0x004 * x, (x = 0 to 95)
Reset value: OxXXXX XXXX

The reset value depends on the actual OTP programmed value and the OTP mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DATA[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA[15:0]

Bits 31:0 DATA[31:0]: shadow register read from OTP or written by software (OTP emulation mode)
The update of shadow registers is controlled by other registers and by OTP security mode.

3.6.17 BSEC hardware configuration register (BSEC_HWCFGR)
Address offset: OxFFO
Reset value: 0x0000 0014

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ECC_USE[3:0] SIZE[3:0]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 ECC_USE[3:0]: protection / redundancy scheme used
0x0: No
0x1: ECC for upper OTP bits used
Others: reserved

Bits 3:0 SIZE[3:0]: OTP block size
0x2: 2 Kbits
0x4: 4 Kbits
0x8: 8 Kbits
Others: reserved

3
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3.6.18 BSEC version register (BSEC_VERR)

Address offset: OxFF4
Reset value: 0x0000 0011

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MAJREV[3:0] MINREV[3:0]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.
Bits 7:4 MAJREV[3:0]: major revision information
Bits 3:0 MINREV[3:0]: minor revision information

3.6.19 BSEC identification register (BSEC_IPIDR)
Address offset: OXFF8
Reset value: 0x0010 0032

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ID[31:16]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ID[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 ID[31:0]: BSEC identification

3.6.20 BSEC size identification register (BSEC_SIDR)

Address offset: OXFFC
Reset value: 0xA3C5 DD04

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SID[31:16]

2 N R T N R A T R R O I A e
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SID[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 SID[31:0]: BSEC size identification

3
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3.6.21

BSEC register map

Table 16 describes BSEC register map and reset values.

Table 16. BSEC register map and reset values

Register name
Offset | Redistername |\ oo/ o0 121218 % 2R T(R 2|2 ][ 2 2|2 2| 2| = 2| |~ 0| 0] <[ | ct| = | o
= o
a
BSEC_OTP_ sglo|la|lo|ld|la|ld|la|lo|d|la|ld|a|la|d|la|ld|a|ld|d|lalbd|lal < e} o |2
olo|(o|o|lo|lo|lo|o|o|lo|lo|(o|d|d|lo|lo|(d|d|d|o|(a|d| | W < r |
0x000 CONFIG O|K|||d|x|d ||| ||| |d|d|d|d|d|e|d| & 0] T
= o o
o
Reset value 0|0 0|0|0|1 1|1 0
BSEC_OTP_ glald|ld|la|ldld|d|ld|lald|d|lalagld|la|ldlagld|ld|laladlO|d|a .
ooos | control (8| 8(8(8|8(8(2)8\8(8\8\8|88|18/8\8|8]8\8|8\8|3|2|&|  AvpRIeO
Reset value 0fo0 0|0|0|0|0|0‘0
BSEC_OTP
-y - WRDATA[31:0]
0x008 WRDATA
Reset value
z |2, |o| |4
BSEC_OTP_ w'w'm'm':/5m'm'm'uiuiuiuiuiviviviviviviuiuiuiuiuiuiuiomw—lmg
G)G)ﬂJﬂJﬂJﬂJﬂJGJG)G)G)G)G)G)G)G)G)(DG)G)G)G)G)G)GJGJIOD((DO
0x00C STATUS D:D:IIIIIIIIIIIIIIDCIIDCIID:D:D:D:D:D:D:n:ﬂ:n:ﬂ:n:n:;gmiﬂfm
D.n_ = %)
Reset value oj{o|oj|o 0
51,1808
Aol ulalal gl glalalalalalal glglalalalalalalglglalalalalO]glZ|o]a
u:u:uzuzuzuzwwwwwwwwwwwwwwwwwwwwwowm
ooro | BSEC-OTPLOcK | 818\ 81818\ 81818\ 81818\ 81818\818)8\8)8)8\88)8\888\1821812125)5
G} a|g
Reset value 0 0(0|0
Sl e
Jjwl =
m(A| W
<2 2 EZZEZZ
BSEC_OTP_ dla|ld|a|a|d|ld|la|la|ad|d|a|a|ld|lad|d|a|ad|a|s|alFGlO] < |0|W|W(WE[H| «
v|lo|o|lo|lo|(o|lo|olo|o|o|lo|o|(o|lo|o|lo|o|(o|D| al o |=|8(a|L[a|Q|e
0x014 DENABLE n:ncn:n:n:n:n:n:n:n:n:n:n:n:n:n:n:n:n:ncuc;waZn_o>—mn:
n Olp|lT|L|Z(a
0|0 @ (v o -
g I )
Sl° a
(@]
Reset value 0fo0 0 oj(o|jojojo|o0
BSEC_OTP
- = DIS[31:0]
0x01C DISTRUBEDO
Reset value 0‘0‘O|0|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
5 = DIS[31:0]
0x020 DISTURBED1
Reset value 0‘0‘0|0|0|0|0|0|0‘0‘0‘0‘O‘O‘O‘O‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
_ _ DIS[31:0]
0x024 DISTURBED2
Reset value OIOI0|0|0|0|0|0|0|0|0|0|0|0|0‘0‘0‘0‘0‘0|0|0|0|0|0|0|0|0|0|0|0|0
BSEC_OTP
ERRORO ERR[31:0]
0x034
Reset value O‘O‘O|0|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
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Boot and security and OTP control (BSEC) RMO0442

Table 16. BSEC register map and reset values (continued)

Register name
Offset | Registername o\ ol 2 RIN| (& 3| QIX|=|R(2| =[S (2|2 (2| 2|N|5|2]o| 0|~ 0| v| < |n|a|-|o
BSEC_OTP
_OTP_ ERR[31:0]
0x038 ERROR1
Reset value 0|0|0|0|0|0|0|0|0|0|0|0|0|0|0‘0‘0‘0‘0‘0|0|0|0|0|0|O|O|0|0|0|0|0
BSEC_OTP.
- ERR[31:0]
0x03C ERROR2
Reset value 0‘0‘0|0|0|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
— = WRLOCK([31:0]
0x04C WRLOCKEDO
Reset value 0‘0‘O|O|0|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
= WRLOCK([31:0]
0x050 WRLOCKED1
Reset value 0‘O‘0|O|0|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
— = WRLOCK([31:0]
0x054 WRLOCKED2
Reset value 0‘0‘0|0|0|0|0|0|0‘0‘0‘O‘O‘O‘O‘O‘O‘0‘0‘O‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
= SPLOCK[31:0]
0x064 SPLOCKO
Reset value 0|0|0|0|0|0|0|0|0|0|0|0|0|0|0‘0‘0‘0‘0‘0|0|0|0|0|0|O|0|0|0|0|0|0
BSEC_OTP
e SPLOCK[31:0]
0x068 SPLOCK1
Reset value 0‘O‘O|O|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
== SPLOCK[31:0]
0x06C SPLOCK2
Reset value 0‘0‘O|O|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
i SWLOCK([31:0]
0x07C SWLOCKO
Reset value 0|0|0|0|0|0|0|0|0|0|0|0|0|0|0‘0‘0‘0‘0‘0|0|0|0|0|0|0|0|0|0|0|0|1
BSEC_OTP
e SWLOCK([31:0]
0x080 SWLOCK1
Reset value 0‘0‘0|0|0|0|0|0|0‘0‘0‘O‘O‘O‘O‘O‘0‘0‘0‘O‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
= SWLOCKI[31:0]
0x084 SWLOCK2
Reset value 0‘0‘O|O|0|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_OTP
L SRLOCK[31:0]
0x094 SRLOCKO
Reset value 0‘O‘O|O|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘X
BSEC_OTP
= SRLOCK][31:0]
0x098 SRLOCK1
Reset value 0‘0‘0|0|0|0|0|0|0‘0‘0‘O‘O‘O‘O‘O‘0‘0‘0‘O‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
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Boot and security and OTP control (BSEC)

Table 16. BSEC register map and reset values (continued)

Register name
Offset| Registername ool o2l x| €| 2(X|R(N| =[] 2[2| =222 2|2 5|2 o| o|~o|w| < || al-|o
BSEC_OTP,
Saren” SRLOCK][31:0]
0x09C SRLOCK2
Reset value o|jojofjofofo|jO0|0O|O|O|OfOfO|O]|O]|O O‘O‘O‘OIO|0|0|0|0|O|O|0|0|0|0|0
sla|lb|lb|ld|ld|lbd|ld|la|d|lb|ld|d|ld|a|a .
OXOAC BSEC_JTAGIN cleigiglglglelelglelelele|glgle DATA[15:0]
Reset value O‘O‘O‘O‘O‘0‘0‘0‘0‘0|0|0|0|0|0‘0
0X0BO BSEC_JTAGOUT cleigiglglglelelelelelele|elgle DATA[15:0]
Reset value 0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0|0|0|0|0‘0
BSEC_SCRATCH DATA[31:0]
0x0B4
Reset value 0‘0‘O|O|O|0|0|0|0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘O‘O|O|0|0|0|0‘0
BSEC_OTP_DATA0 DATA[31:0]
0x200
Reset value x‘x‘x|x|x|x|x|x|x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x|x|x|x|x|x‘x
BSEC_OTP_DATA1 DATA[31:0]
0x204
Reset value x‘x‘x|x|x|x|x|x|x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x|x|x|x|x|x‘x
BSEC
= DATA[31:0]
0x37C OTP_DATA95
Reset value xxxxxxxxxxxxxxxxxxxxxxxxx‘x|x|xx|x|x‘x
BSECIPHW_ |4\ g\ ¢|gl¢|4/5|g|gg|¢|4/%(5|g|44|4|4(5|4|4|4|8| BOCUSE | sizepany
OXFFO CFGR Y| |d|d|d|d|K|d|d|d|d|d|x|d|f|d|d|d|d|0d|d| | [3:0] ’
Reset value O|0|0|1 0|1|0|0
sla|la|lo|ld|ld|ld|d|lov|ag|d|lb|d|lb|ld|ld|a|v|a|d|d|b|ab|a| MAIJREV MINREV
orra | BSECVERR SIS 81EI8 CI8\E|E(E|L|8|E|8|E|28\E|L|8\E181€181¢| pa [3:0]
Reset value O|0|0|1 0|0|0|1
BSEC_IPIDR ID[31:0]
OxFF8
Reset value 0|0|0|0|0|0|0|0|0|0|0|1|0|0|0‘0‘0‘0‘0‘0|0|0|0|0|0|0|1|1|0|0|1|0
BSEC_SIDR SID[31:0]
OxFFC
Reset value 1|0|1|O|0|0|1|1|1|1|0|0|0|1|0‘1‘1‘1‘0‘1|1|1|0|1|0|O|O|0|0|1|0|0

Refer to Section 2.5 on page 153 for the register boundary addresses.
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OTP mapping (OTP)

The OTP bits are read or programmed by the Boot and Security and OTP control (BSEC).
Before being programmed the OTP bit default is ‘0’.

The STM32MP153 device has 3072 OTP (One Time Programmable) bits which can be
read-accessed in 96 words: BSEC_OTP_DATAX (x = 0 to 95):

— Lower OTP are listed in Table 17: OTP list words 0 to 31.

—  Upper OTP are listed in Table 18: OTP list words 32 to 95.

The tables list the OTP word and bit field relevant properties using the following columns:
Name: OTP word synonym (for example OTP word0 is aka CFGO).

Description: OTP word or bit field description.

Prog: programming according to:

s: programmed by STMicroelectronics at factory whether product differentiations or
keys.

u: available to any other software executed after bootROM.
r: programmed by bootrom (for example, during SSP process)

wplock:
n: not locked.
y: permanent programming lock by factory programming.

swprlockx: sticky lock set by boot listed as s[w][p][r][c] with character w, p, r, ¢ according to:

w: indicates write of shadow is sticky locked,
p: indicates OTP programming is sticky locked,
r: indicates OTP reloading is sticky locked,

c¢: indicates OTP shadow is cleared during boot.
swprlock1: sticky lock set after boot in secured-open.

swprlock2: sticky lock set after boot in secured-closed (only possible for device with secure
boot capabilities).

swprlock3: sticky lock set after boot for RMA.

3
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RMO0442 OTP mapping (OTP)

Table 17. OTP list words 0 to 31

wp | swpr | swpr | swpr

Word | Name Bits Description prog lock | lock1 | lock2 | lock3

Detail description

OTP mode encoding

0to5 | OTP mode encoding s

0 | CFGO 6 Closed_device bit) | u

n sw sw sw -
Reserved for
7o 31 STMicroelectronics s
RPN coding
1 CFG1 Oto7 RPN coding
Reserved for S y swW sw swW Section 65.2: Device part number (RPN)
8 to 31

STMicroelectronics

Rerserved for STMicroelectronics

0to3 | SSP_ATTEMPTS ; Set by bootROM during SSP

2 CFG2 process.
y | swprc | swprc | swprc

41031 Reserved for s )
STMicroelectronics

Boot / source definition

0: QSPI uses default hard coded AFmux

0 gspi_not_default_af 1: QSPI uses AFmux defined in OTP

0: Source is default one: SDMMC2 with
default AFMux

1: SDMMC1. 2: SDMMC2 (uses non
default AFmux defined in OTP)

1to2 emmc_if id

0: Source is default one: SDMMC1 with
default AFMux

3to4 sd_if id 1: SDMMC1 (uses non default AFmux
defined in OTP)

2: SDMMC2

0: PLLs for CPU/AXI are enable for cold
boot

u n - SW - 1: PLLs for CPU/AXI are not enable for
cold boot

3 CFG3 5 no_cpu_pll

0: USB DP pull-up is set

6 no_usb_dp_pullup 1: USB DP pull-up is not set

0b00000001 reserved.
0b00000010 disable USART2.
0b00000100 disable USART3.
uart_instances_disa 0b00001000 disable UART4.
bled 0b00010000 disable UARTS5.
0b00100000 disable UART6.
0b01000000 disable UART?.
0b10000000 disable USARTS.

7to 14

0: Data cache is used by bootrom.

15 no_data_cache 1: Data cache is not used by bootrom.
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RM0442

Table 17. OTP list words 0 to 31 (continued)

Word

Name

Bits

Description

prog

wp
lock

swpr
lock1

swpr
lock2

swpr
lock3

Detail description

CFG3

Boot / source definition (continued)

16 to 23

boot_source_disable

24 to 26

secondary_boot_sou
rce

27 to 29

primary_boot_sourc
e

30 to 31

HSE value

sw

0b00000001 disable FMC boot source.
0b00000010 disable QSPI NOR boot
source.

0b00000100 disable eMMC boot source.
0b00001000 disable SD boot source.
0b00010000 disable UART boot source.
0b00100000 disable USB boot source.
0b01000000 disable QSPI NAND boot
source.

: No secondary boot source is defined
: FMC NAND

: QSPINOR

:eMMC

SD

: QSPI NAND

: No primary boot source is defined
: FMC NAND

: QSPINOR

:eMMC

SD

: QSPI NAND

AR WN_2O|OAWON=2O

0b00 HSE is autodetected.
0b01 HSE is 24 MHz.
0b10 HSE is 25 MHz.
0b11 HSE is 26 MHz.

CFG4

Boot / mon

otonic counter

0 to 31

Boot / monotonic
counter

Value of monotonic counter is 31 is 2*X
where X is position of the most significant
bit at 1.
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OTP mapping (OTP)

Table 17. OTP list words 0 to 31 (continued)

Word | Name

Bits

Description

prog

wp
lock

swpr
lock1

swpr
lock2

swpr
lock3

Detail description

5 CFG5

Boot / AFmux configuration 1

Oto3

mode0

4t07

afmux0

8to 11

pin0

12t0 15

port0

16 to 19

mode1

20 to 23

afmux1

24 to0 27

pin1

28 to 31

port1

sSw

0: AF; no pull; low speed

1: AF; no pull; medium speed
2: AF; no pull; high speed

3: AF; pull up; low speed

4: AF; pull up; medium speed
5: AF; pull up; high speed

6: AF; pull down; low speed

7: AF; pull down; medium speed
8: AF; pull down; high speed

9: GPIO output high

10: GPIO output low

11: GPIO input

12: GPIO open drain; No pull
13: GPIO open drain; pull up
14: GPIO open drain; pull down
15: GPIO analog mode

AF mux value between 0 and 15.

pin id between 0 and 15 for GPIOA to
GPIOJ and between 0 and 7 for GPIOK
and GPIOZ.

0: unused (in that case, mode0, afmux0
and pin0 fields could be used as general
purpose OTP)

1: Bank A

:Bank B

:Bank C

:Bank D

:Bank E

Bank F

:Bank G

:Bank H

9: Bank |

10: Bank J

11: Bank K

12: Bank Z

Others: Invalid configuration

©ONO O WN

idem CFG5.mode0

idem CFG5.afmux0

idem CFG5.pin0

idem CFG5.port0
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Table 17. OTP list words 0 to 31 (continued)

Word | Name Bits Description prog Izvcfk Iso VZE: Ii» V;EZ Iso VZE; Detail description
Boot / AFmux configuration 2
Oto3 mode2 idem CFG5.mode0
4t07 afmux2 idem CFG5.afmux0
8to 11 pin2 idem CFG5.pin0
6 CFG6 |12to 15 port2 idem CFG5.port0
u n - sw -
16 to 19 mode3 idem CFG5.mode0
20 to 23 afmux3 idem CFG5.afmux0
24 to 27 pin3 idem CFG5.pin0
28 to 31 port3 idem CFG5.port0
Boot / AFmux configuration 3
Oto3 mode4 idem CFG5.mode0
4t07 afmux4 idem CFG5.afmux0
8to 11 pind idem CFG5.pin0
7 CFG7 |12t0 15 port4 idem CFG5.port0
u n - sw -
16 to 19 mode5 idem CFG5.mode0
20 to 23 afmux5 idem CFG5.afmux0
24 to 27 pin5 idem CFG5.pin0
28 to 31 port5 idem CFG5.port0
Partially reserved for STMicroelectronincs
o7 | gt | s
8 CFG8 8 SSP_REQ u Set by FSBL(TF-A) during SSP process.
n SWp | swp | swp
9 SSP_SUCCESS u Set by FSBL(TF-A) during SSP process.
oo | heemenr |
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OTP mapping (OTP)

Table 17. OTP list words 0 to 31 (continued)

. . Wwp | swpr | swpr | swpr . iy
Word | Name Bits Description Prog | |-k l1ockt | lock2 | lock3 Detail description
BootROM / configuration
0 Boot_tracgs_dlsable u 0: no. 1: yes
hse_frequency_auto . .
1 detection_disable u 0:no. 1: yes
hse_bypass_detecti . .
2 on. disable u 0: no. 1: yes
3 Reserved for s )
STMicroelectronics
41013 not used yet S -
14 spinand_need_plane u 0: SPI NAND plane select not need
_select 1: SPI NAND plane select is needed
0: ECC unset.
d b ¢ 1: ECC 1bit (Hamming)
9 | CFGO |4510 47| AN TIEOEC) y | ) ) | 2: ECC 4bit (BCH4)
- 3: ECC 8bit (BCH8)
4: on-die ECC
. 0: 8 bit
18 nand_bus_width u 1- 16 bit
19to 26 | nand_nb_of blocks u Number of blocks in unit of 256 blocks.
Block size in number of pages:
. 0: 64 pages per block
27t0 28| nand_block_size u 1: 128 pages per block
2: 256 pages per block
0: 2Kbytes
2910 30 nand_page_size u 1: 4Kbytes
2: 8Kbytes
31 nand_param_stored u 0: no
_in_otp 1: nand parameters bits 15 to 30 are used
Device configuration
10 | CFG10 for OEM device
0to 31 - } u n - - - -
configuration
Device configuration
11 | CFG11 for OEM device
0to 31 - : u n - - - -
configuration
Engineering purposes
12 | CFG12 0to 31 Reserved for s ) ) ) )
STMicroelectronics y
Unique device ID (96-bit)
13 IDO
0to 31 UID[31:0] s ‘ y ‘ - ‘ ] ‘ ] ‘ ]
Unique device ID (96-bit)
14 ID1
0to 31 UID[63:32] s ‘ y ‘ - ‘ - ‘ - ‘ -
Kys RM0442 Rev 7 195/3930
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Table 17. OTP list words 0 to 31 (continued)

. . Wwp | swpr | swpr | swpr . iy
Word | Name Bits Description Prog | |-k l1ockt | lock2 | lock3 Detail description
Unique device ID (96-bit)
15 ID2
0to 31 UID[95:64] ‘ s ‘ y ‘ - ‘ ] ‘ - ‘ -
Hardware trimming / analog 1
0to5 | VREFBUF trimming VREBUF Trim
6to9 Vo co.mpe.nsatlon Used for I/O calibration
trimming
10 to 11 Reserved -
12t015| 1V8reference 1V8 Regulator Trim

trimming

16 HWO |16to 21 LSI trimming -

V1 ref s y swp | swp | swp

22 to0 26 reference 1V1 Regulator Trim
trimming

27 10 29 PKG: factory Refer to Section 65.4: Package data

programmed register (PKG).

Reserved for
301031 | grMicroelectronics )

Hardware trimming / analog 2
Oto7 CSITRIM[7:0] CSI Trim

8to 19 HSITRIM[11:0] HSI Trim

DAC1 factory

17 HW1 |20to24 trimming DAC1 Trim
s y - - -
251029 DAC2factory DAC2 Trim
trimming
30 to 31 Reserved for )

STMicroelectronics

3
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Table 17. OTP list words 0 to 31 (continued)
. . Wwp | swpr | swpr | swpr . iy
Word | Name Bits Description Prog | |-k l1ockt | lock2 | lock3 Detail description
Hardware trimming / PKG / WDG config
Reserved for
0102 | STMicroelectronics | .
IWDGH1 start:
3 IWDG1_HW 0: start by software
1: auto start
IWDG?2 start:
4 IWDG2_HW 0: start by software
1: auto start
IWDG1 freeze in Stop:
5 IWDG1_FZ_STOP 0: no
1: freeze in Stop
u IWDG2 freeze in Stop:
6 IWDG2_FZ_STOP 0: no
1: freeze in Stop
IWDG1 freeze in Standby:
IWDG1_FZ_STAND .
7 BY 0: no
1: freeze in Standby
IWDG?2 fi in Standby:
18 | Hw2 IWDG2_FZ_STAND reeze in Standby
8 BY n - - - 0: no
1: freeze in Standby
OTP_MCU_
9 SYSRST_EN MCU allowed to generate System Reset.
10 Reserved for s )
STMicroelectronics
00: BOR Disabled
01: BOR=2.1V
11t0 12| SELINBORH[1:0] 10:BOR =24V
11:BOR =27V
1: required when VDD is below 2.5 V to
u allow the SYSCFG IO control register
HSLVEN_xxx bits to be taken into
13 PRODUCT_BELOW account.
_2V5 For more information see Section 14.3:
SYSCFG registers
SYSCFG_IOCTRLSETR and
SYSCFG_IOCTRLCLRR registers.
Reserved for
141031\ srmicroelectronics | S )
Hardware trimming / calibration for DTS
19 HW3 Oto15 TS1_FMTO[15:0] s y - - - DTS frequency measured freq at TO
16 to 31 TSLR'?'\SAE]—COEF[ s y - - - DTS ramp coefficient
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Table 17. OTP list words 0 to 31 (continued)

. . Wwp | swpr | swpr | swpr . iy
Word | Name Bits Description Prog | |-k l1ockt | lock2 | lock3 Detail description
Hardware trimming / calibration for Vgggnt, DTS

0to6 | TRIM_DTP_R[6:0] s y - - - DTS R Trim

7t08 TS1_TO[1:0] s y - - - DTS TO value
20 HW4 Reserved for

91015 | srvicroelectronics | S y ) ) ) )

16 o 31 | VREFINT CAL[15:0]| s v ) ) ) ADC VBG measurement to correct for

VREF
Memory repair word 1
21 HWS 31100 Reserved for s ) ) ) )
STMicroelectronics y
Memory repair word 2
22 HW6 010 31 Reserved for s ) ) ) )
STMicroelectronics y
Hardware trimming / calibration for analog temp sensor

23 HW7 | Oto 15 TS_CAL1[15:0] s y - - - ADC TEMP measurement at TO

16 to 31 TS_CAL215:0] S y - - - ADC TEMP measurement at T1
24 | PKHO -

0 to 31 ‘ Public Key Hash(@ ‘ u/s ‘ nfy®) ‘ sw ‘ sw ‘ sw -
25 PKH1

0 to 31 ‘ Public Key Hash ‘ u/s ‘ nfy® ‘ sw ‘ sw ‘ sw -
26 PKH2

0to 31 ‘ Public Key Hash ‘ uls ‘ niy® ‘ sw ‘ sw ‘ sw ]
27 | PKH3 -

0 to 31 ‘ Public Key Hash ‘ u/s ‘ nly® ‘ sw ‘ sw ‘ sw -
28 PKH4

0 to 31 ‘ Public Key Hash ‘ u/s ‘ nfy® ‘ sw ‘ sw ‘ sw -
29 PKH5

0 to 31 ‘ Public Key Hash ‘ u/s ‘ niy®) ‘ swW ‘ sw ‘ sw -
30 | PKH6 -

0 to 31 ‘ Public Key Hash ‘ u/s ‘ nly® ‘ sw ‘ sw ‘ sw -
31 PKH7

0 to 31 ‘ Public Key Hash ‘ u/s ‘ nfy® ‘ sw ‘ sw ‘ sw ‘ -

This bit must never be programmed to 1 on products without secure-boot option available (refer to product datasheet).

As an example, setting this bit on STM32MP15xA and STM32MP15xD products might make then permanently fail to boot.
To avoid this case, it is recommended to make the OTP Word 0 permanent write locked (see Section : OTP permanent write
lock in BSEC chapter).

The Public Key Hash is composed of 32 bytes: hash = byte0 byte1 byte2 ... byte31. These bytes are stored in the OTP in 8

words of 4 bytes each. The first four bytes of the hash table are stored in PKHO, the next four in PKH1, and so on. Within
each word the lowest numbered byte is stored in the most significant position, and the highest numbered byte in the least
significant position. Example: if hash = 00 01 02 03 04 05 06 07 08... then PKHO = 0x00010203, PKH1 = 0x04050607, and
SO on.
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Table 18. OTP list words 32 to 95

Word Name Bits Description prog | wplock Is; VZE: Is; V;E; IZ VZE;
32 XKO 0to 31 Reserved for STMicroelectronics s y sSWprc | swprc | swprc
33 XK1 0to 31 Reserved for STMicroelectronics s y SWprc | swprc | swprc
34 XK2 0to 31 Reserved for STMicroelectronics s y SWprc | swprc | swprc
35 XK3 0to 31 Reserved for STMicroelectronics S y sSwprc | swprc | swprc
36 XK4 0to 31 Reserved for STMicroelectronics S y swprc | swprc | swprc
37 XK5 0to 31 Reserved for STMicroelectronics S y swprc | swprc | swprc
38 XK6 0to 31 Reserved for STMicroelectronics s y sSwWprc | swprc | swprc
39 XK7 0to 31 Reserved for STMicroelectronics s y SWprc | swprc | swprc
40 XK8 ST Public ECDSA Chip Certificate for SSP

0 to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
41 XK9 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
42 XK10 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(!) | s | y ‘ swp ‘ swp ‘ swp
43 XK11 ST Public ECDSA Chip Certificate for SSP

0 to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
44 XK12 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
45 XK13 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
46 XK14 ST Public ECDSA Chip Certificate for SSP

0 to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
47 XK15 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
48 XK16 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
49 XK17 ST Public ECDSA Chip Certificate for SSP

0 to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
50 XK18 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
51 XK19 ST Public ECDSA Chip Certificate for SSP

0to 31 | Certificate bits(!) | s | y ‘ swp ‘ swp ‘ swp
52 XK20 ST Public ECDSA Chip Certificate for SSP

0 to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp

3
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Table 18. OTP list words 32 to 95 (continued)
Word Name Bits Description prog | wplock Iso VZE: If) VZEZ IZ VZE;
53 XK21 ST Public ECDSA Chip Certificate for SSP
0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
54 XK22 ST Public ECDSA Chip Certificate for SSP
0to 31 | Certificate bits(") | s | y l swp ‘ swp ‘ swp
55 XK23 ST Public ECDSA Chip Certificate for SSP
0to 31 | Certificate bits(") | s | y ‘ swp ‘ swp ‘ swp
Password for RMA
56 XK24 0to 14 RMA unlock password
15t0 29 RMA relock password ! n swrc swrc swrc
30 to 31 Not used s
57 XK25 MAC address 1
0to 31 mac[31:0] | u | n ‘ c ‘ c ‘ swprc
MAC address 2
58 XK26 O0to 15 mac([47:32]
u n c c swprc
16 to 31 Free for user
59 XK27 - Free for user u n c c swprc
60 XK28 - Free for user u n c c swprc
61 XK29 - Free for user u n c c swprc
62 XK30 - Free for user u n c c swprc
63 XK31 - Free for user u n c c swprc
64 XK32 - Free for user u n c c swprc
65 XK33 - Free for user u n c c swprc
66 XK34 - Free for user u n c c swprc
67 XK35 - Free for user u n c c swprc
68 XK36 - Free for user u n c c swprc
69 XK37 - Free for user u n c c swprc
70 XK38 - Free for user u n c c swprc
71 XK39 - Free for user u n c c swprc
72 XK40 - Free for user u n c c swprc
73 XK41 - Free for user u n c c swprc
74 XK42 - Free for user u n c c swprc
75 XK43 - Free for user u n c c swprc
76 XK44 - Free for user u n c c swprc
77 XK45 - Free for user u n c c swprc
200/3930 RMO0442 Rev 7 ‘,_l
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Table 18. OTP list words 32 to 95 (continued)

Word Name Bits Description prog | wplock Iso VZE: If) VZEZ IZ VZE;
78 XK46 - Free for user u n c c swprc
79 XK47 - Free for user u n c c swprc
80 XK48 - Free for user u n c c swprc
81 XK49 - Free for user u n c c swprc
82 XK50 - Free for user u n c c swprc
83 XK51 - Free for user u n c c swprc
84 XK52 - Free for user u n c c swprc
85 XK53 - Free for user u n c c swprc
86 XK54 - Free for user u n c c swprc
87 XK55 - Free for user u n c c swprc
88 XK56 - Free for user u n c c swprc
89 XK57 - Free for user u n c c swprc
90 XK58 - Free for user u n c c swprc
91 XK59 - Free for user u n c c swprc
92 XK60 - Free for user u n c c swprc
93 XK61 - Free for user u n c c swprc
94 XK62 - Free for user u n c c swprc
95 XK63 - Free for user u n c c swprc

1. The ST Public ECDSA Chip Certificate for SSP is composed of 64 bytes: key = byte0 byte1 byte2 ... byte63. These bytes
are stored in the OTP in 16 words of 4 bytes each. The first four bytes of the key table are stored in XK8, the next four in
XK9, and so on. Within each word the lowest numbered byte is stored in the most significant position, and the highest
numbered byte in the least significant position. Example: if key = 00 01 02 03 04 05 06 07 08 ... then XK8 = 0x00010203,

XK9 = 0x04050607, and so on.
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DDR3/LPDDR2/LPDDR3 controller (DDRCTRL)

Introduction

Portions Copyright (c) Synopsys, Inc. All rights reserved. Used with permission.

The DDRCTRL is a DDR-SDRAM controller and specific configuration of Synopsys
uMCTL2 DDR controller v3.00a.

The DDRCTRL combined with the DDRPHYC (DDR PHY with Physical Utility Block)
provides a complete memory interface solution for the DDR memory subsystem.

DDRCTRL features

Two 64-bit AMBA® 4 AX14 ports interface (XPI)
AXI clock asynchronous to the controller
Supported standards:

— JEDEC DDR3 SDRAM specification, JESD79-3E for DDR3/3L with 32-bit
interface

— JEDEC LPDDR2 SDRAM specification, JESD209-2E for LPDDR2 with 32-bit
interface

— JEDEC LPDDR3 SDRAM specification, JESD209-3B for LPDDR3 with 32-bit
interface

Warning: The STM32MP153x does not support the ODT for LPDDR3

64-bit with DFI 2.1 compliant interface to DDRPHYC
Advanced scheduler and SDRAM command generator

1:1 frequency ratio between the DDRC clock and the DDR PHY / external memory
clock (aka SDR mode)

Asynchronous clock between the AXI ports and the DDRC (the clock crossing is local
to XPI's)

Programmable full data width (32-bit) or half data width (16-bit)
Advanced QoS support with 3 traffic class on read and 2 traffic classes on write
Options to avoid starvation of lower priority traffic

Guaranteed coherency for write-after-read (WAR) and read-after-write (RAW) on the
AXI ports

Programmable support for burst length options (4, 8,16)

Write combine to allow multiple writes to the same address to be combined into a
single write

Single rank configuration

Supports automatic SDRAM power-down entry and exit caused by a lack of transaction
arrival for programmable time

Supports automatic clock stop (LPDDR2/3) entry and exit caused by lack of transaction
arrival
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Supports automatic low-power mode operation caused by a lack of transaction arrival
for programmable time via hardware low-power interface
Programmable paging policy selectable as any of the following:

— Leave page open after accesses (Open page policy)

—  Close page when there are no further accesses available in the controller for that
page

— Auto-precharge with each access, with an optimization for page-close mode which
leaves the page open after a flush for read-write and write-read collision cases

Supports the self-refresh entry and exit as follows:

— Automatic self-refresh entry and exit caused by lack of transaction arrival for
programmable time

—  Self-refresh entry and exit under software control

Support for deep power-down entry and exit under software control (LPDDR2)

Support for explicit SDRAM mode register updates under software control

Flexible address mapper logic to allow application specific mapping of row, column,

bank bits

Programmable support for 1T or 2T timing

User-selectable refresh control options:

—  Controller-generated auto-refreshes at programmable average intervals

—  Ability to group up to 8 controller-generated refreshes together to be issued
consecutively (this reduces the frequency of page closings, increasing the overall
efficiency)

—  When the controller-generated refreshes are grouped, some refreshes can be
issued speculatively when the controller is idle for a programmable period of time

—  Ability to disable controller-generated auto-refreshes

— Ability to issue a refresh through direct software request

— User-selectable ability to perform per-bank refreshes rather than all-banks
refreshes for LPDDR2/3

5.3 DDRCTRL block diagram

3

A simplified DDRCTRL block diagram is shown in Figure 7.
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Figure 7. DDRCTRL block diagram
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DDRCTRL architecture overview
See the DDRCTRL block diagram in Figure 7.

The AXI Port Interface (XPI) block provides the interface to the AXI port with the AXI
bus protocol handling, data buffering and reordering for read data, data bus size / clock
domain conversion and memory burst address alignment.

The Port Arbiter (PA) block provides latency sensitive, priority based arbitration
between the addresses issued by the XPI’s.

The DDR Controller (DDRC) block contains a logical CAM (Content Addressable
Memory). This holds information on the commands, which is used by the scheduling
algorithms to optimally schedule commands to be sent to the PHY, based on priority,
bank/rank status and DDR timing constraints.

The APB register block contains the software accessible registers

The write data are stored until its associated command is issued to the PHY. The Write
data buffer is local to DDRC.

The read data are handled by the response engine in the DDRC and returned in the
order of scheduled read commands on the HIF. the read data are stored in the read re-
order buffer (local to XPI) and returned in order, to the AXI ports.

AXI Port Interface (XPI)

The XPI processes the AXI information: address, burst size, burst length and burst type and
converts the AXI burst into read and write requests which are forwarded to the PA.

In the opposite direction, the XPI converts the responses from the DDRC into appropriate
AXI responses.
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Read address channel features:
—  Supports any burst length for incremental bursts (<=256 byte) and burst with
length <= 16 for WRAP bursts.
—  The start address can be unaligned to the AXI width.
—  The burst size can be less than the AXI width.
— The Read Address Queue (RAQ) is configured with dual queues (named “red” and
“blue” queues)
—  The clock crossing is performed in RAQ
—  The depth of RAQ is set to 4.
—  The generation of read request is based on AXI address and burst information and
divided into packets equal to memory burst length (BL2, BL4, BL8, BL16)
— Incase of an unaligned burst, the first read request is unaligned and the remaining
read requests are aligned.
In general, the re-alignment to a memory burst boundary potentially causes some
data beats to be discarded (affecting bandwidth) and potentially introduces
additional latency on the read data and response channel.
Write address channel features:
—  The Write Address Queue (WAQ) is used to store all the addresses for write
requests from a given port.
— There is a single queue for all AXI IDs from a given port.
—  The write address channel behavior is similar to the read address channel.
—  The clock crossing is performed in WAQ
—  The depth of WAQ is set to 4.
Read data and response channels:
— The read data and response channel has a single data storage queue (RDQ)
—  The clock crossing is performed in RDQ
—  The depth of RDQ is set to 10
—  The data from different IDs are stored in the same queue and are returned in the
order of read address acceptance.
—  Avread reorder buffer is implemented in each port to reorder the read data for that
port to the same order as the order of the AXI read commands
—  The virtual channels and dynamic mapping (allow optimum reordering of read
data)
5.4.2 Port arbiter (PA)

3

The PA arbitrates command requests from the 2 AXI ports to the HIF of the DDR Controller.
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The PAis comprised of multiple tiers of arbitration stages which include:
a) Read/write arbitration (single HIF option)

b) 2 priority level arbitration based on port aging and expired-VPR/expired-VPW
commands (timeout - priority0)

c) 2 priority level arbitration for read requests based on DDRC read priorities
(HPR/LPR-VPR)

d) 32-priority level arbitration based on internal port aging or 16-priority level
arbitration based AXI QoS inputs (programmed in AXI interconnect)

e) Round-robin arbitration to resolve ports having the same priority after passing all
stages of arbitration.
The port aging refers to counting down the time when a port has a request, but is not
granted access to the DDRC.
The port timeout refers to when the port age becomes 0, which is also referred as the
highest priority -priority0’.

The expired-VPR refers to Variable Priority Read commands whose counter has expired.
The read/write credits refer to the DDRC ‘Credit Mechanism’ employed at the HIF interface.

Host Interface (HIF)

The HIF is an internal interface to the DDRCTRL (the AXI Port Interface and Port Arbiter
handle all signals on this interface). It is only described for the sake of understanding QoS
and multi-tier arbitration.

The read, write requests and write data are transferred from PA to DDRC using HIF
interface.
The requests are throttled by:

a) A credit mechanism that ensures that the buffer space is available for any request
made to the DDRC, prior to the request being made.

b) Anindependent stall mechanism that throttles requests when address collisions
take place or when entering a self-refresh via the software self-refresh.

The read data are sent back via a common response interface
Credit mechanism:

The DDRC employs a credit mechanism to ensure that buffers do not overflow. The
interface making the request to the DDRC, can only request commands for which it has
been granted credits to issue.
The credits are tracked separately for the following three command types:

- High priority read (HPR)

- Low priority read (LPR)

- Write (WR)
The interface logic includes counters to track the number of credits. The credit count
increments every time that the DDRC issues a credit.

The VPR commands are counted in the LPR credit bucket, the VPW commands are
counted in the WR credit bucket.

Read requests:

3
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5.4.5

5.4.6
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When the LPR or HPR credit count is greater than zero, the interface can issue read
requests to the DDRC

Write requests:

When the WR credit count is greater than zero, the interface can issue write requests to the
DDRC.

DDR scheduler (DDRC)

The DDRC queues commands for scheduling and the SDRAM command generation unit.
The DDRC includes 3 stores:

. HPR and LPR stores in common read CAM
e WR store in write CAM

Both CAMs are 16 entries, the HPR/LPR split is software programmable.

The DDRC allows the user to manage the Transaction Service Control (TSC) according to
QoS and timeouts.

APB Interface (APB)

There are three classes of registers in DDRCTRL:
e Dynamic Registers

¢ Quasi Dynamic Registers

e  Static Registers

The dynamic registers can be written at any time during operation.

The static registers can be written only when the controller is in reset.

The quasi dynamic registers can be written when the DDRCTRL is in reset or under specific
conditions after the reset is done. To write the quasi dynamic registers, the
DDRCTRL_SWCTL.SW_DONE bit must be set to 0 at the beginning of the programming
sequence and set back to 1 at the end. After the DDRCTRL_SWSTAT.SW_DONE_ACK
must be polled to acknowledge that the write action has been completed.

For more information about dynamic and quasi dynamic registers, refer to uMCTL2 Data
Book [1]

DFI Interface (DFI)

The DDRCTRL contains a DFI MC (Memory Controller) interface, which is used to connect
to a DFI compliant DDRPHYC to transfer address, control and data to the PHY.

The DFI interface is sub-divided into the following interface groups:

e  Control interface

e  Write data interface

e Read data interface

e Update interface

e  Status interface

e Training interface (PHY-independent mode as supported by uMCTL2)

e Low-power control interface
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The DDRCTRL, including its DFI interface, runs at the single data rate (SDR) clock (referred
to as 1:1 frequency ratio mode in the DFI Specification), so all DFI command and address
signals are equal in width to the equivalent DDR SDRAM signals. The DFI data signals are
twice the width of the equivalent DDR SDRAM signals.

The DDRCTRL runs with a SDR clock and the DDRPHYC operates the SDR to DDR rate
conversion on the data buses. In 1:1 frequency ratio mode, core_ddrc_core_clk and
CK/CK# run at the same SDR clock frequency.

DDRCTRL functional description

Transaction service control (TSC) and quality of service (QoS)

The transaction service control allows the user to carefully manage the following:

e  Costly read/write bus turn-around

e  Priorities of read requests to generally favor high priority traffic while also preventing
starvation of low priority traffic

This functionality is implemented in a simple 2-state machine for each traffic type with
completely configurable controls. The states of the 2-state machine determine when
reads/writes are serviced and the relative priority (high priority versus low priority reads) at
any given moment.

The transactions are separated into five traffic classes: with 3 read classes and 2 write
classes:

e  Low priority reads (LPR)

e  Variable priority reads (VPR)

e High priority reads (HPR)

e Normal priority writes (NPW)

e  Variable priority writes (VPW)

The traffic classes are determined according to AXI QoS values (AxQOS[3:0]) set by the
SOC AXI Interconnect (AXIM) and QoS regions settings.

The HPR and VPR/LPR are stored in a common read CAM which is split according to
DDRCTRL_SCHED.lpr_num.

The VPR commands move to the expired-VPR after a timeout set by
DDRCTRL_PERFVPR1.vpr_timeout. The expired -VPR goes to highest priority (Priority0).

VPW and NPW are stored in a common write CAM; the VPW commands go to the expired-
VPR after timeout set by DDRC_PERFVPW1.vpw_timeout. The expired-VPW commands
go to highest priority (Priority0).

3
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Following is the list of registers related to transaction service and QoS control:
— DDRCTRL_SCHED: main scheduler control
— DDRCTRL_SCHED1: page Ccose timer
— DDRCTRL_PERFHPR1: controls HPR starvation and run_length
— DDRCTRL_PERFHPR1: controls HPR starvation and run_length
— DDRCTRL_PERFLPR1: controls LPR starvation and run_length
— DDRCTRL_PCFGR_0/1: AXI port read control for port 0/1
— DDRCTRL_PCFGW_0/1: AXI port write control for port 0/1

— DDRCTRL_PCFRQOSO0_0/1 and DDRCTRL_PCFRQOS1_0/1: AXI port read
QoS region mapping for port 0/1 and port timeouts.

— DDRCTRL_PCFWQOSO0_0/1 and DDRCTRL_PCFWQOS1_0/1: AXI port write
QoS region mapping for port 0/1 and port timeouts.

5.5.2 Paging policy options

Open page policy is set by DDRC_SCHED.pageclose = 0.

Any bank remains open until there is a need to close it because of a page miss or
refresh timeout.

Intelligent precharge is a mid way between open and closed page policies, set by
DDRC_SCHED.pageclose = 1 and DDRC_SCHED.pageclose_timer value to give the
user control over the time waited when there are no page hits to a bank in the CAM
before the auto-precharge or the explicit precharge is scheduled.

This timer allows the page to be kept open for a configurable number of clock cycles
after there are no commands pending in the CAM to a bank. If there are pending
commands higher up in the stream (for example XPI/PA ) to the same bank/page, it
gives a chance to be scheduled by the DDRCTRL as an open page command.

5.5.3 Power saving features

The DDRCTRL supports various methods to save power within the system using power
saving opportunities in the SDRAM, DDRPHYC and the SOC.

Precharge Power Down: (PDN)
The DDRCTRL automatically puts SDRAM in the Precharge Power Down mode under
the control of the following parameters:
— DDRCTRL_PWRCTRL.powerdown_en: to enter PDN (PDE) after a number of idle
cycles
— DDRCTRL_PWRTMG.powerdown_to x32: number of idle clocks in multiple of 32
to enter PDN

— DDRCTRL_DRAMTMGH1.txp: minimum time to wait after PDN exit (PDX) to any
command (DLL stays locked during PDN)

Note: During PDN refresh commands are performed and clocks must be maintained; the
DDRCTRL pre-charges all banks before Precharge Power Down Exit (PDE).
The DDR3 slow power down (by setting MRO[12] =1) is not supported.

Self-Refresh: (SR)
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The SR is a significant power saving opportunity for SDRAM. Furthermore during SR, the
DLL’s in DDRPHY C can be bypassed and the DDRCTRL clocks can be stopped.

The DDRCTRL puts SDRAM in Self Refresh (SR) in the following cases:

e Automatic SR when there are no read/write for a predefined time. This mode is
controlled by:

— DDRCTRL_PWRCTRL.selfref_en: to enter SR (SRE) after a number of idle cycle
— DDRCTRL_PWRTMG:.selfref _to_x32: number of idle clocks in multiple of 32 to
enter SR.
e Software controlled SR: this mode is controlled by:
— DDRCTRL_PWRCTRL.selfref_sw: setting this bit is referred as software
self_refresh entry.
e Hardware controlled SR: this mode is supported by:

—  The FSM external to the DDRCTRL and under the control of RCC (refer to
Section 10: Reset and clock control (RCC) for mode details). When the SoC goes
into Stop mode, the DDRCTRL can put the SDRAM into self-refresh.

Deep power down: (DPD)

DPD is applicable only to LPDDR2/3.

This power saving opportunity may be supported but does not present any significant
interest because the SDRAM content is lost during DPD, practically DPD is not different
from shutting down DDR

DDR3 DLL off mode:
The DDR3 DLL off mode may be supported at low frequencies, it requires MRS (MR1[0] =1)
to disable DLL (by default DLL are on). It should use the software clock removal sequence:
Write 0 to DDRC_PCTRLn.port en //to block AXI port n
Poll DDRC_PSTAT.rd port busy = 0
Poll DDRC_PSTAT.wr port_busy = 0
Write 1 to DDRC_PWRCTL.selref_ en // move to self-refresh
Poll DDRC PSTAT.selfref type = 2bl0
. change AXI and DDRC clocks to lower value used w/ DLL OFF
. MRS to disable DLL
Write 0 to DDRC_PWRCTL.selref en // exit self-refresh
Poll DDRC_PSTAT.selfref type = 2b00
Write 1 to DDRC_PCTRLn.port_en // to unlock AXI ports

DDRPHY DLL bypass mode:

It is possible to disable DDRPHYC DLL’s to save significant power at low frequencies; this
mode must be controlled by software. The software sequence transitions SDRAM to Self-
refresh during which clock frequency change is possible.

Address mapper

The DDRCTRL address mapper is converting the AXI port read and write request into row,
bank, column SDRAM address at XPI level.

The address mapping is very flexible and defined according to DDR_ADDRMAP1 to
DDR_ADDRMAP11 register settings.
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The usual non interleaved Row/Bank/Column (RBC) and Bank/Row/Column (BRC) can be
simply programmed according to SDRAM architecture (row/bank/column) and full or half
width interface mode.

DRAM timing parameters

The DDRCTRL schedule commands to SDRAM according to multiple timings constrains as
programmed in registers DDRCTRL_DRAMTMGn according to SDRAM JEDEC timing
parameters versus frequency.

The following registers are related to timings constrains
— DDRCTRL_DRAMTMGO to DDRCTRL_DRAMTMG14
— DDRCTRL_ODTTMG
— DDRCTRL_DFITMGO and DDRCTRL_DFITMG1

SDRAM initialization sequence

The initialization is controlled by the DDRPHYC supporting a PUBL built-in initialization
sequence for each DDR type and triggered by PIR registers. For more information see
Section 7: DDR physical interface control (DDRPHYC).

Refresh controls

The refresh can be issued using the auto-refresh feature in DDRCTRL or using the direct
software request of the refresh command. DDRCTRL_RFSHCTL3.dis_auto_refresh selects
the refresh method. When this bit is set to 1, uMCTL2 uses direct software request of
refresh command. When it is set to 0, the internal auto-refresh feature is used.

Refresh using the direct software request of refresh command

Follow the steps to put the DDRCTRL in direct software request of refresh command mode:

1. Set DDRCTRL_RFSHCTL3.dis_auto_refresh bit to 1. When the register bit set,
DDRCTRL checks for any pending refreshes. Any pending refreshes are issued right
away using the ‘critical refresh’ feature inside DDRCTRL. After these refreshes are
issued, all the refresh timers inside DDRCTRL are reset to 0. They are re-activated
only when the auto-refresh feature is enabled.

2. The SoC core must keep track of the refresh requirements of the SDRAM.

3. The refresh command can be issued by setting the register bits
DDRCTRL_DBGCMD.rank0_refresh to 1. When the refresh request is stored, the
corresponding register bit is automatically cleared. The SoC core can initiate a refresh
operation only if DDRCTRL_DBGSTAT.rank0_refresh_busy is low. DDRCTRL issues
refresh to the SDRAM at the earliest.

4. Software-driven refresh commands are loaded into a 9-entry buffer, and are issued by
DDRCTRL on the DFI as soon as it is legal to do so. If the buffer saturates, the
DBGSTAT.rank0_refresh_busy remains asserted to prevent software from initiating
further refreshes.

Refresh using the auto refresh feature inside DDRCTRL

The DDRCTRL provides advanced refresh controls. Besides fully-configurable refresh
constraints (tRFC(min) and tREFI), it can also be programmed to gather refreshes to each
rank of SDRAM to reduce the bandwidth consumed by refreshes and to increase the
likelihood that refreshes can be serviced during an idle period.
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The following registers are related to refresh controls:
— DDRCTRL_RFSHCTLO
— DDRCTRL_RFSHCTL3
— DDRCTRL_RFSHTMG

The purposes of refresh control are to:

e reduce the bandwidth impact of refresh cycles

e increase the likelihood of refreshes being serviced during idle periods

e provide fine-gain control of the trading-off the above benefits (to gather refreshes)
versus the increased worst case latencies associated with gathering refreshes

For more information, refer to the register description; besides issuing refresh at regular
intervals according to tRFC(min) and tREFI, several optimization options are possible: Burst
refresh, Speculative refresh, and Per-bank refresh (applicable to LPDDR2/3).

ZQ calibration

This feature is applicable to all DDR types. The DDRCTRL can use the ZQ calibration
command to calibrate the SDRAM RON (resistor ON) and ODT (on-die termination) values
over PVT (process, voltage, temperature).

The DDRPHYC supports the RON and ODT calibration at initialization; for more information
see Section 7: DDR physical interface control (DDRPHYC).

The DDRCTRL may issue periodic calibrations which take less time at regular interval.
(ZQCS).

The DDRCTRL may also issue a long calibration (ZQCL) after self-refresh exit

The following registers are related to ZQ calibration controls:
— DDRCTRL_ZQCTLO
— DDRCTRL_ZQCTL1
— DDRCTRL_ZQCTL2
— DDRCTRL_ZQSTAT

For more information on ZQ Calibration, refer to JEDEC specifications of the corresponding
SDRAM.

DDRCTRL configuration

The DDRCTRL is a configuration of uMTCL2 with these major hardware configuration
options:

— DDR mode support: DDR3/LPDDR2/LPDDR3

—  Frequency ratio: 1:1

—  Arbiter: include port arbiter (PA) with 2 AXI ports

—  Partial write support

— CAM depth:16

— No dual HIF

—  Variable priority read and variable priority write

—  Dual read address queue per port
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5.7 DDRCTRL registers

The DDRCTRL is configured to support DDR3/LPDDR2/LPDDRS. In the following register
description section, ignore all references to other standards (nDDR, DDR2, DDR4,
LPDDRA4) as not being applicable.

Several register values depend on DDRCTRL configuration according to:

e Include arbiter (UMCTL2_INCL_ARB = 1)

e  Partial write support (UMTCL2__PARTIAL_WR = 1)

e  Variable priority read (UMCTL2_VPR_EN = 1)

e  Variable priority write (UMCTL2_VPW_EN = 1)

The DDRCTRL registers are accessed only by words (32-bit).

R/W access to unmapped registers causes an APB SLVERR.

Write access to read-only registers is ignored without causing an APB SLVERR.

The Programming mode tag in the bit field describes how the field can be programmed
according to:

e  Static: the bit field is written only before DDRCTRL reset is released.
e Dynamic: the bit field may be written during run time.

e Quasi-dynamic: the bit field may be written during run time under special conditions
and procedure (described in Section 5.4.5: APB Interface (APB)).

Quarter bus width (MSTR.data_bus_width = 10) is not supported.

For register summary see: Table 19 on page 296.

5.7.1 DDRCTRL master register 0 (DDRCTRL_MSTR)

Address offset: 0x000
Reset value: 0x0004 0001

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BURST_RDWR[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
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Bits 31:20 Reserved, must be kept at reset value.
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Bits 19:16

Bit 15

Bit 14
Bits 13:12

Bit 11
Bit 10

Bit 9

Bits 8:4

BURST_RDWR[3:0]: SDRAM burst length used:

- 0001 - Burst length of 2 (only supported for mDDR)

- 0010 - Burst length of 4

- 0100 - Burst length of 8

- 1000 - Burst length of 16 (only supported for mDDR, LPDDR2, and LPDDR4)
All other values are reserved.

This controls the burst size used to access the SDRAM. This must match the burst length mode
register setting in the SDRAM. (For BC4/8 on-the-fly mode of DDR3 and DDR4, set this field to
0x0100) The burst length of 2 is not supported with the AXI ports when
MEMC_BURST_LENGTH is 8.

The burst length of 2 is only supported when the controller is operating in 1:1 frequency mode.
For DDR3, DDR4 and LPDDR3, this must be set to 0x0100 (BL8).

For LPDDR4, this must be set to 0x1000 (BL16).

Programming mode: Static

DLL_OFF_MODE: Set to 1 when the DDRCTRL and DRAM has to be put in DLL-off mode for
low frequency operation.

Set to 0 to put DDRCTRL and DRAM in DLL-on mode for normal frequency operation.

If DDR4 CRC/parity retry is enabled (CRCPARCTL1.crc_parity_retry_enable = 1), dll_off_mode
is not supported, and this bit must be set to '0'".

Programming mode: Quasi-dynamic Group 2
Reserved, must be kept at reset value.

DATA_BUS_WIDTHI[1:0]: Selects proportion of DQ bus width that is used by the SDRAM
- 00 - Full DQ bus width to SDRAM

- 01 - Half DQ bus width to SDRAM

- 10 - Reserved

- 11 - Reserved

Programming mode: Static

Reserved, must be kept at reset value.

EN_2T_TIMING_MODE: If 1, then the DDRCTRL uses 2T timing. Otherwise, uses 1T timing. In
2T timing, all command signals (except chip select) are held for 2 clocks on the SDRAM bus.
The chip select is asserted on the second cycle of the command

Note: 2T timing is not supported in LPDDR2/LPDDR3/LPDDR4 mode
Note: 2T timing is not supported if the configuration parameter MEMC_CMD_RTN2IDLE is set
Note: 2T timing is not supported in DDR4 geardown mode.

Note: 2T timing is not supported in Shared-AC dual channel mode and the register value is
don't care.

Programming mode: Static

BURSTCHOP: When set, enable burst-chop (BC4 or 8 on-the-fly) in DDR3/DDR4. The burst-
chop for Reads is exercised only in HIF configurations (UMCTL2_INCL_ARB not set) and if in
full bus width mode (MSTR.data_bus_width = 00) and if MEMC_BURST_LENGTH=8 or 16.

The burst-chop for writes is exercised only if partial writes enabled (UMCTL2_PARTIAL_WR=1)
and if CRC is disabled (CRCPARCTL1.crc_enable = 0).

The BC4 (fixed) mode is not supported.
Programming mode: Static

Reserved, must be kept at reset value.
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Bit 3

Bit 2

Bit 1
Bit 0

5.7.2

LPDDR3: Selects LPDDR3 SDRAM
-1 - LPDDR3 SDRAM device in use.
- 0 - non-LPDDR3 device in use

Present only in designs configured to support LPDDRS3.

Programming mode: Static
LPDDR2: Selects LPDDR2 SDRAM

-1 -LPDDR2 SDRAM device in use.
- 0 - non-LPDDR2 device in use

Present only in designs configured to support LPDDR2.

Programming mode: Static
Reserved, must be kept at reset value.

DDR3: Selects DDR3 SDRAM
-1 - DDR3 SDRAM device in use
- 0 - non-DDR3 SDRAM device in use

Only present in designs that support DDR3.

Programming mode: Static

Address offset: 0x004
Reset value: 0x0000 0000

31 30 29

28 27 26 25 24

DDRCTRL operating mode status register (DDRCTRL_STAT)

23 22 21 20 17 16
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[1:0]

SELFREF_TYPE
OPERATING_MODE

-~ | SELFREF_CAM_NOT_EMPTY

Bits 31:13
Bit 12

Bits 11:6

3

Reserved, must be kept at reset value.

SELFREF_CAM_NOT_EMPTY: Self refresh with CAMs not empty. Set to 1 when Self Refresh
is entered but CAMs are not drained. Cleared after exiting Self Refresh.

Programming mode: Dynamic

Reserved, must be kept at reset value.
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Bits 5:4

Bit 3
Bits 2:0

SELFREF_TYPE[1:0]: Flags if Self Refresh (except LPDDR4) or SR-Powerdown (LPDDR4) is
entered and if it was under Automatic Self Refresh control only or not.

- 00 - SDRAM is not in Self Refresh (except LPDDR4) or SR-Powerdown (LPDDR4). If retry is
enabled by CRCPARCTRLA1.crc_parity_retry_enable, this also indicates SRE command is still
in parity error window or retry is in-progress.

- 11 - SDRAM is in Self Refresh (except LPDDR4) or SR-Powerdown (LPDDR4), which was
caused by Automatic Self Refresh only. If retry is enabled, this guarantees SRE command is
executed correctly without parity error.

- 10 - SDRAM is in Self Refresh (except LPDDR4) or SR-Powerdown (LPDDR4), which was
not caused solely under Automatic Self Refresh control. It could have been caused by
Hardware Low-power Interface and/or Software (PWRCTL.selfref_sw). If retry is enabled, this
guarantees SRE command is executed correctly without parity error.

- 01 - SDRAM is in Self Refresh, which was caused by PHY Master Request.
Programming mode: Dynamic

Reserved, must be kept at reset value.

OPERATING_MODE[2:0]: Operating mode. This is 3-bits wide in configurations with
mDDR/LPDDR2/LPDDR3/LPDDR4/DDR4 support and 2-bits in all other configurations.
Condition non-mDDR/LPDDR2/LPDDR3/LPDDR4 and non-DDR4 designs:

- 000 - Init

- 001 - Normal

- 010 - Power-down

- 011 - Self refresh

Condition mDDR/LPDDR2/LPDDR3 or DDR4 designs:

- 000 - Init

- 001 - Normal

- 010 - Power-down

- 011 - Self refresh

- 1XX - Deep power-down / Maximum Power Saving Mode

Condition LPDDR4 designs:

- 000 - Init

- 001 - Normal

- 010 - Power-down

- 011 - Self refresh / Self refresh power-down

Programming mode: Dynamic

3

RM0442 Rev 7




RM0442

DDR3/LPDDR2/LPDDRS3 controller (DDRCTRL)

5.7.3

Note:

31

DDRCTRL mode register read/write control register 0
(DDRCTRL_MRCTRLDO)

Address offset: 0x010
Reset value: 0x0000 0010
Mode Register Read/Write Control Register 0.

Do not enable more than one of the following fields simultaneously:

30 29

sw_init_int

pda_en

mpr_en

28 27 26 25 24 23 22 21 20 18 17 16

MR_WR

rs

11

MR_ADDR[3:0]

[ [ o [

2 [MR_TYPE| o

S74

Bit 31

Bits 30:16
Bits 15:12

Bits 11:5
Bits 4:1

MR_WR: Setting this register bit to 1 triggers a mode register read or write operation. When the
MR operation is complete, the DDRCTRL automatically clears this bit. The other register fields
of this register must be written in a separate APB transaction, before setting this mr_wr bit. It is
recommended NOT to set this signal if in Init, Deep power-down or MPSM operating modes.

Programming mode: Dynamic
Reserved, must be kept at reset value.

MR_ADDR[3:0]: Address of the mode register that is to be written to.
- 0000 - MRO
- 0001 - MR1
- 0010 - MR2
- 0011 - MR3
- 0100 - MR4
- 0101 - MR5
- 0110 - MR6
- 0111 - MR7

Don't Care for LPDDR2/LPDDR3/LPDDR4 (see MRCTRL1.mr_data for mode register
addressing in LPDDR2/LPDDR3/LPDDR4)

This signal is also used for writing to control words of the register chip on RDIMMs/LRDIMMs.
In that case, it corresponds to the bank address bits sent to the RDIMM/LRDIMM

In case of DDRA4, the bit[3:2] corresponds to the bank group bits. Therefore, the bit[3] as well as
the bit[2:0] must be set to an appropriate value which is considered both the Address Mirroring
of UDIMMs/RDIMMs/LRDIMMs and the Output Inversion of RDIMMs/LRDIMMs.

Programming mode: Dynamic
Reserved, must be kept at reset value.

Reserved, must be kept at reset value.
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Bit 0 MR_TYPE: Indicates whether the mode register operation is read or write. Only used for
LPDDR2/LPDDR3/LPDDR4/DDRA4.

- 0 - Write, MRCTRL register does not support MR read for LPDDR2/3
-1 - Reserved

Programming mode: Dynamic

5.7.4 DDRCTRL mode register read/write control register 1
(DDRCTRL_MRCTRLA1)

Address offset: 0x014
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MR_DATA[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 MR_DATA[15:0]: Mode register write data for all non-LPDDR2/non-LPDDR3/non-LPDDR4
modes.

For LPDDR2/LPDDR3/LPDDR4, MRCTRL1[15:0] are interpreted as
[15:8] MR Address

[7:0] MR data for writes, don't care for reads. This is 18-bits wide in configurations with DDR4
support and 16-bits in all other configurations.

Programming mode: Dynamic
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5.7.5 DDRCTRL mode register read/write status register
(DDRCTRL_MRSTAT)

Address offset: 0x018
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19

18

17

16

- |MR_WR_BUSY | ©

Bits 31:1 Reserved, must be kept at reset value.

Bit0 MR_WR_BUSY: The SoC core may initiate a MR write operation only if this signal is low. This
signal goes high in the clock after the DDRCTRL accepts the MRW/MRR request. It goes low
when the MRW/MRR command is issued to the SDRAM. It is recommended not to perform

MRW/MRR commands when '"MRSTAT.mr_wr_busy' is high.

- 0 - Indicates that the SoC core can initiate a mode register write operation

- 1 - Indicates that mode register write operation is in progress
Programming mode: Dynamic

5.7.6 DDRCTRL temperature derate enable register
(DDRCTRL_DERATEEN)

Address offset: 0x020
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
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Bits 31:8 Reserved, must be kept at reset value.
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Bits 7:4 DERATE_BYTE[3:0]: Derate byte
Present only in designs configured to support LPDDR2/LPDDR3/LPDDR4
Indicates which byte of the MRR data is used for derating. The maximum valid value depends
on MEMC_DRAM_TOTAL_DATA_WIDTH.
Programming mode: Static

Bit 3 Reserved, must be kept at reset value.

Bits 2:1 DERATE_VALUE[1:0]: Derate value
- 0 - Derating uses +1.
- 1 - Derating uses +2.
Present only in designs configured to support LPDDR2/LPDDR3/LPDDR4

Set to 0 for all LPDDR2 speed grades as derating value of +1.875 ns is less than a
core_ddrc_core_clk period.

For LPDDR3/4, if the period of core_ddrc_core_clk is less than 1.875ns, this register field
should be set to 1; otherwise it should be set to 0.

Programming mode: Quasi-dynamic Group 2 and Group 4

Bit 0 DERATE_ENABLE: Enables derating
- 0 - Timing parameter derating is disabled
- 1 - Timing parameter derating is enabled using MR4 read value.
Present only in designs configured to support LPDDR2/LPDDR3/LPDDR4
This field must be set to '0' for non-LPDDR2/LPDDR3/LPDDR4 mode.
Programming mode: Dynamic

5.7.7 DDRCTRL temperature derate interval register
(DDRCTRL_DERATEINT)

Address offset: 0x024
Reset value: 0x0080 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MR4_READ_INTERVAL[31:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MR4_READ_INTERVAL[15:0]

Bits 31:0 MR4_READ_INTERVAL[31:0]: Interval between two MR4 reads, used to derate the timing
parameters.

Present only in designs configured to support LPDDR2/LPDDR3/LPDDR4. This register must
not be set to zero.

Unit: DFI clock cycle.
Programming mode: Static
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5.7.8 DDRCTRL low power control register (DDRCTRL_PWRCTL)
Address offset: 0x030
Reset value: 0x0000 0000
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Bits 31:8 Reserved, must be kept at reset value.

Bit 7 DIS_CAM_DRAIN_SELFREF: Indicates whether skipping CAM draining is allowed when
entering Self-Refresh.

This register field cannot be modified while PWRCTL.selfref_sw==1.
- 0 - CAMs must be empty before entering SR
-1 - CAMs are not emptied before entering SR (unsupported)

Note, PWRCTL.dis_cam_drain_selfref=1 is unsupported in this release.
PWRCTL.dis_cam_drain_selfref=0 is required.

Programming mode: Dynamic
Bit 6 Reserved, must be kept at reset value.

Bit 5 SELFREF_SW: A value of 1 to this register causes system to move to Self Refresh state
immediately, as long as it is not in INIT or DPD/MPSM operating_mode. This is referred to as
Software Entry/Exit to Self Refresh.

- 1 - Software Entry to Self Refresh
- 0 - Software Exit from Self Refresh
Programming mode: Dynamic

Bit 4 Reserved, must be kept at reset value.

3

RM0442 Rev 7 221/3930




DDR3/LPDDR2/LPDDRS3 controller (DDRCTRL) RM0442

Bit 3 EN_DFI_DRAM_CLK_DISABLE: Enable the assertion of dfi_dram_clk_disable whenever a
clock is not required by the SDRAM.

If set to 0, dfi_dram_clk_disable is never asserted.
Assertion of dfi_dram_clk_disable is as follows:
In DDR2/DDR3, can only be asserted in Self Refresh.
In DDR4, can be asserted in following:

- in Self Refresh.

- in Maximum Power Saving Mode
In mDDR/LPDDR2/LPDDR3, can be asserted in following:

- in Self Refresh

- in Power Down

- in Deep Power Down

- during Normal operation (Clock Stop)
In LPDDR4, can be asserted in following:

- in Self Refresh Power Down

- in Power Down

- during Normal operation (Clock Stop)
Programming mode: Dynamic

Bit 2 DEEPPOWERDOWN_EN: When this is 1, DDRCTRL puts the SDRAM into deep power-down
mode when the transaction store is empty.

This register must be reset to '0' to bring DDRCTRL out of deep power-down mode. Controller
performs automatic SDRAM initialization on deep power-down exit.

Present only in designs configured to support mDDR or LPDDR2 or LPDDRS3. For non-
mDDR/non-LPDDR2/non-LPDDRS3, this register should not be set to 1.

For performance only
Programming mode: Dynamic

Bit 1 POWERDOWN_EN: If true then the DDRCTRL goes into power-down after a programmable
number of cycles "maximum idle clocks before power down" (PWRTMG.powerdown_to_x32).

This register bit may be re-programmed during the course of normal operation.
Programming mode: Dynamic

Bit 0 SELFREF_EN: If true then the DDRCTRL puts the SDRAM into Self Refresh after a
programmable number of cycles "maximum idle clocks before Self Refresh
(PWRTMG .selfref_to_x32)". This register bit may be re-programmed during the course of
normal operation.

Programming mode: Dynamic

5.7.9 DDRCTRL low power timing register (DDRCTRL_PWRTMG)

Address offset: 0x034
Reset value: 0x0040 2010

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SELFREF_TO_X32[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_DPD_X4096[7:0] POWERDOWN_TO_X32[4:0]
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Bits 31:24 Reserved, must be kept at reset value.

Bits 23:16 SELFREF_TO_X32[7:0]: After this many clocks of the DDRC command channel being idle the

DDRCTRL automatically puts the SDRAM into Self Refresh. The DDRC command channel is
considered idle when there are no HIF commands outstanding. This must be enabled in the
PWRCTL.selfref_en.

Unit: Multiples of 32 DFI clocks.
For performance only.
Programming mode: Quasi-dynamic Group 4

Bits 15:8 T_DPD_X4096[7:0]: Minimum deep power-down time.

Bits 7:5
Bits 4:0

For mDDR, value from the JEDEC specification is 0 as mDDR exits from deep power-down
mode immediately after PWRCTL.deeppowerdown_en is de-asserted.

For LPDDR2/LPDDR3, value from the JEDEC specification is 500 us.

Unit: Multiples of 4096 DFI clocks.

Present only in designs configured to support mDDR, LPDDR2 or LPDDRS3.
For performance only.

Programming mode: Quasi-dynamic Group 4

Reserved, must be kept at reset value.

POWERDOWN_TO_X32[4:0]: After this many clocks of the DDRC command channel being
idle the DDRCTRL automatically puts the SDRAM into power-down. The DDRC command
channel is considered idle when there are no HIF commands outstanding. This must be
enabled in the PWRCTL.powerdown_en.

Unit: Multiples of 32 DFI clocks
For performance only.
Programming mode: Quasi-dynamic Group 4

5.7.10 DDRCTRL hardware low power control register
(DDRCTRL_HWLPCTL)
Address offset: 0x038
Reset value: 0x0000 0003
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HW_LP_IDLE_X32[11:0]
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Bits 31:28 Reserved, must be kept at reset value.
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Bits 27:16 HW_LP_IDLE_X32[11:0]: Hardware idle period. The cactive_ddrc output is driven low if the
DDRC command channel is idle for hw_Ip_idle * 32 cycles if not in INIT or DPD/MPSM
operating_mode. The DDRC command channel is considered idle when there are no HIF
commands outstanding. The hardware idle function is disabled when hw_Ip_idle_x32=0.

Unit: Multiples of 32 DFI clocks.
For performance only.
Programming mode: Static

Bits 15:2 Reserved, must be kept at reset value.

Bit 1 HW_LP_EXIT_IDLE_EN: When this bit is programmed to 1 the cactive_in_ddrc pin of the
DDRC can be used to exit from the automatic clock stop, automatic power down or automatic
self-refresh modes. Note, it does not cause exit of Self-Refresh that is caused by Hardware
Low power interface and/or software (PWRCTL.selfref_sw).

Programming mode: Static

Bit0 HW_LP_EN: Enable for hardware low power interface.
Programming mode: Quasi-dynamic Group 3

5.7.11 DDRCTRL refresh control register 0 (DDRCTRL_RFSHCTLO)
Address offset: 0x050
Reset value: 0x0021 0000
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Bits 31:24 Reserved, must be kept at reset value.

Bits 23:20 REFRESH_MARGIN[3:0]: Threshold value in number of DFI clock cycles before the critical
refresh or page timer expires. A critical refresh is to be issued before this threshold is reached.
It is recommended that this not be changed from the default value, currently shown as 0x2. It
must always be less than internally used t_rfc_nom/32. Note that internally used t_rfc_nom is
equal to RFSHTMG.t_rfc_nom_x1_x32 * 32 if RFSHTMG.t_rfc_nom_x1_sel=0. If
RFSHTMG.t_rfc_nom_x1_sel=1 (for LPDDR2/LPDDR3/LPDDR4 per-bank refresh only),
internally used t_rfc_nom is equal to RFSHTMG.t_rfc_nom_x1_x32. Note that, in
LPDDR2/LPDDR3/LPDDR4, internally used t_rfc_nom may be divided by four if derating is
enabled (DERATEEN.derate_enable=1).
Unit: Multiples of 32 DFI clocks.

Programming mode: Dynamic - Refresh Related

Bits 19:17 Reserved, must be kept at reset value.
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Bits 16:12

Bits 11:9
Bits 8:4

Bit 3
Bit 2

Bits 1:0

REFRESH_TO_X32[4:0]: If the refresh timer (tRFCnom, also known as tREFI) has expired at
least once, but it has not expired (RFSHCTLO.refresh_burst+1) times yet, then a speculative
refresh may be performed. A speculative refresh is a refresh performed at a time when refresh
would be useful, but before it is absolutely required. When the SDRAM bus is idle for a period
of time determined by this RFSHCTLO.refresh_to_x32 and the refresh timer has expired at
least once since the last refresh, then a speculative refresh is performed. Speculative refreshes
continues successively until there are no refreshes pending or until new reads or writes are
issued to the DDRCTRL.

For performance only.

Unit: Multiples of 32 DFI clocks.

Programming mode: Dynamic - Refresh Related
Reserved, must be kept at reset value.

REFRESH_BURST[4:0]: The programmed value + 1 is the number of refresh timeouts that is
allowed to accumulate before traffic is blocked and the refreshes are forced to execute. Closing
pages to perform a refresh is a one-time penalty that must be paid for each group of refreshes.
Therefore, performing refreshes in a burst reduces the per-refresh penalty of these page
closings. Higher numbers for RFSHCTL.refresh_burst slightly increases utilization; lower
numbers decreases the worst-case latency associated with refreshes.

- 0 - single refresh
- 1 - burst-of-2 refresh
- 7 - burst-of-8 refresh

For information on burst refresh feature refer to section 3.9 of DDR2 JEDEC specification -
JESD79-2F.pdf.

For DDR2/3, the refresh is always per-rank and not per-bank. The rank refresh can be
accumulated over 8*tREFI cycles using the burst refresh feature.

In DDR4 mode, according to Fine Granularity feature, 8 refreshes can be postponed in 1X
mode, 16 refreshes in 2X mode and 32 refreshes in 4X mode. If using PHY-initiated updates,
care must be taken in the setting of RFSHCTLO.refresh_burst, to ensure that tRFCmax is not
violated due to a PHY-initiated update occurring shortly before a refresh burst was due. In this
situation, the refresh burst is delayed until the PHY-initiated update is complete.

Programming mode: dynamic - refresh related
Reserved, must be kept at reset value.

PER_BANK_REFRESH:
- 1 - Per bank refresh;
- 0 - All bank refresh.

Per bank refresh allows traffic to flow to other banks. Per bank refresh is not supported by all
LPDDR2 devices but should be supported by all LPDDR3/LPDDR4 devices. Present only in
designs configured to support LPDDR2/LPDDR3/LPDDR4

Programming mode: Static

Reserved, must be kept at reset value.
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5.7.12 DDRCTRL refresh control register 3 (DDRCTRL_RFSHCTL3)
Address offset: 0x060
Reset value: 0x0000 0000
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Bits 31:2 Reserved, must be kept at reset value.
Bit 1 REFRESH_UPDATE_LEVEL: Toggles this signal (either from 0 to 1 or from 1 to 0) to indicate
that the refresh register(s) have been updated.
refresh_update_level must not be toggled when the DDRC is in reset (core_ddrc_rstn = 0).
The refresh register(s) are automatically updated when exiting reset.
Programming mode: Dynamic
Bit 0 DIS_AUTO_REFRESH: When '1', disable auto-refresh generated by the DDRCTRL. When
auto-refresh is disabled, the SoC core must generate refreshes using the registers
DBGCMD.rankn_refresh.
When dis_auto_refresh transitions from 0 to 1, any pending refreshes are immediately
scheduled by the DDRCTRL.
If DDR4 CRC/parity retry is enabled (CRCPARCTL1.crc_parity_retry_enable = 1), disable auto-
refresh is not supported, and this bit must be set to '0'.
(DDR4 only) If FGR mode is enabled (RFSHCTL3.refresh_mode > 0), disable auto-refresh is
not supported, and this bit must be set to '0".
This register field is changeable on the fly.
Programming mode: Dynamic - Refresh Related
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5.7.13 DDRCTRL refresh timing register (DDRCTRL_RFSHTMG)

Address offset: 0x064
Reset value: 0x0062 008C
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Bit 31 T_RFC_NOM_X1_SEL: Specifies whether the t_rfc_nom_x1_x32 register value is x1 or x32.
Programming mode: Dynamic - Refresh Related

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 T_RFC_NOM_X1_X32[11:0]: tREFI: Average time interval between refreshes per rank
(Specification: 7.8us for DDR2, DDR3 and DDR4. See JEDEC specification for mDDR,
LPDDR2, LPDDRS3 and LPDDR4).

For LPDDR2/LPDDR3/LPDDR4:
- If using all-bank refreshes (RFSHCTLO.per_bank_refresh = 0), this register should be set to

tREFlab

- If using per-bank refreshes (RFSHCTLO.per_bank_refresh = 1), this register should be set to
tREFIpb
When the controller is operating in 1:2 frequency ratio mode, program this to (tREFI/2), no
rounding up.

In DDR4 mode, tREFI value is different depending on the refresh mode. The user should
program the appropriate value from the spec based on the value programmed in the refresh
mode register.
Note that if RFSHTMG.t_rfc_nom_x1_sel == 1, RFSHTMG.t_rfc_nom_x1_x32 must be greater
than RFSHTMG.t_rfc_min; if RFSHTMG.t_rfc_ nom_x1_sel==0,RFSHTMG.t_rfc nom_x1_x32
* 32 must be greater than RFSHTMG.t_rfc_min; RFSHTMG.t_rfc_nom_x1_x32 must be greater
than 0x1.

- Non-DDR4 or DDR4 Fixed 1x mode: RFSHTMG.t_rfc_nom_x1_x32 must be less than or
equal to OxFFE.

- DDRA4 Fixed 2x mode: RFSHTMG.t_rfc_nom_x1_x32 must be less than or equal to Ox7FF.

- DDRA4 Fixed 4x mode: RFSHTMG.t _rfc_ nom_x1_x32 must be less than or equal to 0x3FF.
Unit: Clocks or multiples of 32 clocks, depending on RFSHTMG.t_rfc_nom_x1_sel.
Programming mode: Dynamic - Refresh Related

3
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Bit 15

Bits 14:10

Bits 9:0

LPDDR3_TREFBW_EN: Used only when LPDDR3 memory type is connected. Should only be
changed when DDRCTRL is in reset. Specifies whether to use the tREFBW parameter
(required by some LPDDRS3 devices which comply with earlier versions of the LPDDR3 JEDEC
specification) or not:

- 0 - tREFBW parameter not used
- 1 -tREFBW parameter used
Programming mode: Static

Reserved, must be kept at reset value.

T_RFC_MIN[9:0]: tRFC (min): Minimum time from refresh to refresh or activate.

When the controller is operating in 1:1 mode, t_rfc_min should be set to
RoundUp(tRFCmin/tCK).

When the controller is operating in 1:2 mode, t_rfc_min should be set to
RoundUp(RoundUp(tRFCmin/tCK)/2).

In LPDDR2/LPDDR3/LPDDR4 mode:
- If using all-bank refreshes, the tRFCmin value in the above equations is equal to tRFCab
- If using per-bank refreshes, the tRFCmin value in the above equations is equal to tRFCpb

In DDR4 mode, the tRFCmin value in the above equations is different depending on the refresh
mode (fixed 1X,2X,4X) and the device density. The user should program the appropriate value
from the spec based on the 'refresh_mode' and the device density that is used.

Unit: Clocks.

Programming mode: Dynamic - Refresh Related

5.7.14 DDRCTRL CRC parity control register 0 (DDRCTRL_CRCPARCTLO)
Address offset: 0x0CO
Reset value: 0x0000 0000
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Bits 31:3 Reserved, must be kept at reset value.
Bit 2 DFI_ALERT_ERR_CNT_CLR: DFI alert error count clear. Clear bit for DFI alert error counter.
Asserting this bit, clears the DFI alert error counter, CRCPARSTAT.dAfi_alert_err_cnt. When the
clear operation is complete, the DDRCTRL automatically clears this bit.
Programming mode: Dynamic
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Bit 1

Bit 0

DFI_ALERT_ERR_INT_CLR: Interrupt clear bit for DFI alert error. If this bit is set, the alert
error interrupt on CRCPARSTAT.dAfi_alert_err_int is cleared. When the clear operation is
complete, the DDRCTRL automatically clears this bit.

Programming mode: Dynamic
DFI_ALERT_ERR_INT_EN: Interrupt enable bit for DFI alert error. If this bit is set, any

parity/CRC error detected on the dfi_alert_n input results in an interrupt being set on
CRCPARSTAT.Afi_alert_err_int.

Programming mode: Dynamic

5.7.15 DDRCTRL CRC parity status register (DDRCTRL_CRCPARSTAT)

Address offset: 0x0CC
Reset value: 0x0000 0000
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Bits 31:17
Bit 16

Bits 15:0

3

Reserved, must be kept at reset value.

DFI_ALERT_ERR_INT: DFI alert error interrupt.

If a parity/CRC error is detected on dfi_alert_n, and the interrupt is enabled by
CRCPARCTLO.dfi_alert_err_int_en, this interrupt bit is set. It remains set until cleared by
CRCPARCTLO.dfi_alert_err_int_clr

Programming mode: Static

DFI_ALERT_ERR_CNT[15:0]: DFI alert error count.

If a parity/CRC error is detected on dfi_alert_n, this counter be incremented. This is
independent of the setting of CRCPARCTLO.dfi_alert_err_int_en. It saturates at OxFFFF, and
can be cleared by asserting CRCPARCTLO.dfi_alert_err_cnt_clr.

Programming mode: Static
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5.7.16 DDRCTRL SDRAM initialization register 0 (DDRCTRL_INITO)
Address offset: 0x0DO
Reset value: 0x0002 004E
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Bits 31:30 SKIP_DRAM_INIT[1:0]: If lower bit is enabled the SDRAM initialization routine is skipped. The

230/3930

Bits 29:26
Bits 25:16

Bits 15:12
Bits 11:0

upper bit decides what state the controller starts up in when reset is removed
- 00 - SDRAM Initialization routine is run after power-up

- 01 - SDRAM Initialization routine is skipped after power-up. Controller starts up in Normal
Mode

- 11 - SDRAM Initialization routine is skipped after power-up. Controller starts up in Self-refresh
Mode

- 10 - Reserved.

Programming mode: Quasi-dynamic Group 2

Reserved, must be kept at reset value.

POST_CKE_X1024[9:0]: Cycles to wait after driving CKE high to start the SDRAM initialization
sequence.

Unit: 1024 DFI clock cycles.

DDR2 typically requires a 400 ns delay, requiring this value to be programmed to 2 at all clock
speeds.

LPDDR2/LPDDRS3 typically requires this to be programmed for a delay of 200 us.
LPDDRA4 typically requires this to be programmed for a delay of 2 us.

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

Programming mode: Static
Reserved, must be kept at reset value.

PRE_CKE_X1024[11:0]: Cycles to wait after reset before driving CKE high to start the SDRAM
initialization sequence.

Unit: 1024 DFI clock cycles.

DDR2 specifications typically require this to be programmed for a delay of >= 200 us.
LPDDR2/LPDDRS: tINIT1 of 100 ns (min)

LPDDRA4: tINIT3 of 2 ms (min)

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

For DDR3/DDR4 RDIMMs, this should include the time needed to satisfy tSTAB
Programming mode: Static

3
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5.717 DDRCTRL SDRAM initialization register 1 (DDRCTRL_INIT1)

Address offset: 0x0D4
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DRAM_RSTN_X1024[8:0]
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PRE_OCD_X32[3:0]

Bits 31:25 Reserved, must be kept at reset value.
Bits 24:16 DRAM_RSTN_X1024[8:0]: Number of cycles to assert SDRAM reset signal during init
sequence.

This is only present for designs supporting DDR3, DDR4 or LPDDR4 devices. For use with a
DDR PHY, this should be set to a minimum of 1.

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

Unit: 1024 DFI clock cycles.
Programming mode: Static

Bits 15:4 Reserved, must be kept at reset value.

Bits 3:0 PRE_OCD_X32[3:0]: Wait period before driving the OCD complete command to SDRAM.
Unit: Counts of a global timer that pulses every 32 DFI clock cycles.
There is no known specific requirement for this; it may be set to zero.
Programming mode: Static

5.7.18 DDRCTRL SDRAM initialization register 2 (DDRCTRL_INIT2)

Address offset: 0x0D8
Reset value: 0x0000 0D05
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Bits 31:16 Reserved, must be kept at reset value.
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Bits 15:8 IDLE_AFTER_RESET_X32[7:0]: Idle time after the reset command, tINIT4. Present only in
designs configured to support LPDDR2.

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

Unit: 32 DFI clock cycles.
Programming mode: Static

Bits 7:4 Reserved, must be kept at reset value.

Bits 3:0 MIN_STABLE_CLOCK_X1[3:0]: Time to wait after the first CKE high, tINIT2. Present only in
designs configured to support LPDDR2/LPDDR3.

LPDDR2/LPDDRS typically requires 5 x tCK delay.

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

Unit: DFI clock cycles.
Programming mode: Static

5.7.19 DDRCTRL SDRAM initialization register 3 (DDRCTRL_INIT3)

Address offset: 0xODC
Reset value: 0x0000 0510

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MR[15:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EMR[15:0]

Bits 31:16 MR[15:0]: DDR2: Value to write to MR register. Bit 8 is for DLL and the setting here is ignored.
The DDRCTRL sets this bit appropriately.

DDR3/DDR4: Value loaded into MRO register.

mDDR: Value to write to MR register.
LPDDR2/LPDDR3/LPDDR4 - Value to write to MR1 register
Programming mode: Quasi-dynamic Group 1 and Group 4

Bits 15:0 EMR[15:0]: DDR2: Value to write to EMR register. Bits 9:7 are for OCD and the setting in this
register is ignored. The DDRCTRL sets those bits appropriately.

DDR3/DDR4: Value to write to MR1 register Set bit 7 to 0. If PHY-evaluation mode training is
enabled, this bit is set appropriately by the DDRCTRL during write leveling.

mDDR: Value to write to EMR register.
LPDDR2/LPDDR3/LPDDR4 - Value to write to MR2 register
Programming mode: Quasi-dynamic Group 4

3
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5.7.20 DDRCTRL SDRAM initialization register 4 (DDRCTRL_INIT4)

Address offset: 0XOEO
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
EMR2[15:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EMR3[15:0]

Bits 31:16 EMR2[15:0]: DDR2: Value to write to EMR2 register.
DDR3/DDR4: Value to write to MR2 register
LPDDR2/LPDDR3/LPDDR4: Value to write to MR3 register
mDDR: Unused
Programming mode: Quasi-dynamic Group 4

Bits 15:0 EMR3[15:0]: DDR2: Value to write to EMR3 register.
DDR3/DDR4: Value to write to MR3 register
mDDR/LPDDR2/LPDDRS3: Unused
LPDDRA4: Value to write to MR13 register
Programming mode: Quasi-dynamic Group 2 and Group 4

5.7.21 DDRCTRL SDRAM initialization register 5 (DDRCTRL_INITS5)

Address offset: OxOE4
Reset value: 0x0010 0004

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DEV_ZQINIT_X32[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MAX_AUTO_INIT_X1024[9:0]

Bits 31:24 Reserved, must be kept at reset value.
Bits 23:16 DEV_ZQINIT_X32[7:0]: ZQ initial calibration, tZQINIT. Present only in designs configured to
support DDR3 or DDR4 or LPDDR2/LPDDRS3.
DDRa3 typically requires 512 SDRAM clock cycles.
DDR4 requires 1024 SDRAM clock cycles.
LPDDR2/LPDDR3 requires 1 us.

When the controller is operating in 1:2 frequency ratio mode, program this to JEDEC spec
value divided by 2, and round it up to the next integer value.

Unit: 32 DFI clock cycles.
Programming mode: Static

Bits 15:10 Reserved, must be kept at reset value.
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Bits 9:0 MAX_AUTO_INIT_X1024[9:0]: Maximum duration of the auto initialization, tINIT5. Present

only in designs configured to support LPDDR2/LPDDRS3.
LPDDR2/LPDDRS typically requires 10 us.

Unit: 1024 DFI clock cycles.

Programming mode: Static

5.7.22 DDRCTRL DIMM control register (DDRCTRL_DIMMCTL)
Address offset: 0xOF0
Reset value: 0x0000 0000
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Bits 31:2 Reserved, must be kept at reset value.
Bit 1 DIMM_ADDR_MIRR_EN: Address Mirroring Enable (for multi-rank UDIMM implementations

and multi-rank DDR4 RDIMM/LRDIMM implementations).

Some UDIMMs and DDR4 RDIMMs/LRDIMMs implement address mirroring for odd ranks,

which means that the following address, bank address and bank group bits are swapped: (A3,

A4), (A5, A6), (A7, A8), (BAO, BA1) and also (A11, A13), (BGO, BG1) for the DDR4. Setting this

bit ensures that, for mode register accesses during the automatic initialization routine, these

bits are swapped within the DDRCTRL to compensate for this UDIMM/RDIMM/LRDIMM

swapping. In addition to the automatic initialization routine, in case of DDR4

UDIMM/RDIMM/LRDIMM, they are swapped during the automatic MRS access to

enable/disable of a particular DDR4 feature.

Note: This has no effect on the address of any other memory accesses, or of software-driven

mode register accesses.

This is not supported for mnDDR, LPDDR2, LPDDR3 or LPDDR4 SDRAMs.

Note: In case of x16 DDR4 DIMMs, BG1 output of MRS for the odd ranks is same as BGO

because BG1 is invalid, hence dimm_dis_bg_mirroring register must be set to 1.

- 1 - For odd ranks, implement address mirroring for MRS commands to during initialization
and for any automatic DDR4 MRS commands (to be used if UDIMM/RDIMM/LRDIMM
implements address mirroring)

- 0 - Do not implement address mirroring
Programming mode: Static
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Bit 0 DIMM_STAGGER_CS_EN: Staggering enable for multi-rank accesses (for multi-rank UDIMM,

RDIMM and LRDIMM implementations only). This is not supported for mDDR, LPDDR2,
LPDDRS or LPDDR4 SDRAMSs.

Note: Even if this bit is set it does not take care of software driven MR commands (via
MRCTRLO/MRCTRL1), where software is responsible to send them to separate ranks as
appropriate.

- 1 - (DDR4) Send MRS commands to each ranks separately

- 1- (non-DDR4) Send all commands to even and odd ranks separately

- 0 - Do not stagger accesses
Programming mode: Static.

5.7.23 DDRCTRL SDRAM timing register 0 (DDRCTRL_DRAMTMGO0)
Address offset: 0x100
Reset value: 0xOF10 1BOF
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WR2PRE[6:0] T_FAW[5:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_RAS_MAX[6:0] T_RAS_MIN[5:0]
Bit 31 Reserved, must be kept at reset value.

3

Bits 30:24 WR2PRE[6:0]:

Minimum time between write and precharge to same bank.
Unit: Clocks

Specifications: WL + BL/2 + tWR = approximately 8 cycles + 15 ns = 14 clocks @400MHz and
less for lower frequencies

where:
- WL = write latency

- BL = burst length. This must match the value programmed in the BL bit of the mode register
to the SDRAM. BST (burst terminate) is not supported at present.

- tWR = Write recovery time. This comes directly from the SDRAM specification.
Add one extra cycle for LPDDR2/LPDDR3/LPDDR4 for this parameter.

When the controller is operating in 1:2 frequency ratio mode, 1T mode, divide the above value
by 2. No rounding up.

When the controller is operating in 1:2 frequency ratio mode, 2T mode or LPDDR4 mode,
divide the above value by 2 and round it up to the next integer value.

Note that, depending on the PHY, if using LRDIMM, it may be necessary to adjust the value of
this parameter to compensate for the extra cycle of latency through the LRDIMM.

Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4.

Bits 23:22 Reserved, must be kept at reset value.
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Bits 21:16 T_FAW[5:0]: tFAW Valid only when 8 or more banks(or banks x bank groups) are present.

Bit 15

Bits 14:8

Bits 7:6
Bits 5:0

In 8-bank design, at most 4 banks must be activated in a rolling window of tFAW cycles.

When the controller is operating in 1:2 frequency ratio mode, program this to (tFAW/2) and
round up to next integer value.

In a 4-bank design, set this register to Ox1 independent of the 1:1/1:2 frequency mode.
Unit: Clocks
Programming mode: Quasi-dynamic Group 2 and Group 4.

Reserved, must be kept at reset value.

T_RAS_MAX[6:0]: tRAS(max): Maximum time between activate and precharge to same bank.
This is the maximum time that a page can be kept open

Minimum value of this register is 1. Zero is invalid.

When the controller is operating in 1:2 frequency ratio mode, program this to (tRAS(max)-1)/2.
No rounding up.

Unit: Multiples of 1024 clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4

Reserved, must be kept at reset value.
T_RAS_MIN[5:0]: tRAS(min): Minimum time between activate and precharge to the same

bank.

When the controller is operating in 1:2 frequency mode, 1T mode, program this to tRAS(min)/2.
No rounding up.

When the controller is operating in 1:2 frequency ratio mode, 2T mode or LPDDR4 mode,
program this to (tRAS(min)/2) and round it up to the next integer value.

Unit: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.

5.7.24 DDRCTRL SDRAM timing register 1 (DDRCTRL_DRAMTMGH1)
Address offset: 0x104
Reset value: 0x0008 0414
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T_XP[4:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RD2PRE[5:0] T_RCI[6:0]
Bits 31:21 Reserved, must be kept at reset value.
Bits 20:16 T_XP[4:0]: tXP: Minimum time after power-down exit to any operation. For DDR3, this should
be programmed to tXPDLL if slow powerdown exit is selected in MRO[12].
If C/A parity for DDR4 is used, set to (tXP+PL) instead.
If LPDDR4 is selected and its spec has tCKELPD parameter, set to the larger of tXP and
tCKELPD instead.
When the controller is operating in 1:2 frequency ratio mode, program this to (tXP/2) and round
it up to the next integer value.
Units: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.
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Bits 15:14 Reserved, must be kept at reset value.

Bits 13:8 RD2PRE[5:0]: tRTP: Minimum time from read to precharge of same bank.

Bit 7
Bits 6:0

- DDR2: tAL + BL/2 + max(tRTP, 2) - 2

- DDRS: tAL + max (tRTP, 4)

- DDR4: Max of following two equations:
tAL + max (tRTP, 4) or,
RL + BL/2 - tRP (*).

- mDDR: BL/2

- LPDDR2: Depends on if it's LPDDR2-S2 or LPDDR2-S4:
LPDDR2-S2: BL/2 + tRTP - 1.
LPDDR2-S4: BL/2 + max(tRTP,2) - 2.

- LPDDR3: BL/2 + max(tRTP4) - 4

- LPDDR4: BL/2 + max(tRTP,8) - 8

(*) When both DDR4 SDRAM and ST-MRAM are used simultaneously, use SDRAM's tRP
value for calculation.

When the controller is operating in 1:2 mode, 1T mode, divide the above value by 2. No
rounding up.

When the controller is operating in 1:2 mode, 2T mode or LPDDR4 mode, divide the above
value by 2 and round it up to the next integer value.

Unit: Clocks.
Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4

Reserved, must be kept at reset value.

T_RCI[6:0]: tRC: Minimum time between activates to same bank.

When the controller is operating in 1:2 frequency ratio mode, program this to (tRC/2) and round
up to next integer value.

Unit: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.

5.7.25 DDRCTRL SDRAM timing register 2 (DDRCTRL_DRAMTMG2)
Address offset: 0x108
Reset value: 0x0305 060D
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRITE_LATENCY[5:0] READ_LATENCY[5:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RD2WR[5:0] WR2RD[5:0]

3

Bits 31:30 Reserved, must be kept at reset value.
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Bits 29:24

Bits 23:22
Bits 21:16

Bits 15:14

WRITE_LATENCY[5:0]: Set to WL
The time from write command to write data on SDRAM interface. This must be set to WL.
For mDDR, it should normally be set to 1.

Note that, depending on the PHY, if using RDIMM/LRDIMM, it may be necessary to adjust the
value of WL to compensate for the extra cycle of latency through the RDIMM/LRDIMM.

When the controller is operating in 1:2 frequency ratio mode, divide the value calculated using
the above equation by 2, and round it up to next integer.

This register field is not required for DDR2 and DDR3 (except if MEMC_TRAINING is set), as
the DFI read and write latencies defined in DFITMGO and DFITMG1 are sufficient for those
protocols.

Unit: clocks.
Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4.

Reserved, must be kept at reset value.

READ_LATENCY][5:0]: Set to RL
The time from read command to read data on SDRAM interface. This must be set to RL.

Note that, depending on the PHY, if using RDIMM/LRDIMM, it may be necessary to adjust the
value of RL to compensate for the extra cycle of latency through the RDIMM/LRDIMM.

When the controller is operating in 1:2 frequency ratio mode, divide the value calculated using
the above equation by 2, and round it up to next integer.

This register field is not required for DDR2 and DDRS3 (except if MEMC_TRAINING is set), as
the DFI read and write latencies defined in DFITMGO and DFITMG1 are sufficient for those
protocols.

Unit: clocks.
Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4.

Reserved, must be kept at reset value.
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Bits 13:8

Bits 7:6
Bits 5:0

RD2WR([5:0]:

DDR2/3/mDDR: RL + BL/2 + 2 - WL

DDR4: RL + BL/2 + 1 + WR_PREAMBLE - WL

LPDDR2/LPDDRS3: RL + BL/2 + RU(tDQSCKmax/tCK) + 1 - WL

LPDDR4(DQ ODT is Disabled): RL + BL/2 + RU(tDQSCKmax/tCK) + WR_PREAMBLE +
RD_POSTAMBLE - WL

LPDDR4(DQ ODT is Enabled) : RL + BL/2 + RU(tDQSCKmax/tCK) + RD_POSTAMBLE -
ODTLon - RU(tODTon(min)/tCK)

Minimum time from read command to write command. Include time for bus turnaround and all

per-bank, per-rank, and global constraints. Please see the relevant PHY databook for details of
what should be included here.

Unit: Clocks.

Where:

- WL = write latency

- BL = burst length. This must match the value programmed in the BL bit of the mode register
to the SDRAM

- RL = read latency = CAS latency

- WR_PREAMBLE = write preamble. This is unique to DDR4 and LPDDRA4.

- RD_POSTAMBLE = read postamble. This is unique to LPDDR4.

For LPDDR2/LPDDR3/LPDDRY4, if derating is enabled (DERATEEN.derate_enable=1), derated
tDQSCKmax should be used.

When the controller is operating in 1:2 frequency ratio mode, divide the value calculated using
the above equation by 2, and round it up to next integer.

Note that, depending on the PHY, if using LRDIMM, it may be necessary to adjust the value of
this parameter to compensate for the extra cycle of latency through the LRDIMM.

Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4
Reserved, must be kept at reset value.

WR2RD[5:0]:

DDR4: CWL + PL + BL/2 + tWTR_L

LPDDR2/3/4: WL + BL/2 + tWTR + 1

Others: CWL + BL/2 + tWTR

In DDR4, minimum time from write command to read command for same bank group. In others,
minimum time from write command to read command. Includes time for bus turnaround,
recovery times, and all per-bank, per-rank, and global constraints.

Unit: Clocks.

Where:

- CWL = CAS write latency

- WL = Write latency

- PL = Parity latency

- BL = burst length. This must match the value programmed in the BL bit of the mode register
to the SDRAM

- tWTR_L = internal write to read command delay for same bank group. This comes directly
from the SDRAM specification.

- tWTR = internal write to read command delay. This comes directly from the SDRAM
specification.

Add one extra cycle for LPDDR2/LPDDR3/LPDDR4 operation.

When the controller is operating in 1:2 mode, divide the value calculated using the above
equation by 2, and round it up to next integer.

Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4
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5.7.26 DDRCTRL SDRAM timing register 3 (DDRCTRL_DRAMTMG3)

Address offset: 0x10C
Reset value: 0x0050 400C

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T_MRWI[9:0] T_MRD[5:4]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_MRD[3:0] T_MODI9:0]
Bits 31:30 Reserved, must be kept at reset value.
Bits 29:20 T_MRWI9:0]: Time to wait after a mode register write or read (MRW or MRR).
Present only in designs configured to support LPDDR2, LPDDR3 or LPDDRA4.
LPDDR?2 typically requires value of 5.
LPDDRS typically requires value of 10.
LPDDR4: Set this to the larger of tMRW and tMRWCKEL.
For LPDDR2, this register is used for the time from a MRW/MRR to all other commands.
When the controller is operating in 1:2 frequency ratio mode, program this to the above values
divided by 2 and round it up to the next integer value.
For LDPDRS, this register is used for the time from a MRW/MRR to a MRW/MRR.
Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 19:18 Reserved, must be kept at reset value.
Bits 17:12 T_MRD[5:0]: tMRD: Cycles to wait after a mode register write or read. Depending on the
connected SDRAM, tMRD represents:
DDR2/mDDR: Time from MRS to any command
DDR3/4: Time from MRS to MRS command
LPDDR2: not used
LPDDR3/4: Time from MRS to non-MRS command.
When the controller is operating in 1:2 frequency ratio mode, program this to (tMRD/2) and
round it up to the next integer value.
If C/A parity for DDR4 is used, set to tMRD_PAR(tMOD+PL) instead.
Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 11:10 Reserved, must be kept at reset value.
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Bits 9:0

T_MODI[9:0]: tMOD: Parameter used only in DDR3 and DDR4. Cycles between load mode
command and following non-load mode command.

If C/A parity for DDR4 is used, set to tMOD_PAR(tMOD+PL) instead.

If MPR writes for DDR4 are used, set to tMOD + AL (or tMPD_PAR + AL if C/A parity is also
used).

Set to tMOD if controller is operating in 1:1 frequency ratio mode, or tMOD/2 (rounded up to
next integer) if controller is operating in 1:2 frequency ratio mode. Note that if using
RDIMM/LRDIMM, depending on the PHY, it may be necessary to adjust the value of this
parameter to compensate for the extra cycle of latency applied to mode register writes by the
RDIMM/LRDIMM chip.

Also note that if using LRDIMM, the minimum value of this register is tMRD_L2 if controller is
operating in 1:1 frequency ratio mode, or tMRD_L2/2 (rounded up to next integer) if controller is
operating in 1:2 frequency ratio mode.

Programming mode: Quasi-dynamic Group 2 and Group 4

5.7.27 DDRCTRL SDRAM timing register 4 (DDRCTRL_DRAMTMG4)
Address offset: 0x110
Reset value: 0x0504 0405
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T_RCD[4:0] T_CCD[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_RRD[3:0] T_RP[4:0]
Bits 31:29 Reserved, must be kept at reset value.

3

Bits 28:24

Bits 23:20
Bits 19:16

Bits 15:12

T_RCDI[4:0]: tRCD - tAL: Minimum time from activate to read or write command to same bank.

When the controller is operating in 1:2 frequency ratio mode, program this to ((tRCD - tAL)/2)
and round it up to the next integer value.

Minimum value allowed for this register is 1, which implies minimum (tRCD - tAL) value to be 2
when the controller is operating in 1:2 frequency ratio mode.

Unit: Clocks.

Programming mode: Quasi-dynamic Group 1 and Group 2 and Group 4

Reserved, must be kept at reset value.

T_CCDI[3:0]: DDR4: tCCD_L: This is the minimum time between two reads or two writes for
same bank group.

Others: tCCD: This is the minimum time between two reads or two writes.

When the controller is operating in 1:2 frequency ratio mode, program this to (tCCD_L/2 or
tCCD/2) and round it up to the next integer value.

Unit: clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.

Reserved, must be kept at reset value.
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Bits 11:8 T_RRD[3:0]: DDR4: tRRD_L: Minimum time between activates from bank "a" to bank "b" for

Bits 7:5
Bits 4:0

same bank group.
Others: tRRD: Minimum time between activates from bank "a" to bank "b"

When the controller is operating in 1:2 frequency ratio mode, program this to (tRRD_L/2 or
tRRD/2) and round it up to the next integer value.

Unit: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.

Reserved, must be kept at reset value.

T_RP[4:0]: tRP: Minimum time from precharge to activate of same bank.

When the controller is operating in 1:1 frequency ratio mode, t_rp should be set to
RoundUp(tRP/CK).

When the controller is operating in 1:2 frequency ratio mode, t_rp should be set to
RoundDown(RoundUp(tRPACK)/2) + 1.

When the controller is operating in 1:2 frequency ratio mode in LPDDR4, t_rp should be set
to RoundUp(RoundUp(tRP/ACK)/2).

Unit: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4.

5.7.28 DDRCTRL SDRAM timing register 5 (DDRCTRL_DRAMTMGS5)
Address offset: 0x114
Reset value: 0x0505 0403
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T_CKSRX[3:0] T_CKSRE[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_CKESRI[5:0] T_CKE[4:0]
Bits 31:28 Reserved, must be kept at reset value.
Bits 27:24 T_CKSRX[3:0]: This is the time before Self Refresh Exit that CK is maintained as a valid clock
before issuing SRX. Specifies the clock stable time before SRX.
Recommended settings:
- mDDR: 1
- LPDDR2: 2
- LPDDRS3: 2
- LPDDR4: tCKCKEH
- DDR2: 1
- DDR3: tCKSRX
- DDR4: tCKSRX
When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.
Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 23:20 Reserved, must be kept at reset value.
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Bits 19:16 T_CKSRE[3:0]: This is the time after Self Refresh Down Entry that CK is maintained as a valid
clock. Specifies the clock disable delay after SRE.

Recommended settings:

-mDDR: 0

- LPDDR2: 2

- LPDDR3: 2

- LPDDR4: tCKELCK

- DDR2: 1

- DDR3: max (10 ns, 5 tCK)

- DDR4: max (10 ns, 5 tCK) (+ PL(parity latency)(*))

(*)Only if CRCPARCTL1.caparity_disable_before_sr=0, this register should be increased by
PL.

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 15:14 Reserved, must be kept at reset value.
Bits 13:8 T_CKESR[5:0]: Minimum CKE low width for Self refresh or Self refresh power down entry to
exit timing in memory clock cycles.
Recommended settings:
- mDDR: tRFC
- LPDDR2: tCKESR
- LPDDR3: tCKESR
- LPDDR4: max(tCKE, tSR)
- DDR2: tCKE
- DDR3: tCKE + 1
- DDR4: tCKE + 1 (+ PL(parity latency)(*))

(*)Only if CRCPARCTL1.caparity_disable_before_sr=0, this register should be increased by
PL.

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 7:5 Reserved, must be kept at reset value.
Bits 4:0 T_CKE[4:0]: Minimum number of cycles of CKE HIGH/LOW during power-down and self
refresh.
- LPDDR2/LPDDR3 mode: Set this to the larger of tCKE or tCKESR
- LPDDR4 mode: Set this to the larger of tCKE or tSR.
- Non-LPDDR2/non-LPDDR3/non-LPDDR4 designs: Set this to tCKE value.

When the controller is operating in 1:2 frequency ratio mode, program this to (value described
above)/2 and round it up to the next integer value.

Unit: Clocks.
Programming mode: Quasi-dynamic Group 2 and Group 4
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5.7.29 DDRCTRL SDRAM timing register 6 (DDRCTRL_DRAMTMGS6)
Address offset: 0x118
Reset value: 0x0202 0005
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T_CKDPDE[3:0] T_CKDPDX[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_CKCSX[3:0]
Bits 31:28 Reserved, must be kept at reset value.

244/3930

Bits 27:24

Bits 23:20
Bits 19:16

Bits 15:4
Bits 3:0

T_CKDPDE[3:0]: This is the time after Deep Power Down Entry that CK is maintained as a
valid clock. Specifies the clock disable delay after DPDE.

Recommended settings:
-mDDR: 0
- LPDDR2: 2
- LPDDRS3: 2

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

This is only present for designs supporting mDDR or LPDDR2/LPDDRS devices.
Programming mode: Quasi-dynamic Group 2 and Group 4

Reserved, must be kept at reset value.

T_CKDPDX[3:0]: This is the time before Deep Power Down Exit that CK is maintained as a
valid clock before issuing DPDX. Specifies the clock stable time before DPDX.

Recommended settings:
- mDDR: 1

- LPDDR2: 2

- LPDDRS3: 2

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

This is only present for designs supporting mDDR or LPDDR2 devices.
Programming mode: Quasi-dynamic Group 2 and Group 4

Reserved, must be kept at reset value.

T_CKCSX][3:0]: This is the time before Clock Stop Exit that CK is maintained as a valid clock
before issuing Clock Stop Exit. Specifies the clock stable time before next command after Clock
Stop Exit.

Recommended settings:
-mDDR: 1

- LPDDR2: tXP + 2

- LPDDR3: tXP + 2

- LPDDR4: tXP + 2

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

This is only present for designs supporting mDDR or LPDDR2/LPDDR3/LPDDR4 devices.
Programming mode: Quasi-dynamic Group 2 and Group 4
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5.7.30 DDRCTRL SDRAM timing register 7 (DDRCTRL_DRAMTMG?7)

Address offset: 0x11C
Reset value: 0x0000 0202

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_CKPDE[3:0] T_CKPDX[3:0]

Bits 31:12 Reserved, must be kept at reset value.

Bits 11:8 T_CKPDE[3:0]: This is the time after Power Down Entry that CK is maintained as a valid clock.
Specifies the clock disable delay after PDE.

Recommended settings:
-mDDR: 0

- LPDDR2: 2

- LPDDRS3: 2

- LPDDR4: tCKELCK

When using DDR2/3/4 SDRAM, this register should be set to the same value as
DRAMTMGS5.t_cksre.

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.
This is only present for designs supporting mDDR or LPDDR2/LPDDR3/LPDDR4 devices.

Programming mode: Quasi-dynamic Group 2 and Group 4
Bits 7:4 Reserved, must be kept at reset value.
Bits 3:0 T_CKPDX[3:0]: This is the time before Power Down Exit that CK is maintained as a valid clock
before issuing PDX. Specifies the clock stable time before PDX.
Recommended settings:
-mDDR: 0
- LPDDR2: 2
- LPDDRS3: 2
- LPDDR4: 2

When using DDR2/3/4 SDRAM, this register should be set to the same value as
DRAMTMGS.t_cksrx.

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

This is only present for designs supporting mDDR or LPDDR2/LPDDR3/LPDDR4 devices.
Programming mode: Quasi-dynamic Group 2 and Group 4
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5.7.31 DDRCTRL SDRAM timing register 8 (DDRCTRL_DRAMTMGS)
Address offset: 0x120
Reset value: 0x0000 4405

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_XS_DLL_X32[6:0] T_XS_X32[6:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:8 T_XS_DLL_X32[6:0]: tXSDLL: Exit Self Refresh to the commands requiring a locked DLL.

When the controller is operating in 1:2 frequency ratio mode, program this to the above value
divided by 2 and round up to next integer value.

Unit: Multiples of 32 clocks.
Note: Used only for DDR2, DDR3 and DDR4 SDRAMs.
Programming mode: Quasi-dynamic Group 2 and Group 4

Bit 7 Reserved, must be kept at reset value.

Bits 6:0 T_XS_X32[6:0]: tXS: Exit Self Refresh to commands not requiring a locked DLL.

When the controller is operating in 1:2 frequency ratio mode, program this to the above value
divided by 2 and round up to next integer value.

Unit: Multiples of 32 clocks.
Note: Used only for DDR2, DDR3 and DDR4 SDRAMs.
Programming mode: Quasi-dynamic Group 2 and Group 4

5.7.32 DDRCTRL SDRAM timing register 14 (DDRCTRL_DRAMTMG14)
Address offset: 0x138
Reset value: 0x0000 00AO0

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_XSR[11:0]

Bits 31:12 Reserved, must be kept at reset value.

Bits 11:0 T_XSR[11:0]: tXSR: Exit Self Refresh to any command.

When the controller is operating in 1:2 frequency ratio mode, program this to the above value
divided by 2 and round up to next integer value.

Note: Used only for mDDR/LPDDR2/LPDDR3/LPDDR4 mode.
Programming mode: Quasi-dynamic Group 2 and Group 4
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5.7.33 DDRCTRL SDRAM timing register 15 (DDRCTRL_DRAMTMG15)
Address offset: 0x13C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
o
<
wl
'_I
o
_‘I
e
DI
zZ
w
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_STAB_X32[7:0]

Bit 31 EN_DFI_LP_T_STAB:

- 1 - Enable using tSTAB when exiting DFI LP. Needs to be set when the PHY is stopping the
clock during DFI LP to save maximum power.

- 0 - Disable using tSTAB when exiting DFI LP
Programming mode: Quasi-dynamic Group 2 and Group 4.

Bits 30:8 Reserved, must be kept at reset value.

Bits 7:0 T_STAB_X32[7:0]: tSTAB: Stabilization time.
It is required in the following two cases for DDR3/DDR4 RDIMM:

- When exiting power saving mode, if the clock was stopped, after re-enabling it the clock
must be stable for a time specified by tSTAB

- In the case of input clock frequency change (DDR4)

- After issuing control words that refers to clock timing (Specification: 6us for DDR3, 5us for
DDR4).

When the controller is operating in 1:2 frequency ratio mode, program this to recommended
value divided by two and round it up to next integer.

Unit: Multiples of 32 clock cycles.
Programming mode: Quasi-dynamic Group 2 and Group 4.
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5.7.34 DDRCTRL ZQ control register 0 (DDRCTRL_ZQCTLO)
Address offset: 0x180
Reset value: 0x0200 0040
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
]
o | = | £
o § 5|
g é' 5 T_ZQ_LONG_NOP[10:0]
< @, E)
38| 8
|
<
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
T_ZQ_SHORT_NOPI[9:0]
Bit 31 DIS_AUTO_ZQ:
- 1 - Disable DDRCTRL generation of ZQCS/MPC(ZQ calibration) command. Register
DBGCMD.zq_calib_short can be used instead to issue ZQ calibration request from APB
module.
- 0 - Internally generate ZQCS/MPC(ZQ calibration) commands based on
ZQCTLA1.t_zqg_short_interval_x1024.
This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.
Programming mode: Dynamic
Bit 30 DIS_SRX_ZQCL:
- 1 - Disable issuing of ZQCL/MPC(ZQ calibration) command at Self-Refresh/SR-Powerdown
exit. Only applicable when run in DDR3 or DDR4 or LPDDR2 or LPDDRS3 or LPDDR4 mode.
- 0 - Enable issuing of ZQCL/MPC(ZQ calibration) command at Self-Refresh/SR-Powerdown
exit. Only applicable when run in DDR3 or DDR4 or LPDDR2 or LPDDRS3 or LPDDR4 mode.
This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.
Programming mode: Quasi-dynamic Group 2 and Group 4.
Bit 29 ZQ_RESISTOR_SHARED:
- 1 - Denotes that ZQ resistor is shared between ranks. Means ZQinit/ZQCL/ZQCS/MPC(ZQ
calibration) commands are sent to one rank at a time with
tZQinit/tZQCL/tZQCS/tZQCAL/ZQLAT timing met between commands so that commands to
different ranks do not overlap.
- 0 - ZQ resistor is not shared.
This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.
Programming mode: Static.
Bits 28:27 Reserved, must be kept at reset value.
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Bits 26:16 T_ZQ_LONG_NOP[10:0]: tZQoper for DDR3/DDR4, tZQCL for LPDDR2/LPDDR3, tZQCAL for
LPDDR4: Number of DFI clock cycles of NOP required after a ZQCL (ZQ calibration
long)/MPC(ZQ Start) command is issued to SDRAM.
When the controller is operating in 1:2 frequency ratio mode:
DDR3/DDR4: program this to tZQoper/2 and round it up to the next integer value.
LPDDR2/LPDDRS: program this to tZQCL/2 and round it up to the next integer value.
LPDDR4: program this to tZQCAL/2 and round it up to the next integer value.
This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.
Programming mode: Static.
Bits 15:10 Reserved, must be kept at reset value.
Bits 9:0 T_ZQ_SHORT_NOP[9:0]: tZQCS for DDR3/DD4/LPDDR2/LPDDR3, tZQLAT for LPDDR4:
Number of DFI clock cycles of NOP required after a ZQCS (ZQ calibration short)/MPC(ZQ
Latch) command is issued to SDRAM.
When the controller is operating in 1:2 frequency ratio mode, program this to tZQCS/2 and
round it up to the next integer value.
This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.
Programming mode: Static.
5.7.35 DDRCTRL ZQ control register 1 (DDRCTRL_ZQCTL1)
Address offset: 0x184
Reset value: 0x0200 0100
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T 7Q RESET _NOP[9:0] T_ZQ_SHORTTJ3 I:\l1'lf'3I]ERVAL_X1 024
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T_ZQ_SHORT_INTERVAL_X1024[15:0]
Bits 31:30 Reserved, must be kept at reset value.
Bits 29:20 T_ZQ_RESET_NOP[9:0]: tZQReset: Number of DFI clock cycles of NOP required after a
ZQReset (ZQ calibration Reset) command is issued to SDRAM.
When the controller is operating in 1:2 frequency ratio mode, program this to tZQReset/2 and
round it up to the next integer value.
This is only present for designs supporting LPDDR2/LPDDR3/LPDDR4 devices.
Programming mode: Static.
Bits 19:0 T_ZQ_SHORT_INTERVAL_X1024[19:0]: Average interval to wait between automatically
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issuing ZQCS (ZQ calibration short)/MPC(ZQ calibration) commands to
DDR3/DDR4/LPDDR2/LPDDR3/LPDDR4 devices.

Meaningless, if ZQCTLO.dis_auto_zqg=1.
Unit: 1024 DFI clock cycles.

This is only present for designs supporting DDR3/DDR4 or LPDDR2/LPDDR3/LPDDR4
devices.

Programming mode: Static.
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5.7.36 DDRCTRL ZQ control register 2 (DDRCTRL_ZQCTL2)
Address offset: 0x188
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
[
®
&
g|
rs

Bits 31:1 Reserved, must be kept at reset value.
Bit0 ZQ_RESET:

Setting this register bit to 1 triggers a ZQ Reset operation. When the ZQ Reset operation is
complete, the DDRCTRL automatically clears this bit. It is recommended NOT to set this
register bit if in Init, in Self-Refresh(except LPDDR4) or SR-Powerdown(LPDDR4) or Deep

power-down operating modes.

For Self-Refresh(except LPDDR4) or SR-Powerdown(LPDDR4) it is scheduled after SR(except

LPDDR4) or SPRD(LPDDR4) has been exited.

For Deep power down, it is not scheduled, although ZQSTAT.zq_reset_busy is de-asserted.

This is only present for designs supporting LPDDR2/LPDDR3/LPDDR4 devices.
Programming mode: Dynamic

5.7.37 DDRCTRL ZQ status register (DDRCTRL_ZQSTAT)
Address offset: 0x18C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18

17

16

- |ZQ_RESET_BUSY| ©

Bits 31:1 Reserved, must be kept at reset value.
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Bit0 ZQ_RESET_BUSY: SoC core may initiate a ZQ Reset operation only if this signal is low. This
signal goes high in the clock after the DDRCTRL accepts the ZQ Reset request. It goes low
when the ZQ Reset command is issued to the SDRAM and the associated NOP period is over.
It is recommended not to perform ZQ Reset commands when this signal is high.
- 0 - Indicates that the SoC core can initiate a ZQ Reset operation
- 1 - Indicates that ZQ Reset operation is in progress
Programming mode: Dynamic
5.7.38  DDRCTRL DFI timing register 0 (DDRCTRL_DFITMGO)
Address offset: 0x190
Reset value: 0x0702 0002
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DFI_T_CTRL_DELAY[4:0] DFI_T_RDDATA_EN[6:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DFI_TPHY_WRDATA([5:0] DFI_TPHY_WRLAT[5:0]

Bits 31:29 Reserved, must be kept at reset value.

Bits 28:24 DFI_T_CTRL_DELAY[4:0]: Specifies the number of DFI clock cycles after an assertion or de-
assertion of the DFI control signals that the control signals at the PHY-DRAM interface reflect
the assertion or de-assertion. If the DFI clock and the memory clock are not phase-aligned, this
timing parameter should be rounded up to the next integer value. Note that if using
RDIMM/LRDIMM, it is necessary to increment this parameter by RDIMM's/LRDIMM's extra
cycle of latency in terms of DFI clock.

Programming mode: Quasi-dynamic Group 4
Bit 23 Reserved, must be kept at reset value.

Bits 22:16 DFI_T_RDDATA_EN[6:0]: Time from the assertion of a read command on the DFI interface to

the assertion of the dfi_rddata_en signal.

Refer to PHY specification for correct value.

This corresponds to the DFI parameter trddata_en. Note that, depending on the PHY, if using
RDIMM/LRDIMM, it may be necessary to use the adjusted value of CL in the calculation of
trddata_en. This is to compensate for the extra cycle(s) of latency through the
RDIMM/LRDIMM.

Unit: DFI clock cycles or DFI PHY clock cycles, depending on
DFITMGO.dfi_rddata_use_dfi_phy_clk.

Programming mode: Quasi-dynamic Group 1 and Group 4

Bits 15:14 Reserved, must be kept at reset value.

Bits 13:8 DFI_TPHY_WRDATA[5:0]: Specifies the number of clock cycles between when dfi_wrdata_en
is asserted to when the associated write data is driven on the dfi_wrdata signal. This
corresponds to the DFI timing parameter tphy_wrdata. Refer to PHY specification for correct
value. Note, max supported value is 8.

Unit: DFI clock cycles or DFI PHY clock cycles, depending on
DFITMGO.dfi_wrdata_use_dfi_phy_clk.
Programming mode: Quasi-dynamic Group 4

Bits 7:6 Reserved, must be kept at reset value.
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Bits 5:0 DFI_TPHY_WRLAT[5:0]: Write latency

Number of clocks from the write command to write data enable (dfi_wrdata_en). This
corresponds to the DFI timing parameter tphy_wrlat.

Refer to PHY specification for correct value.Note that, depending on the PHY, if using
RDIMM/LRDIMM, it may be necessary to use the adjusted value of CL in the calculation of
tphy_wrlat. This is to compensate for the extra cycle(s) of latency through the
RDIMM/LRDIMM.

For LPDDRA4, dfi_tphy_wrlat>60 is not supported.

Unit: DFI clock cycles or DFI PHY clock cycles, depending on
DFITMGO.dfi_wrdata_use_dfi_phy_clk.

Programming mode: Quasi-dynamic Group 1 and Group 4

5.7.39  DDRCTRL DFI timing register 1 (DDRCTRL_DFITMG1)
Address offset: 0x194
Reset value: 0x0000 0404
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DFI_T_WRDATA_DELAY[4:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
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Bits 31:21 Reserved, must be kept at reset value.
Bits 20:16 DFI_T_WRDATA_DELAY[4:0]: Specifies the number of DFI clock cycles between when the
dfi_wrdata_en
signal is asserted and when the corresponding write data transfer is completed on the DRAM
bus.
This corresponds to the DFI timing parameter twrdata_delay. Refer to PHY specification for
correct value.
For DFI 3.0 PHY, set to twrdata_delay, a new timing parameter introduced in DFI 3.0.
For DFI 2.1 PHY, set to tphy_wrdata + (delay of DFI write data to the DRAM).
Value to be programmed is in terms of DFI clocks, not PHY clocks.
In FREQ_RATIO=2, divide PHY's value by 2 and round up to next integer.
If using DFITMGO.dfi_wrdata_use_dfi_phy_clk=1, add 1 to the value.
Unit: Clocks
Programming mode: Quasi-dynamic Group 4
Bits 15:13 Reserved, must be kept at reset value.
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Bits 12:8 DFI_T_DRAM_CLK_DISABLE[4:0]: Specifies the number of DFI clock cycles from the
assertion of the dfi_dram_clk_disable signal on the DFI until the clock to the DRAM memory
devices, at the PHY-DRAM boundary, maintains a low value. If the DFI clock and the memory
clock are not phase aligned, this timing parameter should be rounded up to the next integer
value.

Programming mode: Quasi-dynamic Group 4
Bits 7:5 Reserved, must be kept at reset value.

Bits 4:0 DFI_T_DRAM_CLK_ENABLE[4:0]: Specifies the number of DFI clock cycles from the de-
assertion of the dfi_dram_clk_disable signal on the DFI until the first valid rising edge of the
clock to the DRAM memory devices, at the PHY-DRAM boundary. If the DFI clock and the
memory clock are not phase aligned, this timing parameter should be rounded up to the next
integer value.

Programming mode: Quasi-dynamic Group 4

5.7.40 DDRCTRL low power configuration register 0
(DDRCTRL_DFILPCFGO0)

Address offset: 0x198
Reset value: 0x0700 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
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15 14 13 12 " 10 9 7 6 5 4 3 2 1

DFI_LP_WAKEUP_SR[3:0] DFI_LP_WAKEUP_PD[3:0]

2 |DFILP EN_SR| »| 2
2 |DFILP EN PD| o] 2

Bits 31:29 Reserved, must be kept at reset value.

Bits 28:24 DFI_TLP_RESP[4:0]: Setting in DFI clock cycles for DFI's tlp_resp time.
Same value is used for both Power Down, Self Refresh, Deep Power Down and Maximum
Power Saving modes.
DFI 2.1 specification onwards, recommends using a fixed value of 7 always.
Programming mode: Static
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Bits 23:20 DFI_LP_WAKEUP_DPD[3:0]: Value in DFI clock cycles to drive on dfi_Ip_wakeup signal when
Deep Power Down mode is entered.

Determines the DFI's tlp_wakeup time:
- 0x0 - 16 cycles
- 0x1 - 32 cycles
- 0x2 - 64 cycles
- 0x3 - 128 cycles
- Ox4 - 256 cycles
- 0x5 - 512 cycles
- 0x6 - 1024 cycles
- 0x7 - 2048 cycles
- 0x8 - 4096 cycles
- 0x9 - 8192 cycles
- OxA - 16384 cycles
- OxB - 32768 cycles
- O0xC - 65536 cycles
- 0xD - 131072 cycles
- OXE - 262144 cycles
- OxF - Unlimited
This is only present for designs supporting mDDR or LPDDR2/LPDDRS devices.
Programming mode: Static.

Bits 19:17 Reserved, must be kept at reset value.
Bit 16 DFI_LP_EN_DPD: Enables DFI Low-power interface handshaking during Deep Power Down
Entry/Exit.
- 0 - Disabled
-1-Enabled

This is only present for designs supporting mDDR or LPDDR2/LPDDRS devices.
Programming mode: Static.

3
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Bits 15:12 DFI_LP_WAKEUP_SR[3:0]: Value in DFI clpck cycles to drive on dfi_Ip_wakeup signal when
Self Refresh mode is entered.

Determines the DFI's tlp_wakeup time:

- 0x0 - 16 cycles

- 0x1 - 32 cycles

- 0x2 - 64 cycles

- 0x3 - 128 cycles

- Ox4 - 256 cycles

- 0x5 - 512 cycles

- 0x6 - 1024 cycles

- 0x7 - 2048 cycles

- 0x8 - 4096 cycles

- 0x9 - 8192 cycles

- OxA - 16384 cycles

- OxB - 32768 cycles

- 0xC - 65536 cycles

- 0xD - 131072 cycles

- OXE - 262144 cycles

- OxF - Unlimited
Programming mode: Static

Bits 11:9 Reserved, must be kept at reset value.

Bit 8 DFI_LP_EN_SR: Enables DFI Low Power interface handshaking during Self Refresh
Entry/Exit.

- 0 - Disabled
-1-Enabled
Programming mode: Static

Bits 7:4 DFI_LP_WAKEUP_PDI[3:0]: Value in DFI clock cycles to drive on dfi_Ip_wakeup signal when
Power Down mode is entered.

Determines the DFI's tlp_wakeup time:

- 0x0 - 16 cycles

- 0x1 - 32 cycles

- 0x2 - 64 cycles

- 0x3 - 128 cycles

- 0x4 - 256 cycles

- 0x5 - 512 cycles

- 0x6 - 1024 cycles

- 0x7 - 2048 cycles

- 0x8 - 4096 cycles

- 0x9 - 8192 cycles

- OxA - 16384 cycles

- 0xB - 32768 cycles

- 0xC - 65536 cycles

- 0xD - 131072 cycles

- OxE - 262144 cycles

- OxF - Unlimited
Programming mode: Static

Bits 3:1 Reserved, must be kept at reset value.
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Bit0 DFI_LP_EN_PD: Enables DFI Low Power interface handshaking during Power Down

Entry/Exit.

- 0 - Disabled

-1 - Enabled
Programming mode: Static

5.7.41 DDRCTRL DFI update register 0 (DDRCTRL_DFIUPDO)
Address offset: 0x1A0
Reset value: 0x0040 0003
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
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a & x
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15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
DFI_T_CTRLUP_MIN[9:0]
Bit 31 DIS_AUTO_CTRLUPD: When '1', disable the automatic dfi_ctrlupd_req generation by the
DDRCTRL. The core must issue the dfi_ctrlupd_req signal using register DBGCMD.ctrlupd.
When '0', DDRCTRL issues dfi_ctrlupd_req periodically.
Programming mode: Quasi-dynamic Group 3
Bit 30 DIS_AUTO_CTRLUPD_SRX: When '1', disable the automatic dfi_ctrlupd_req generation by
the DDRCTRL at self-refresh exit.
When '0', DDRCTRL issues a dfi_ctrlupd_req before or after exiting self-refresh, depending on
DFIUPDO.ctrlupd_pre_srx.
Programming mode: Static
Bit 29 CTRLUPD_PRE_SRX: Selects dfi_ctrlupd_req requirements at SRX:
- 0 : send ctrlupd after SRX
- 1:send ctrlupd before SRX
If DFIUPDO.dis_auto_ctrlupd_srx=1, this register has no impact, because no dfi_ctrlupd_req is
issued when SRX.
Programming mode: Static
Bits 28:26 Reserved, must be kept at reset value.
Bits 25:16 DFI_T_CTRLUP_MAX[9:0]: Specifies the maximum number of DFI clock cycles that the
dfi_ctrlupd_req signal can assert. Lowest value to assign to this variable is 0x40.
Programming mode: Static
Bits 15:10 Reserved, must be kept at reset value.
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Bits 9:0

DFI_T_CTRLUP_MIN[9:0]: Specifies the minimum number of DFI clock cycles that the
dfi_ctrlupd_req signal must be asserted. The DDRCTRL expects the PHY to respond within this
time. If the PHY does not respond, the DDRCTRL de-asserts dfi_ctrlupd_req after
dfi_t_ctrlup_min + 2 cycles. Lowest value to assign to this variable is 0x3.

Programming mode: Static

5.7.42 DDRCTRL DFI update register 1 (DDRCTRL_DFIUPD1)
Address offset: 0Ox1A4
Reset value: 0x0001 0001
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DFI_T_CTRLUPD_INTERVAL_MIN_X1024[7:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DFI_T_CTRLUPD_INTERVAL_MAX_X1024[7:0]
Bits 31:24 Reserved, must be kept at reset value.

3

Bits 23:16

Bits 15:8
Bits 7:0

DFI_T_CTRLUPD_INTERVAL_MIN_X1024[7:0]: This is the minimum amount of time between
DDRCTRL initiated DFI update requests (which is executed whenever the DDRCTRL is idle).
Set this number higher to reduce the frequency of update requests, which can have a small
impact on the latency of the first read request when the DDRCTRL is idle. Minimum allowed
value for this field is 1.

Unit: 1024 DFI clock cycles.

Programming mode: Static.
Reserved, must be kept at reset value.

DFIL_T_CTRLUPD_INTERVAL_MAX_X1024[7:0]: This is the maximum amount of time
between DDRCTRL initiated DFI update requests. This timer resets with each update request;
when the timer expires dfi_ctrlupd_req is sent and traffic is blocked until the dfi_ctrlupd_ackx is
received. PHY can use this idle time to recalibrate the delay lines to the DLLs. The DFI
controller update is also used to reset PHY FIFO pointers in case of data capture errors.
Updates are required to maintain calibration over PVT, but frequent updates may impact
performance. Minimum allowed value for this field is 1.

Note: Value programmed for DFIUPD1.dfi_t_ctrlupd_interval_max_x1024 must be greater than
DFIUPD1.dfi_t_ctrlupd_interval_min_x1024.

Unit: 1024 DFI clock cycles.
Programming mode: Static.
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5.7.43 DDRCTRL DFI update register 2 (DDRCTRL_DFIUPD2)
Address offset: 0x1A8
Reset value: 0x8000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
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Bit 31 DFI_PHYUPD_EN: Enables the support for acknowledging PHY-initiated updates:
- 0 - Disabled
-1 - Enabled
Programming mode: Static
Bits 30:0 Reserved, must be kept at reset value.
5.7.44 DDRCTRL DFI miscellaneous control register (DDRCTRL_DFIMISC)
Address offset: 0x1B0
Reset value: 0x0000 0001
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
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Bits 31:13 Reserved, must be kept at reset value.
Bits 12:8 DFI_FREQUENCY[4:0]: Indicates the operating frequency of the system. The number of
supported frequencies and the mapping of signal values to clock frequencies are defined by the
PHY.
Programming mode: Quasi-dynamic Group 1
Bits 7:6 Reserved, must be kept at reset value.
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Bit 5 DFI_INIT_START: PHY init start request signal.When asserted it triggers the PHY init start
request

Programming mode: Quasi-dynamic Group 3

Bit4 CTL_IDLE_EN: Enables support of ctl_idle signal
Programming mode: Static

Bits 3:1 Reserved, must be kept at reset value.

Bit 0 DFI_INIT_COMPLETE_EN: PHY initialization complete enable signal.
When asserted the dfi_init_complete signal can be used to trigger SDRAM initialisation
Programming mode: Quasi-dynamic Group 3

5.7.45 DDRCTRL DFI status register (DDRCTRL_DFISTAT)

Address offset: 0x1BC
Reset value: 0x0000 0000
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Bits 31:2 Reserved, must be kept at reset value.

Bit 1 DFI_LP_ACK: Stores the value of the dfi_Ip_ack input to the controller.
Programming mode: Dynamic
Bit 0 DFI_INIT_COMPLETE: The status flag register which announces when the DFI initialization

has been completed. The DFI INIT triggered by dfi_init_start signal and then the
dfi_init_complete flag is polled to know when the initialization is done.

Programming mode: Dynamic
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5.7.46 DDRCTRL DFI PHY master register (DDRCTRL_DFIPHYMSTR)

Address offset: 0x1C4
Reset value: 0x0000 0001

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

2 |DFI_PHYMSTR_EN| o

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 DFI_PHYMSTR_EN: Enables the PHY Master Interface:
- 0 - Disabled
-1 - Enabled
Programming mode: Dynamic

5.7.47 DDRCTRL address map register 1 (DDRCTRL_ADDRMAP1)
Address offset: 0x204
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADDRMAP_BANK_B2[5:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDRMAP_BANK_B1[5:0] ADDRMAP_BANK_B0[5:0]

Bits 31:22 Reserved, must be kept at reset value.

Bits 21:16 ADDRMAP_BANK_B2[5:0]: Selects the HIF address bit used as bank address bit 2.
Valid Range: 0 to 31, and 63
Internal Base: 4
The selected HIF address bit is determined by adding the internal base to the value of this field.
If unused, set to 63 and then bank address bit 2 is set to 0.
Programming mode: Static.

Bits 15:14 Reserved, must be kept at reset value.
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Bits 13:8 ADDRMAP_BANK_B1[5:0]: Selects the HIF address bits used as bank address bit 1.
Valid Range: 0 to 32, and 63
Internal Base: 3

The selected HIF address bit for each of the bank address bits is determined by adding the
internal base to the value of this field.

If unused, set to 63 and then bank address bit 1 is set to 0.
Programming mode: Static.

Bits 7:6 Reserved, must be kept at reset value.

Bits 5:0 ADDRMAP_BANK_BO0[5:0]: Selects the HIF address bits used as bank address bit 0.
Valid Range: 0 to 32, and 63
Internal Base: 2

The selected HIF address bit for each of the bank address bits is determined by adding the
internal base to the value of this field.

If unused, set to 63 and then bank address bit 0 is set to 0.
Programming mode: Static.

5.7.48 DDRCTRL address map register 2 (DDRCTRL_ADDRMAP2)

Address offset: 0x208
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADDRMAP_COL_B5[3:0] ADDRMAP_COL_B4[3:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDRMAP_COL_B3[3:0] ADDRMAP_COL_B2[3:0]

Bits 31:28 Reserved, must be kept at reset value.

Bits 27:24 ADDRMAP_COL_B5[3:0]:

- Full bus width mode: Selects the HIF address bit used as column address bit 5.
- Half bus width mode: Selects the HIF address bit used as column address bit 6.
- Quarter bus width mode: Selects the HIF address bit used as column address bit 7 .

Valid Range: 0 to 7, and 15

Internal Base: 5

The selected HIF address bit is determined by adding the internal base to the value of this field.
If unused, set to 15 and then this column address bit is set to 0.

Programming mode: Static

Bits 23:20 Reserved, must be kept at reset value.
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Bits 19:16

Bits 15:12
Bits 11:8

Bits 7:4

ADDRMAP_COL_BA4[3:0]:
- Full bus width mode: Selects the HIF address bit used as column address bit 4.
- Half bus width mode: Selects the HIF address bit used as column address bit 5.
- Quarter bus width mode: Selects the HIF address bit used as column address bit 6.
Valid Range: 0 to 7, and 15
Internal Base: 4
The selected HIF address bit is determined by adding the internal base to the value of this field.

If unused, set to 15 and then this column address bit is set to 0.
Programming mode: Static

Reserved, must be kept at reset value.
ADDRMAP_COL_B3[3:0]:
- Full bus width mode: Selects the HIF address bit used as column address bit 3.
- Half bus width mode: Selects the HIF address bit used as column address bit 4.
- Quarter bus width mode: Selects the HIF address bit used as column address bit 5.
Valid Range: 0 to 7
Internal Base: 3
The selected HIF address bit is determined by adding the internal base to the value of this field.

Note, if UMCTL2_INCL_ARB=1, MEMC_BURST_LENGTH=16, Full bus width
(MSTR.data_bus_width=00) and BL16 (MSTR.burst_rdwr=1000), it is recommended to
program this to 0.

Programming mode: Static

Reserved, must be kept at reset value.
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Bits 3:0 ADDRMAP_COL_B2[3:0]:
- Full bus width mode: Selects the HIF address bit used as column address bit 2.
- Half bus width mode: Selects the HIF address bit used as column address bit 3.
- Quarter bus width mode: Selects the HIF address bit used as column address bit 4.
Valid Range: 0 to 7
Internal Base: 2
The selected HIF address bit is determined by adding the internal base to the value of this field.

Note, if UMCTL2_INCL_ARB=1 and MEMC_BURST_LENGTH=8, it is required to program this
to O unless:

- in Half or Quarter bus width (MSTR.data_bus_width!=00) and
- PCCFG.bl_exp_mode==1 and either

