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STDES-CBMLoRaBLE: Application Overview
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Industrial loT Application Scenarios

Smart Building & Infrastructure N ( Smart Farm

Structural Health Monitoring (SHM) Condition Based Monitoring (CBM)

AN

Telecom
Pointing, levelling and stabilization(SHM)

Smart Industry
Conition based Monitoring (CBM)

life.augmented 4



lloT enabling different smart applications

Architecture Issue

O The Industrial IoT (lloT) is recently gaining acceptance also in industrial fields that operate
in remote areas, with harsh environmental conditions and low connection capability, like:
Oil & Gas, Mining, Wind & Photovoltaic Farm and Large Infrastructure monitoring.

U The key elements are smart sensor nodes, able to handle several measurements, with
embedded processing, and able to send the data results on the network, in secure way.

O An lloT architecture leverages complex monitoring systems with multiple nodes and
gateways that often present cabling issues over short and long ranges.

O Awireless technologies, could be a good alternative, flexible and scalable to extend the
coverage area, without limits for distances, with long battery lifetime, and low bitrate.

U The STDES-CBMLoRaBLE proposes an innovative modular system platform, based on:
+ Multiple Sensors for vibration, inclination, environmental, acoustic and presence
detection.
« Multiple wireless connectivity, Short - Long Range, to address many industrial
scenarios with different conditions and several needs.

S7
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STDES-CBMLoRaBLE: Multi connectivity platform overview

Qb

& \n/.,) |(E> 2 @")$$ﬂ

System Platform for lloT platform with
Multi Connectivity and Multi Sensors

O Connectivities > SHORT (2.4GHz BLE) & LONG (Sub-1GHz LoRa)
U Sensors Expansion board:
= EXP1: Vibration, Dynamic Inclinometer, Accelerometer, Temperature
= EXP2: Microphone, Pressure and Temperature
U Three main power supply
» Industrial bus > 12V + 48V
= USB type C > 5V
» Primary Battery - 3.6V + 4.5V

life.augmented

Processing &
Security

®o

Long &
Short-range
Connectivity

A\

Power management
& Protections
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STDES-CBMLoRaBLE: Hardware description

STDES-CBMLoRaBLE: lloT platform based on a modular approach

0 Main board (Code: AB0072.B.01) including

% Solderable PCB with STM32WB module, STM32WL, STSAFE,
ST1PS02 devices (Code: AB0037.C.02)

AB0072.B.01 [ AB0037.C.02 ]

Tou
.
.
.
0
L
0
.
e
.
-

% Three power management paths to supply the system ) (rlif .
| | G T ':_:;21 E;_g:;@ 5 osTMR®
« Two expansion connector (34 Pins) Sl

s 1 STSAFE (WL)
s 2Gbit External Memory (NOR with QuadSPI)
+ Several protection devices

0 Expansion #1 (Code: AB0073.B.01) L
Motion — Temperature Sensors board (AB0073.8.01 )"

O Expansion #2 (Code: AB0074.B.01) =
Environmental, Audio, Presence detection Sensors board

[ AB0074.8.01]

EXP2
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STDES-CBMLoRaBLE:

TCPP01-M12

Single chip solution for USB Type-C port
protection

[1IS2ICLX

High-accuracy, High-resolution, Low-power,
2-axis Digital Inclinometer with ML Core

[IS3DWB

Ultra-wide bandwidth, low-noise, 3-axis digital
vibration sensor

ISM330DHCX

169 digital accelerometer and a digital
gyroscope with ML Core

STTS22H

Low-voltage, ultra-low-power, 0.5 °C accuracy
temperature sensor

L7983

12V - 48V , 300 mA synchronous step-down
switching regulator

S7
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Hardware details

STM32WB5MMG

ultra-low-power, small form factor, certified
2.4GHz wireless module

STM32WL55JC

long range wireless and ultra-low-power
microcontroller

STSAFE-A110

secure element which supports authentication
and data secure management

-
o

ST1PS02

Nano-quiescent synchronous step-down
converter

B

ILPS22QS

Dual full-scale, absolute digital barometer with
Qvar embedded sensing (electrode compatible)

¢

IMP34DT05

MEMS audio sensor omnidirectional digital
microphone for industrial applications




STDES-CBMLoRaBLE: Kit details & assembly solutions

Scenario 1
All boards stacked

Antenna

#8 SB Module
il STM32wB
+

STM32WL

EXP2

Scenario 2

EXP1 displaced EXP2 Stacked

1IS3DWB

ISM330DHCX |
1IS2ICLX ILPS22QSTR
STTS22HH IMP34DTO05A

AYJ
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- STDES-CBMLoRaBLE: System Setup




STDES-CBMLoRaBLE: Connection Scenarios

In full run mode, both connectivities — short and long range — are

available and user may monitor the system by the mobile App or by a
remote dashboard. Environmental data and data from Condition Based
Monitoring (CBM) processing can be monitored by:

U DSH-PREDMNT AWS Dashboard — Remote monitoring
L3R “Monitoring, automatic messages for recovery, status
ORA jetection and data storage available on cloud

U BLE Sensor App — Nearby monitoring
Data are monitored according to the active page on the
ea App. When connected, user is allowed to update some
sensors parameters and LoRa transmission settings




Industrial connectivity for STDES-CBMLoRaBLE

Industry Plants & LoRa Network Application Cloud
Edge Computing Gateways Services services Dashboard
2 L§Ra”
T . )))_____._._._._.i
|
Tt SR iys
ea ! i e A
_ (— - B
STBLESensor . ..................... I ) L§Ra° : ﬁ Qﬁ‘@y
f ) 5 2 e
m i !k e ‘ .
)) ._._ea ..... . _4;1 | 1 [] ==
/ i) !_ _____ — \_ Yy
i P | DSH-PREDMNT
o )=
) —
YN LoRaWAN

‘ ’ l SHORT Range 5 LONG Range


https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/en/embedded-software/stblesensor.html

STDES-CBMLoRaBLE: Multi connectivity application overview

LoRa
STDES-CBMLoRaBLE lloT STDES-CBMLoRaBLE =

Nodes in Industry Plants STSW-CBMLoRaBLE

© Environmental D -- @ Vibration Analysis - Time a... ﬁ-—s —+ 58

1

1

' abs

1 Xy

: < Pressure (mbar) ’ ~X  RMS speed (mm/s) @
1

1

1

1

)) DSH-PREDMNT AWS Dashboard
") =

ﬁ O Events S_tatus

U Automatic Downlink for frames recovery
U Cloud Database

U Monitoring & Processing settings
U Status check

Ud LoRa Commands

U LoRa parameters setting

1
1
1
1
1
1
976 0.07-0.05-0.11 i
1
‘ Humiditv (%rH) »7 Acc Peak (m/s?) :
- 0.74.0.67-0.98 I
: )y Temperature (°C) @) Freg|Max Amp (Hzjm/s?) :
: 28.1 598.92|0.23 :
LoRa Network i Network 598.92|0.17 :
Gateway Server ' Adapter 508.92(0.36 :
: : @ Vibration Analysis - FFT Domain :
1 1 1
! . ! x [y [z 9 !
: : o :
i B I 0 I
i S | |
0)) M ST BLE Sensor App " S !
[ e

! 1 — - 1 ! L Q @ ) \% & o b @ Y & Q? \% @ \J .Q,. I @ { (? & !
4 B - g ISETETTIETTIESEaTETTIeTIdee ¢,
1 : | [ : : Hz 1
N L ¥ s o !

1 3 -
! 1 1 1 Fragments o d Y 1
| 1 = 1
> ] : D 1l e @ @]
[ 'l 1
- : 1 1 : Alpha (X) Beta (Y) Gamma () :

1 1
_________________________ ‘ | " Q Monitoring |
1
| ¥ -
1 1! 1
1 1! 1
1 11 1
| 1! !
| 1! !
| i !
' ¥ :
1

2
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STSW-CBMLoRaBLE: Firmware Overview




Firmware architecture based on Sequencer

S7
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User ST BLESensor ST DSH-PREDMNT
interfaces Mobile App (Android , iOS) Dashboard based on AWS
e STSW-CBMLoRaBLE
Application
STM32 WPAN | | MotionSP_Library || MotionAC2_Library ||| Utilities
PARSON i i i
Middleware SO USB Device MotionTL2_Library Sequencer
Board Support Package Hardware Abstraction CMSIS
Drivers (BSP) Layer (HAL)
STM32WB5MMG Exp1
IIS3DWB ISM330DHCX
Arm Cortex-M0
Arm Cortex-M4 | | 5 4 GHz RF stack
lIS2ICLX STTS22H
STM32WL55 Exp2 Memory
Arm Cortex-M0
Arm Cortex-M4 SubGHz RF stack ILPS22QS MX66L2G45
MCUs IMP34DTO05
STDES-CBMLoRaBLE
Hardware

16
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Power Sources

Power options, programming connections
and Firmware update by OTA

Programming-Debugging Tools

3.6V -4.5V

>
STLINKV3-MINIE sTM32 U

cuneE GJAR
5 SYSTEMS
STM32

CubeProgrammer

USB Type-C
cable

STDC14 to STDC14 flat
cable 2.0 mm

...............................

..........................................

Firmware update
by OTA



STSW-CBMLoRaBLE: Embedded Processing




Time and Frequency domain analysis with MotionSP

Time Domain Processing

)
—L>[Speed Evaluation|| EXP RMS Filter Speed_X_RMS- Speed_Y_RMS -Speed_Z_RMS |
Acceleration EXP RMS Filter Acc_X_RMS -Acc_Y_RMS-Acc_Z RMS ]
l . fil t[e)‘rAe.I(;Aby Acceleration PEAK AccX_PEAK--AccY_PEAK-- AccZ_PEAK ]
— A HW & SW F Domain P i
\\\ \ |:> ik ; requency Domain Processing .
:D Data Extraction for FFT Continuous PI’OC&SS"IQ FFT FFT Ol.llpl,lt
Frequency Domain with WINDOWING with OVERLAPPING and BUFFERING Average Rescaling & Adapting
- - / ____/
A } v l v A J
AXIS_Z (m/s2) Avis 2 Windowed e . FFT_float (m/s2) FFT_Z [m/s2]
:; ‘f ‘ H - - 80 :
i 60 6
Libbatin | bt 5
| |
M | | | i i R
TIME DOMAIN TIME DOMAIN FREQUENCY DOMAIN FREQUENCY DOMAIN FREQUENCY DOMAIN
 Time Domain Analysis: O Frequency Domain Analysis:

» Speed Estimation

 Exponential Filtering for RMS moving average
(Speed or Acceleration)

» Max acceleration peaks

S7
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JANA
\ / '\ ;/ ‘\ Amplitude

AWA [\
/ .\\/ RVIRVARVER ‘[

Amplitude

Frequency Domain

Time Domain

| | o
>
Frequency

» Programmable FFT size: 256, 512 points
* Programmable windowing Methods:

Rectangular, Hanning, Hamming, Flat Top

» Programmable FFT overlapping percentage
» Programmable acquisition total time for analysis
» FFT averaging during acquisition time

19




Predictive Maintenance Status Messages

U Time Domain Analysis:
» Speed RMS evaluation and comparison with thresholds
» Acceleration Max Peak evaluation and comparison with thresholds

AXIS_Z (m/s2)

|

i
0,06

12
10

=

i E— Warning Thresholds

il

I
Hilhib ik
0,12 0,14

{ /[ . Time DomainThresholds
Comparison

S b & BN O N oA

H

s

| speed RMS (x,Y,2) [mm/s] | Speed RMS_THR (X,Y,2)
Acc PEAK (X,Y,Z) [m/s?] Acc PEAK_THR (X, Y, 2)
\ J
) 4
Time Domain Status Evaluation
Speed RMS (X,Y,Z) STATUS | GOOD - - ALARM
Acc PEAK (X,Y,Z) STATUS | GOOD - - ALARM

U Frequency Domain Analysis:
* FFT max amplitude evaluation and comparison with

thresholds
FFT_Z [m/s2]
9
8 p—
! Alarm Area
Alarm Thresholds «::::-:xxeee 6 |
5 p—
N || Warning Area
Warning Thresholds -:--«:xecuee 3 —
’ Good Area
1 —
0 _JL
0 1000 2000 3000 4000 5000 6000
Frequency Domain c ] Q
Thresholds omparison —
[ FFT Max Ampl (X,Y,Z) [m/s“]
FFT_Amplitude THR (X,Y,2) [ Freq_XYZ [Hz]

Frequency Domain Status Evaluation

FFT Max Amplitudes (X,Y,Z) [m/s?]

GOOD - - ALARM
FFT Frequencies [Hz]

S7
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Inclination measurement

Inclination monitoring

O An interesting inclination measurement can be performed using a specific low noise MEMS accelerometer with the Alpha 2 a
proper algorithms!’) to evaluate the angles starting just from the acceleration data.
Q The results can be listed as follow:
% Alpha =2 a Z:
Angle between the MEMS x-axis (Xs) and the horizontal plane (Xg) E
Its value can change in the range: -90 + 90 degrees.
< Beta> B : Y Alpha (X)

Angle between the MEMS y-axis (Ys) and the horizontal plane (Yg) Beta > B
Its value can change in the range: -90 + 90 degrees. X R
% Gamma->y 9

Angle between the MEMS XY plane (Xs - Ys) and the horizontal plane (Xg - Yg).
Its value can change in the range: 0 + 90 degrees, for a 2-axis accelerometer.

Z %
Beta (Y)
6 Gamma 2y
"l (*) For this purpose, the package embeds the MotionAC2_Library & MotionTL2_Library Gamma (Z) 21
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STSW-CBMLoRaBLE: LoRa Dynamic Frames




——— e,

Frames transmission scheme

e >

_______________________

Transmission cycle without FFT

) A
A

Transmission cycle without FFT

A complete transmission cycle with FFT frame transmission

Transmission cycle with FFT

- = e = e e e e e e e e e e e e e e e e e

v

| S U

\
I 1 1 1
: ! ' Min Frames FFT ' Downlink for
: Min Frames ! Min Frames Min Frames ' A \ ! :_\frame recovery
! ! ! ' ' ' 1 ' ' ' | ' ' |\" /
| | | | | | | | | | | ! | |
1 1111111110671 3°73H\ LI I
! i ' : ; 5 : ; [ : i -
! ; ; , ! e e s s e | e e , g
AT AT | AT | AT ! AT’ AT .
e |
: : |
g
|

v

Minimum Frame

Environmental (Temp, Press)

Inertial TDM (Acc peak&Status, speed RMS&Status)
Inertial FDM results (Max Ampl, Bin freq)
Inclinometer data («,f, 7

Battery (Voltage)

Status (Total status TD | FD)

I Ny Iy I Wy

~

~ 50 Bytes > 500 - 1k Bytes

-

Maximum frame (sent by fragmentation)
Environmental (Temp, Press)

Inertial TDM (Acc peak&Status, speed RMS&Status)
Inertial FDM (FFT)

Inclinometer data (a,p, )

Battery (Voltage)

Status (Total status TD | FD)

O0OD0OD00O0

S7
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Additional FFT frames trasmission started with following conditions:
Q Cyeclically every more elapsed time interval
Q Forced by pressing User button (SW1)

O On demand using the related custom commands available on BLE App

23



STDES-CBMLoRaBLE LoRaWAN architecture

Network Server

M

End Node

Gateway

I~

o

I

Downlink
< 1 Frame lost <:I
) (Ex: 3-7)
.g Ignored

Downlink received < ] <

Lost Frames [
(Ex: 3)

> ; 2 0 > Lost Frames
' ¥ (SD)

> i ;} 0 > Los(:E )I(-':r?r;es

—
—

Lost Frames I
(Ex: 7)

Downlink
Frame lost

(Ex: 0)

Uplink N
o e —
(Ex: 18/18)

AWS Adapter

CD

Application Server Dashboard

)
Device ID : cbmlora213
_ Environmental ﬁfs — 55 i @ Vibration Analysis — Time and Frequency Domain res...
) &)
< Pressure (mbar) ‘ X RMS speed (mm/s) .
976 10.05 0.11
é Humidity (%rH) A7 Acc Peak (m/s?)
— -0.67-0.98

>
§ Temperature (°C)

28.1

@ FreqMax Amp (Hz|m/s?)

598.92(0.17
598.92(0.36

© Vibration Analysis - FFT Domain

~

S7
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FRAGMENTATION is automatically used when the DATA frame lenght exceedes the maximum payload size allowed
An Uplink/Downlink mechanism is implemented in order to recover possible lost packages of a fragmented frame

x vz S
S U S S P S L S - LA i S v
SEEFETESTES IEETEE &
# o




Using the BLE Mobile App




. STBLESensor mobile app for Android and iOS

. .. . . Environmental, FFT, Plot Data
BLE Sensor App information in advertising ... S ’
and Predictive Maintenance Panels
= Environmental = FFT Amplitude 4 ) Plot Data H "= Board Pred Maintenance
ST BLE Sensor < Device List -
4 oE o :: fecaerometer . Acceleration Peak Status
\\\‘\‘ 24,4 [°C] s - == " X: Alarm
(oo ) 0 A e bk () 1020
€) CBMLoRa S - bk e 1020
ID: 00:80:E1:26:7D:8B l 975,02 [mBar] B A ¥: Alarm
Battery v - 21 Acc Peak (m/s*2): 10,71
c t Devi LoRaBLE V1.0,0 STDES. - =[7 Volt ~ ((oo) | ™ * 3o
onnect one Device G vone s -~ - Voltage - A ..
/ 003 B
T
Qe *
N N2y § w X:Warning
vy, o H
\ ,/ N g Frequency (Hz): 26,00
\ \ £l ik
0 CBMLoRa ), ,( Lo Ra - Max amplitude (m/s*2): 413
\ ¥ i % Y: Warming
ID: 00:BO:E1:26 ?E Be/ \\ II \\ con nect'on gt o A o . Frequency (Hz): 26,00
LORBLE V1.00 v/soee N status i M amplrude (mys2: 391
Battery Voltage 3758 mV ),\ - b . ) Z: Waring
Create a new @ N NetServer S R o Frquency 12y 200
1 1 \ / DETAILS . ExmvEz Max amplitude (m/s*2): 3,66
App|lca‘[lon \\I \ // Connected TS 17565 X: 28 ¥:152:0
\
/N | orNot
€) CBMLoRa A
ID:  00:80:E1:26/7D:BB \>/ \
LoRaBLE Vy{)_g // S}DEE \\ PDM 0 Board Report B @ Board Security ~
AN \ STM32 UID
@ AbOUt Eattery Yoliage R0 1Y \\ \ Version Firmware © Board Control -
©) .\ Asset -
=< \ e @ Board Settings ~
-—_ \
Choose App Theme ~~Ja Status ¥ Board Security ~ e C C
Good Use Custom Commands to
ST BLE Sensor K © Board Control N “Set Time | LoR ol
Version4.17.2 (120) Warning, control LoRa transmission
© 2022 STMicroelectronics @ Board Settings ~ 5
Alarm Set Name % Custom Commands ¥~
Set Time
Set Date

d /4
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STBLESensor mobile app for Android and iI0S

Open the BLE Sensor App and check the information in advertising

ST BLE Sensor €= Device List

€) CBMLoRa
ID:  00:80:E1:26:7D:BB
LoRaBLE V1.0.0 STDES
; _f-=--2
Connect one Device | &P ~——————\_—--- s Battery Voltage
Qe * |
\ S 1
N s //
\\ \\,’ /
\ ,/ \\ l/
€@ CBMLoRa "
A
ID:  00:80:£1:26:7D:85 # \\ J L
7 -
LoRaBLE V1.0.6 ssTpke “+_ LoRa connection status
(Battery Voltage 3758 mV ) ¢ -2
Create a new A& e NetServer connected or Not
Application 1 /
N/ \ 4
/\\ N/
© cBMLoRa,” s N
/7
ID:  00:80:E1:26 I[{BE \/\/ \\
/7 N
LoRaBLE V140.0 SETOEN |y
\
About (Batteg Voltage 4096 mV y S \
@ @@ * I\
~~~~~ AN
Choose App Theme i -\:\_‘ PDM Asset Status
SI B_LEE;-:T(?;E Good, Warning, Alarm
ersion:4.17.z 2
© 2022 STMicroelectronics

Ky 27
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STBLESensor mobile app for Android and iI0S

View Environmental FFT, Plot Data, and Predictive Maintenance Panels

24,4 [°C] '

0,050

. ffe
v 1 \ 0,040
\ U

0,030

0,020

0,000

0

1.000

2,000

FFT Amplitude

3.000

4.000

5.000

m X
my
mz

6000 Hz

DETAILS

Plot Data

Accelerometer

390
360
330
300
270
240
210
180
150
120

90

Accelerometer (mg)

. -

: %MLJ\

-120

-150

-180

TS:17565X:28Y:15Z:0

EXEYNZ

Board Pred Maintenance

Acceleration Peak Status

X: Alarm

Acc Peak (m/s*2):10,20
Y: Alarm

Acc Peak (m/s*2): 10,71
Z: Alarm

Acc Peak (m/s*2): 16,51

Frequency Domain Status

X: Warning

Frequency (Hz): 26,00

Max amplitude (m/s*2): 4,13
Y: Warning

Frequency (Hz): 26,00

Max amplitude (m/s*2): 3,91
Z: Warning

Frequency (Hz): 26,00

Max amplitude (m/s*2): 3,66
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STBLESensor mobile app for Android and iI0S

Use Custom Commands to control LoRa transmission

=  Board Configuration H =  Board Configuration :

Open the Board Configuration demo window and scrolling down access to

the Board Settings panel. © Board Report ~ @ Board Security A
Read Custom Commands section is used for fast reading/modification of STM3Z UIb ® Board Control .
parameters and to force sending of FFT frame or SUB frame by LoRa Version Firmware | poare oo
info £ Board Settings ~
Set Name
@ Board Security ~

O Board Control ~ Set Time
Set Date

2 Board Settings - :
Set Name 9, Custom Commands *~
[ Read Custom Commands ] (read_mcu_temperalure A
] Read MCU Temperature
Set Time read_mcu_time
Read MCU Time
Set Date read_mcu_date
Read MCU Date
SendFDMResByLoRa
Send FDM Results by LoRa
FrameLenght
\__Set Frame Lenght J

D S G
Kys 2
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Read Custom Commands (1/2) I

By pushing SendFDMResBylLoRa, Frequency Domain Measurements (FFT) may be sent by LoRa

= Board Configuration E

2 Board Settings
Set Name

Read Custom Commands
Set Time
Set Date

Send FDM Results by LoRa

SendFFT CANCEL oK
'\ CUStom Commands SendSubRanges

read_mcu_temperature \
Read MCU Temperature

read_mcu_time
Read MCU Time

read_mcu_date
Boad i nw

SendFDMResByLoRa

Send FOM Resulis by LoRa

FramelLenght
Set Frame Lenght

life.augmented




Read Custom Commands (2/2) I

By pushing FrameLenght, the frame size may be updated.
The user must be aware of the LoRa transmission conditions and decrease it by 2 (*)
i.e. maximum allowed (EU868, DR = 4:7) is 228 = 230 - 2

= Board Configuration E

2 Board Settings
Set Name

Read Custom Commands
Set Time
Set Date

Set Frame Lenght

Valid Value <= 228

A Custom Commands

CANCEL

read_mcu_temperature
Read MCU Temperature

read_mcu_time
Read MCU Time

read_mcu_date
Read MCU Date

SendFDMResByLoRa

Send FOM Results by LoRa

FramelLenght
Set Frame Lenght

r 1] @] < (*) RP002-1.0.3 LoRaWAN® Regional Parameters, 2021 Lora Alliance
Y/ 31
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- Using the Predictive Maintenance

Dashboard




Create a profile on TTN network server

& > C {Y @& thethingsnetwork.org 2 » 0O 2

- THE THINGS i i
NETWORK Learn Hardware Forum Community Conference Enterprise Q

Connect to
@ https://www.thethingshetwork.org
And create a user profile

We are a global collaborative
Internet of Things ecosystem that
creates networks, devices and
solutions using LoORaAWAN®.

S—

@ Push Start Building to
choose the network server

48.7M 151 11K 169.8K 201K 1.6M 14.8K 693 131K 18.9

‘ ’l & Messages today Countries Certified developers Members Gateways YouTube views YouTube subscribers GitHub stars GitHub commits Twitter foll
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Select Europe cluster in TTN network

&7 Home x = The Things Network Cluster Pick: X &7 Home x | +

m
b2
»
=
[T

& C {t & consolecloud.thethings.network

l"\\ THE THINGS

NETWORK
The Things Network Cluster Picker Europe 1
eul
Select a cluster to start adding devices and
@
7
Europel

eul - Dublin, Ireland

North America 1
nam1 - California, United States

Australial

aul - Sydney, Australia

S7
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Complete registration saving the

More information




Q, Search

+ Add application

S
x

@ EU1 Community

nplies (9

1 ©F Personal APl keys

User
IS

Generate an APl User key

S Open the Personal API keys
To generate a new key to use in
I the AWS PREDMNT DSH

S7
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THE 'I|II§ ﬁ‘

NETWORK

) Logout
&7 Home X W Personal APl keys - User-The T- X &% Home x | +
< CcC 0O @ eul.cloud.thethings.netwerk/console/user/api-keys AddAPI keys
Q Select Grant all current and future rights

THE THINGS STAGK 13 Overview O Applications o Gateways A% Organizations

Community Edition

Personal AP keys

API keys (2)

Name

Key ID

Q Create API key
U Please copy newly created APl key
You won't be able to view the key afterward

ﬁ + Add API key

Granted Rights

Application All  ClientAll 43

Application All | ClientAll  +3

35



Create a user profile on ST DSH-PREDMNT

W Personal APl keys - User-The Tt X | &7 Home
= T 0O 2

&7 Home X

<« C (Y @& dsh-predmntstcom
& User

ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS

= 7’ HOME CONFIGURATION DASHBOARD
=] Logout

05 Settings

PREDICTIVE MAINTENANCE PLATFORM

Dashboard and Device Management

1. Configure a device |h ﬁi’:ﬂ;:loyrr]?tlgrdevices for

1 and see live da

CREATED
DEVICES

CREATED
EDGES

3. Monitor your assets and
control them

Account Expiration

2022-10-20

Lys
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Add your LoRa application profile in

o

Dashboard settings

<« c O

LoRa Profile

Name T

cbmloragro

@ dsh-predmnt.st.com

HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS

Add LoRa Profile

TTNV3

PROFILE

eul

Add a new profile
using the TTNv3 API key

O,

[}

@ Insert Profile name

stdeslorable

Confirm the TTN
network server

TTNV3 v

®
@

NNSXS 4Y4QLN7L3FPF6XVDT332IBBUF2XDDIHVVAATJRI.FOB552ZUPWPL6E7B5U4I

NETWORK SERVER INTEGRATION

Confirm the Europe

Europe - !
region

Insert the TTN API key saved
before, and press SAVE

S7
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Add your LoRa device in the dashboard

&7 Home X  w Personal APl keys - User-The T X | &F Home X ‘ Ar = X
& C { @ d3b2vsowx045.cloudfront.net = ¥ & 0O a
= ‘,’ HOME CONFIGURATICN DASHBOARD ASSETS CONDITION MONITCRING SENSCR MAP DATA LAKE EVENTS & User 1

lite.cougmanted

%] Logout

PREDICTIVE MAINTENANCE PLATFORM o senor

Dashboard and Device Management

" . 2. Add your devices for
1. Configure a device T
CREATED
DEVICES

Add the device
to the Dashboard

CREATED
EDGES

3. Monitor your assets and o
el .u' 4. Look at overall status

s configured works lo Find the list of you es in the map, their status and
tention on waming and get control of all

Account Expiration

2022-10-20

Lys

life.augmented




Add your LoRa device in Dashboard

& C {Y & httpsy//dsh-predmnt.st.com/Dashboar

= ‘1’ HOME  CONFIGURATION HBOA ETS CONDITION MONITORING

Search Add Device
Find the new node in
DASHBOARD tab _ )
)GE GATEWAYS
p— o
@® LORA/ profile ttnv3test v
cbm211 .i.
.. . . . LORA_PARAMTERS ) ) )
Provisioning|keys available by terminal console Add a new device selecting your profile §
e " - B
@ O and LoRa Node security keys
EIﬁL ql.lU a _ ~ . - .
Compile 7 2oz 58 Lopenstn3z) 1122334455667738 0101010101010101
g%}‘{ggﬁ'gSgﬁ(z} — Bluetooth« Low Energy 5.8 and 882.15.4 module
Multiprotocol wireless 32-bhit MCU Arm«—hased Cortex«—M4/MB ;
Jich Unique device 132jfRg"l12233“5566778899"‘*‘““ 11223344556677889900AABBCCDDEEFF

Expansion #1 initialization... %% ATTRIBUTES
Expansion #1 initialized see

Expansion #2 initialization...se ; .‘_ y

... Expansion #2 initialized bleloratest

6:7D:BB | BLE Address
5 BLE Stack @ FUS release

LoRa MODULE READY

]ll.ml.‘u Device Keus for registration ———— LoRa EUI and Keys
) For device registration

Press ADD to complete the
registration of the node

CANCE
CANCEL

life.augmented



S7
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DSH-PREDMNT main page

= ‘ ,I HOME

CONFIGURATION

DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS

Device ID : stdes214

© Environmental @-s— 5s | @ Vibration Analysis — Time and Frequency Domain re...

}
= Pressure (mbar)

1012.7

0 Humidity (%rH)
& Temperature (°C)

26.5

© Vibration Analysis - FFT Domain

Environmental
Data

“ X RMS speed (mm/s)
1.21.0.64
o peaT;} 5 50 Vibration Analysis:
@ Maxamp | Freq (mis*| H2) Time Domain anc!
Frequency Domain

1.3 1.06
at 258 at 258 at 464 results

x Y [z P
20
5 Vibration Analysis:
« Frequency Domain (FFT)
0 = =P -
Battery
H
Voltage : o
Lo COE | O
Fragments 3d view -
Frlagdment Inclinometer
naex 1/5
4160 mV Angles
Alpha (X) Beta (Y) Gamma (Z)




S7
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DSH-PREDMNT Events page

HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP

DATA LAKE

EVENTS

X [ 2022-09-26

Events
Device ~ Event type - (B 2022-09-25
O O warning O s 0 critca
TIMESTAMP SEVERITY DEVICE
2022 Sep 26

ALARM stdes100
2022 Sep 26

A@IJ?M stdes100
2022 Sep 26 ALARM stdes100
2022 Sep 26

ALARM stdes100

IFORMATION

41




Open every events to understand the root cause

A EVENT DETAILS

& stdes100

Peak Accelaration

INFORMATION
I& Acc - Y Peak threshold exceeded
Threshold
ALARM




DSH-PREDMNT DATA LAKE page

= £Y’ HOME CONFIGURATION DASHEOQARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS
|.!C.\’_'.\._]"|_'I'|'¢ﬂ
Devices and Time Periods Select devices Select time perioc
stdes100 N Last month
Select, from your collection, the devices and the historical time period for the download.
stdes100
O Environmental .":-}
. a2
Telemetry Domains O Tou s
O rom Y
Select, for each device, the domain of measures related to be included into the download.
D Acoustic LE}
D Inclinometer e
O Battery =
Start download
RESET
Click on the download button to execute the operation.

S7
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ST DSH PREDMNT: Live Data, Events and Data Lake

— ‘ - _ - - - [
= ,’ HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS -
D :
A A
Device ID : cbmlora213 : = Kj’f HOME  CONFIGURATION  DASHEOARD  ASSETS CONDITIONMONITORING — SENSOR Ma ATALAKE ~ EVENTS
© Environmental @-s— 55 | @ Vibration Analysis — Time and Frequency Domain res... @-s—5s A EVENT DETAILS x
Events
P ¢ @ stdes100 & --
L pressure (mban) ‘ X RMS speed (mm/s) e . o 00
976 -0.05-0.11
O O O ert 3.2 mis
O Humiditv (%rH) A7 Acc Peak (m/s?) |
- 0.67-0.98
I Temperature (°C) @) Freq|Max Amp (Hz|m/s?)
28.1
2022 Sep 26
ALARM stdes100
598.92(0.17 -
;‘ﬁm ———————— stdes100
598.92|0.36 2022 Sep 26 ~ )
ALARM sides100
- 0zz sep s ALARM stdes100
©@ Vibration Analysis - FFT Domain @-s— 30s - '
2>
o s N D 0
04
03
}. 02 = ‘1’ HOME CONFIGURATION DASHBOARD ORING DATA LAKE E s
g 0 -
0.1
Devices and Time Periods
o | ) | "y P | stoas100 T Lastmoun
S 4 P Vs v o & g P o e slect, from your collection, the devices and the historical time period for the downioad
P ST T I T LS EF ST ST T T F SIS & s
R TIFFEFSF TP FLTFIFLTSF TS &S FeFgd
stdes 100
H
' ¢: D = = a4
—> Telemetry Domains O o -
Loa power ] © metmometer : i oo e
O st L
Fragments savEw e O oo
O sateny B
1/1 Start download
RESET
4000 mv .

r Alpha (X) Beta (Y) Gamma (Z)
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References

Documents available in related tab of each products webpage

d

X : System platform with multiconnectivity and multisensors for lloT application — HW Data brief Hardware

X : STDES-CBMLoRaBLE test report — HW Testing report

X : LoRa connectivity for Condition-Based and Predictive Maintenance in Smart Industry
d

X : Software package for the STDES-CBMLoRaBLE multiconnectivity and multisensor industrial solution — SW Data brief
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: BLE sensor application for Android and iOS

R/
0’0

. Cloud based web application for condition monitoring and predictive maintenance
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https://www.st.com/en/evaluation-tools/stdes-cbmlorable.html
https://www.st.com/resource/en/data_brief/stdes-cbmlorable.pdf
https://www.st.com/resource/en/technical_note/tn1429-stdescbmlorable-test-report-stmicroelectronics.pdf
https://www.st.com/resource/en/brochure/lora-connectivity-for-condition-based-and-predictive-maintenance.pdf
https://www.st.com/resource/en/schematic_pack/stdes-cmblorable-schematics.pdf
https://www.st.com/resource/en/bill_of_materials/stdes-cmblorable-bom.pdf
https://www.st.com/resource/en/board_manufacturing_specification/stdes-cbmlorable-gerber.zip
https://www.st.com/en/embedded-software/stsw-cbmlorable.html
https://www.st.com/resource/en/data_brief/stsw-cbmlorable.pdf
https://www.st.com/content/st_com/en/products/embedded-software/wireless-connectivity-software/stblesensor.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/en/applications/iot-for-smart-industry.html
https://www.st.com/en/applications/factory-automation/smart-sensor-nodes.html
https://www.st.com/en/applications/factory-automation/edge-processing.html

Our technology
starts with You

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.

life.augmented


http://www.st.com/trademarks

	Default Section
	Slide 1: STDES – CBMLoRaBLE System solution for IIoT applicatons with  Multi Connectivity and Multi Sensors
	Slide 2: Agenda
	Slide 3: STDES-CBMLoRaBLE: Application Overview
	Slide 4: Industrial IoT Application Scenarios
	Slide 5: IIoT enabling different smart applications
	Slide 6: STDES-CBMLoRaBLE: Multi connectivity platform overview
	Slide 7: STDES-CBMLoRaBLE: Hardware Description
	Slide 8: STDES-CBMLoRaBLE: Hardware description
	Slide 9: STDES-CBMLoRaBLE: Hardware details
	Slide 10: STDES-CBMLoRaBLE: Kit details & assembly solutions
	Slide 11: STDES-CBMLoRaBLE: System Setup
	Slide 12: STDES-CBMLoRaBLE: Connection Scenarios
	Slide 13: Industrial connectivity for STDES-CBMLoRaBLE
	Slide 14: STDES-CBMLoRaBLE: Multi connectivity application overview
	Slide 15: STSW-CBMLoRaBLE: Firmware Overview
	Slide 16: Firmware architecture based on Sequencer
	Slide 17
	Slide 18: STSW-CBMLoRaBLE: Embedded Processing
	Slide 19: Time and Frequency domain analysis with MotionSP
	Slide 20: Predictive Maintenance Status Messages
	Slide 21: Inclination measurement
	Slide 22: STSW-CBMLoRaBLE: LoRa Dynamic Frames
	Slide 23: Frames transmission scheme
	Slide 24: STDES-CBMLoRaBLE LoRaWAN architecture
	Slide 25: Using the BLE Mobile App
	Slide 26: STBLESensor mobile app for Android and iOS
	Slide 27: STBLESensor mobile app for Android and iOS
	Slide 28: STBLESensor mobile app for Android and iOS
	Slide 29: STBLESensor mobile app for Android and iOS
	Slide 30: Read Custom Commands (1/2) 
	Slide 31: Read Custom Commands (2/2)
	Slide 32: Using the Predictive Maintenance Dashboard
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45: References
	Slide 46


