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Fast-track your embedded security journey

Discover the STM32Trust TEE Secure Manager

for STM32H5 MCUs
STM3? v .
Trust




Embedded security

What are developers typically trying to achieve?

Easily protect my critical
data & secrets and those
of my end customers

Locally

(ﬁj During

- @

Remotely
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Easily protect my IP and my
partner’s IP in a strong and
effective way

During development

jﬁ In the field

Easily & securely connect
to clouds & servers without
painful digital identities
management

Data protection

LQT Secure
updates

Registration

Devie life

cycle




Discover the Secure Manager

Secure Manager

Atrusted execution
environment (TEE) integrating
core security services

A set of turnkey security services developed, maintained, and certified by ST

Addressing your security requirements



STM32H5 security offer
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A scalable security offer to address your needs

Choose your preferred security track, from secure hardware to the
entire STM32Trust function coverage

Secure Boot

Application Secure Install
—= /) Innovate faster! Lfe Gyelo Dpsic
Secure Secure
E Your application et Slnge
Software P
Security services Protection Isolation
Abnormal
Sili Devi Situati
7 Root of trust ey
Secure boot & install psacertified”
level three
Identification Crypto Engine
Authentification
Secure hardware \/ Attestation
Audit/Log

SESIP"
The 12 STM32Trust security functions

life.augmented



Addressing the security challenges & gaps

Anure €3
. adws
Security challenges ® 5 oo [

900-1 * enisam

(.’,33 ioxt AP g
for our customers oT security @ -l =
certifications T ONIST s

_ Time to & regulations e
A
a0 ‘” l
'

More effort to obtain
Developers

Scalability, certification, maintenance

core security hardware and services

Multiple devices

Hardware
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STM32Trust TEE — Secure Manager
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Accelerate your time to market

A simplified customer journey

Secure Manager

Seamless cloud/server support

Atrusted execution
environment (TEE)
Integrating core security
services

Supporting remote provisioning

Multi-tenant IP protection

The first MCU supplier to offer a certified and maintained TEE solution to customers
—— -
. -
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What are the main benefits of I
using the Secure Manager

The Secure Manager reduces the cost of enhanced security

®\ 3
Secure

Skilled resources manufacturing

d’b‘

Lo/

Robustness & Digital identities
certification & secrets
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STV N TeE Secure Manager overview

Enhance security while reducing costs and complexity

@ Multitenant IP protection

« Multiple business case made possible
» Isolation for confidentiality at installation & runtime
* Protected development flow

f Simplified customer journey

« Turnkey TEE security solution including services
» Full certified secure implementation

. Trustzone® complexity abstraction

» Designed for LTS — long term service

- Arm® PSA API compliant
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STM32

Trust TEE

Protect IP and simplify the journey to strong security

Secure Manager
on STM32H5 MCU

psacertified”
level three

Y
SESIP3

Scope of
Secure Manager
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TrustZone®
Non secure Secure
Un-privileged or Un-privileged
Privileged . i

Application

Real-time OS

PSA API

Trusted app 1
Trusted app #
o e s e s s

ST platform ownership

Turnkey set of security services

Arm® PSA APl compatible

Modular secure update capable

Secure Manager Core to handle isolation
Multi-tenant software IP protection
Designed for Long-Term-Support

To be certified and maintained by ST

Optimized certification properties
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STM32
Trust & TEE

Ly C —-
ST CA PubK
8]

In-factory

provisioned identity
— - 2 x key pair + 2 x certificate
STCAPUDK | 1k *  Pre-provisioned on STM32H5 by ST
=1 ol ° ST CA public key
i.éog sk | © PSA or USER Attestation

. Service developed by ST
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STM32H5 - Attestation
Avallable thanks to Secure Manager

~_Request certificate
o/
| sTM32H5 Send certificate w PubkK

[,,o,_l

——

ST CA PubK

Send challenge with random

| o/ 1
b STM32H5 Verify random encrypted

Qo

&

ST CA PubK

[,’Q\_I

EAT Token request

o7
| smaais CSR with HW+SW R

Qv

——

ST CA PubK

:I:ll! %

Arm® PSA Initial attestation
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STM32H5 - Digital identities
Avallable thanks to Secure Manager

PSA initial attestation User attestation
— ST#(“;A PubK @ — - @
o [F] [F:|

ST CA Privk ST CAPrivK ST CA PubK gt
X509 PubK Privk X509 Pubk Privk
« Key pair + Certificate « Key pair + Certificate
Pre-provisioned on STM32H5 by ST manufacturing * Preprovisioned on STM32H5 by ST manufacturing
« ST CA public key « ST CA public key
Distributed to service providers distributed within the Secure Manager
. Attestation via PSA Attestation APIs * Attestation via PSA Cryptographic APIs

Get the initial attestation token (EAT Token)

Hardware revision / Device lifecycle / software components

Kyy 13
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Development and installation
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STM3?2 Secure Manager
[TUSERTEE Development kits

Simplifying developers’ experience to ensure security in embedded

systems

SMAK
To develop applications using
security services

Documentation

Documentation

Downloaded from

| STM32CubeH5 i Application
license SLA0048 exam pIeS X-CUBE-SMDK-H5
(demonstrating Available on demand
PSA APIS) (encrypted binary)

Downloaded from
STM32TRUSTEE-SM
(encrypted binary) T

license SLA0044

‘ IS Only f
’l A deverlloypr(r::rent 15
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Signed LLA

Secure Manager Secure Manager

for prod. for development



https://www.st.com/en/embedded-software/stm32cubeh5.html
https://www.st.com/en/embedded-software/stm32trustee-sm.html
https://www.st.com/content/ccc/resource/legal/legal_agreement/license_agreement/group0/39/50/32/6c/e0/a8/45/2d/DM00218346/files/DM00218346.pdf/jcr:content/translations/en.DM00218346.pdf

How to evaluate the secure manager
Focusing on application using security services

1. Download — SMAK examples Non secure Secure

SMAK o1 o S
API call examples i .é_‘ < ij
vl Download the Secure Manager binary A B 8
Firmware update <> g =1 B g g

= = p]
Storage @ +>_ L% = S‘ < %

. . =

3. Configure & install Secure Manager  batch Cryptography =" >
. . SM Core >
. Start w/ default settings (or configure ITS, Memory, Key, DA) Attestation <> %

| ST uRoT

4. Build and load the NS project batch

» Application can be modified/debugged

« Security APIs can be used
* Based on examples provided

* Secure area is protected -TEE locked

How_to_start with_Secure_Manager_on_STM32H573 @

"_, Wiki y
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https://www.st.com/en/embedded-software/stm32cubeh5.html
https://www.st.com/en/embedded-software/stm32trustee-sm.html
https://wiki.st.com/stm32mcu/wiki/Security:How_to_start_with_Secure_Manager_on_STM32H573
https://www.st.com/en/evaluation-tools/stm32h573i-dk.html

How to develop a secure module
with SMDK

1. Download CubeH5 Non secure Secure

2. Sign license - contact your ST representative

3. ‘
"Ml Configure & Install Dev. Secure Manger —
Module

5. Build and load the project batch

Secure [Module

o)
o)
@©
C
@©
=
)
-
S
(&)
o)
0p]
>
)
O

STM32H573I-DK

« Module can be modified/debugged

* Interface with secure module via APIs

A sVDK is ONLY for development Getting started SMDK
"l Wiki 17
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https://wiki.st.com/stm32mcu/wiki/Security:SMDK
https://www.st.com/en/evaluation-tools/stm32h573i-dk.html

Secure Manager

8 Protected by Module Key

B ety o1 o o 0 Preparation & installation flow

Application creation flow OEM installation flow

OEM

Multi-tenant . o OEM
IP modules N Initial/virgin ersonalized
X- CUBE SEC-M-H5 State P
OEM OEM product
Application Secrets
OEM l . OEM
H Secrets
KEY : Fodue 2
BN STM32 N Trusted Package N |
) CubeProgrammer Creator -
Image
Module 2 OEM OEM
Application Secrets

18
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Documentation
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STM32Trust web page
STM32CubeH5 —inc. APl & SMAK examples
STM32H5 RM0481

STM32TrustTEE-SM web page
« X-CUBE-SEC-M-H5 H5 SM binary
 Reference manual

Online trainings

X-CUBE-SMDK-H5 SMDK - on demand
Discovery kit with STM32H573
STM32H5 security FAQ

Secure Manager Blog article

Lys
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Documentation and useful links

®

Wiki

 Wiki security
o Wiki Security H5
 WIiki Secure Manager

» Getting started with H5 security

o ST Community specific tags
» Secure Manager
« STM32H5 Series

 |oT kits including Secure Manager
« Azure X-CUBE-AZURE-H5
« AWS X-CUBE-AWS-H5

20



https://www.st.com/content/st_com/en/ecosystems/stm32trust.html
https://www.st.com/en/embedded-software/stm32cubeh5.html
https://www.st.com/resource/en/reference_manual/rm0481-stm32h563h573-and-stm32h562-armbased-32bit-mcus-stmicroelectronics.pdf
https://www.st.com/en/embedded-software/stm32trustee-sm.html
https://www.st.com/en/embedded-software/stm32trustee-sm.html
mailto:https://www.st.com/resource/en/user_manual/um3254-secure-manager-for-stm32h573xx-microcontrollers-stmicroelectronics.pdf
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training.html
https://www.st.com/en/evaluation-tools/stm32h573i-dk.html
st.com/resource/en/product_presentation/faq-security-stm32h5.pdf
https://blog.st.com/stm32trust/
https://wiki.st.com/stm32mcu/wiki/Category:Security
https://wiki.st.com/stm32mcu/wiki/Category:STM32H5
https://wiki.st.com/stm32mcu/wiki/Security:Secure_Manager_for_STM32H5
https://wiki.st.com/stm32mcu/wiki/Security:Getting_started_with_STM32H5_security
https://community.st.com/t5/security-mcu/bd-p/mcu-security-forum
https://community.st.com/t5/forums/postpage/board-id/mcu-security-forum
https://community.st.com/t5/forums/filteredbylabelpage/board-id/mcu-security-forum/label-name/stm32h5%20series
https://www.st.com/content/st_com/en/products/embedded-software/mcu-mpu-embedded-software/stm32-embedded-software/stm32cube-expansion-packages/x-cube-azure-h5.html
https://www.st.com/content/st_com/en/products/embedded-software/mcu-mpu-embedded-software/stm32-embedded-software/stm32cube-expansion-packages/x-cube-aws-h5.html

Partner

Program

v
S

S7
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Partner support services
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Partner
Program

1S7; | qad

V5

Annual subscription per platform
Customer code implementation questions
Customer code optimization questions
Number of tickets

Assistance directly from ProvenRun
Dedicated team and direct access to experts

Support on current major version

Support on one previous major (LTS) version

Debug on your target hardware

Response time

Ly
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PROVENRUN

STM32Trust TEE Secure Manager
Service offering from PROVENRUN

Standard Premium
PROVENRUN

$15k $35k
e ST Partner since 2018
* Deep proven security expertise
Unlimited Unlimited ¢ Long-term support
* Know-how from various fields of application
— Automotive, industrial, aerospace
— ngment and others o
y * Dedicated support tools for tracking tickets
v -
* Terms & conditions — please contact us
5 business 2 business
days days

Contact: sales@provenrun.com

22



mailto:sales@provenrun.com
mailto:sales@provenrun.com

G7 STM32Trust TEE Secure Manager

[ dad

= Additional services from PROVENRUN

Optional services Professional services

* Expert coaching, code optimization

* Proactive security monitoring of the
client's platform

* Secure Manager coding training

: * Cybersecurity landscape overview
* Debug on closed third-party OS, access y y P

to specific IP - Regulation: CRA, NIS2, RED,...
: e Scheme: CC, SESIP, 21434, 62443, ...

* Support all previous LTS versions as e Certification coaching

well as Customer target hardware : o
(based on ST Platform) 7 EEe CEAlien
: * Certification framework definition

* Certification project monitoring
v’ cost, delays
* Interface with Lab/Certification Body

* [aster response time for severe issues

v

Contact: sales@provenrun.com

Ly
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Conclusion & takeaways
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Embedded security
What are developers typically trying to achieve?

Easily protect my critical
data & secrets and those
of my end customers

Easily protect my IP and my Easily & securely connect
partner’s IP in a strong and to clouds & servers without
effective way painful digital identities

management
Locally

During development Data protection

@ During
communication

LQT Secure
updates
Registration d

jﬁ In the field % |
Device life

cycle
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STM3?2
Trust TEE

Accelerate your time to market

Application

Life Cycle
Secure
Manufacturing

Silicon Device

Identification
Authentification
Attestation

Life Cycle
—/ !

Secure Boot

Audit/Log

Secure Manager

Secure Install
Update

Software IP g
Protection Isolation
* STM32 .

Abnormal

Situations
Handling

N

Crypto Engine

STM32H5 MCU

v
SESIP3 psacertified™

Target certifications

26



Our technology
starts with You

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.

All other product or service names are the property of their respective owners.
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