ST33KTPM

New generation of TPM for Consumer
and Industrial systems

Future-proof Trusted Platform Module expanding trust from personal
computing to connected devices

ST33KTPM is the latest addition to the
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ST33KTPM | New generation of TPM for Consumer and Industrial systems

e TCG TPM 2.0 latest specifications compliant (Rev. 1.59)
e Extended cryptography support
(up to RSA 4096, ECC NIST P256 & P384, EC BN256,
SHA1, SHA2-256 & 384, SHA3-256 & 384,
AES 128-192-256)
e TCG compliant SPI or I2C interface selectable dynamically
¢ Non-volatile memory (200 kB)
e TPM firmware upgrade through fault tolerant loading
process
e TPM firmware & critical data self-recovery
(NIST SP800-193)
e Consumer and Industrial JESD-47 qualifications
e Available in thin UFQFPN32 standard package and small
footprint package WLCSP24
e Extended operating temperature range (-40°C to 105°C)

e Expansion board for Raspberry PI® and STM32MPx MPU
for both SPI and I2C interfaces

e Software package with use cases and utilities
(firmware upgrade)

¢ Windows HLK certification and major Linux distributions
support
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ST33KTPM products received the following certifications:

e Common Criteria EAL4+ conformant to TCG Protection
Profile augmented with resistance to high-potential attacks
(AVA_VAN.5)

® TCG certificate
and is compliant with FIPS 140-3 certificate with physical
security level 3

To check the certification status, please refer to the list of
certified products on the relevant websites.

ST33KTPM products are designed to support the following

evolutions through firmware upgrades

e Cryptographic services for EV charging standard
ISO15118-20

e Future TCG standard versions

e Post-Quantum Cryptography (SP800-108, FIPS 203 and
204) and

e Security improvements to thwart new security attacks

ST33KTPM products benefit from advanced hardware and
software security protections against state of the art logical
and physical attacks.
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