STM32Cube SW
expansion
Secure boot & secure firmware update

Efficient solution for secure firmware install and upgrade of embedded
applications

The X-CUBE-SBSFU allows to start the root of

trust chain thanks to a Secure Boot mechanism KEY FEATURES & BENEFITS

verifying the firmware identity loaded into the « Secure Boot module

MCU, and to perform Secure updates once in the « Execution with Root of trust service

field. These 2 functions will prevent unauthorized « Application authentication and Integrity check before
software and their updates to run no the platform. execution

A Secure Engine module is also presents to « Secure Firmware Update module

execute cryptography and secure key storage. « Detect new EW version to install

» Manage FW updates (check unauthorized updates or
unauthorized installation)
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STM32CUBE SW EXPANSION SECURE BOOT & SECURE FIRMWARE UPDATE

A secure boot and secure firmware update software expansion for LEARN MORE
STM32Cube

Secure Boot (Root of Trust services) checks and activates STM32 security mechanisms, by verifying

the authenticity and integrity of user application code before every execution to ensure that invalid or
malicious code cannot be run.

The Secure Firmware Update application receives the encrypted firmware image, checks its authenticity,
decrypts it, and checks the integrity of the code before installing it.

X-CUBE-SBSFU is built on top of STM32Cube software technology, making the portability across
different STM32 microcontrollers easy.

It is provided as reference code to demonstrate the state-of-the-art usage of STM32 security protection.
The X-CUBE-SBSFU Expansion Package comes with examples running on the STM32F4 Series,
STM32F7 Series, STM32G0 Series, STM32G4 Series, STM32H7 Series, STM32L0 Series, STM32L1
Series, STM32L4 Series, STM32L5 Series and STM32WB Series.
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X-CUBE-SBSFU
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High-performance MCUs Ultra-low-power MCUs Mainstream MCUs Wireless MCUs
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