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Product summary

Order code SPC58-HSM-FW
Reference SPC58 HSM Firmware
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SPC58 HSM Firmware

Features

»  SHE v1.1 specification and only for SPC58-HSM-FW extension for 20NVM user
Keys for AES128, AES256, RSA, ECC, HASH and HMAC

* AES-128, AES-256 bits. Supported modes are:

ECB (Electronic Codebook Mode)

CBC (Cipher-Block Chaining) with support for ciphertext stealing

—  GCM (Galois Counter Mode)

- CMAC

*  AES256 HASH and HMCA support services (only available for SPC58-HSM-
FW)

- MD5
—  SHA-1
— SHA-224
—  SHA-256
— SHA-384
— SHA-512
»  Elliptic Curve
+ RSA
—  PKCS#1v1.5 1024
—  PKCS#1v1.52048
—  PKCS#1v1.53072

- ECDSA

- ECIES
-~ NIST_P_256
—  NIST_P_384
—  NIST_P_521

— BRAINPOOL_P256R1
— BRAINPOOL_P384R1

Description

The SPC58-HSM-FW and the SPC5 Software Cryptography Library provides an
exhaustive set of software algorithms and ready-to-use examples for symmetric and
asymmetric Encryption/Decryption, message authentication and Random Number
Generation. The SPC58 HSM Firmware is a SW product that can be ordered at ST
sales office. The SPC5 Software Cryptographic Library is an SPC5Studio Eclipse
plug-in, available for free download on www.st.com. The software library can run on
the whole SPC5 microcontroller family. On SPC564B/EC MCU'’s, AES-128 ECB/CBC
Encryption/Decryption, CMAC Message Authentication, Keys access lock/unlock,
secure Key loading/update and Random Number Generation are implemented by a
hardware dedicated peripheral (CSE accelerator) to guarantee minimum CPU load
and maximum security level (a complete set of software drivers are available as part
of SPC5Studio suite www.st.com/spchstudio). SPC58 HSM Firmware exploits the
embedded HSM co-processor supported and can run only in microcontroller with
HSM.

www.st.com

For further information contact your local STMicroelectronics sales office.


http://www.st.com/en/product/SPC58-HSM-FW
http://www.st.com
https://www.st.com/en/development-tools/spc5-studio.html?sc=spc5studio
http://www.st.com/en/product/SPC58-HSM-FW
http://www.st.com
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Supported algorithms

1 Supported algorithms

1.1 AES algorithm

The advanced encryption standard (AES), is a symmetric cipher algorithm that can process data blocks of 128
bits, using a key with a length of 128, 192 or 256 bits.

The cryptographic library includes AES 128-bit, and 256-bit modules to perform encryption and decryption in the
following modes:

. ECB (Electronic Codebook mode)

. CBC (Cipher-Block Chaining) with support for Ciphertext Stealing
. GCM (Galois Counter mode)

. CMAC

1.2 RNG algorithm

The security of cryptographic algorithms relies on the impossibility of guessing the key. The key has to be a
random number, otherwise the attacker can guess it.

Random number generation (RNG) is used to generate an unpredictable series of numbers. Only for SPC5
Software Cryptography Library the random engine is implemented in software using a CTR_ DRBG based on
AES-128, while a True RNG is available for SPC58 family and a dedicated API is provided by SPC58-HSM-FW.
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HASH algorithm

1.3 HASH algorithm

This algorithm provides a way to guarantee the integrity of information, verify digital signatures and message
authentication codes. It is based on a one-way hash function that processes a message to produce a small
length / condensed message called a message digest.

The SPC5 Software Cryptography Library includes functions required to support HASH/HMAC modules to
guarantee the integrity of information using the following modes:

- MD5
+  SHA-1
+  SHA-224
- SHA-256
+  SHA-384
+  SHA-512
1.4 RSA algorithm

RSA algorithm is a public key cryptographic algorithm designed by Ron Rivest, Adi Shamir, and Leonard
Adleman. RSA labs specified some public key cryptographic standards leveraging it.

The Cryptography Library includes functions required to generate and verify digital signatures and encryption /
decryption using PKCS#1v1.5 standard:

. RSA PKCS#1 v1.5 1024
. RSA PKCS#1 v1.5 2048
. RSA PKCS#1 v1.5 3072

1.5 ECC algorithm

Cryptography Library supports ECC Elliptic Curve Cryptography (ECC) operations for elliptic curves defined over
prime fields.

Supported functionalities includes ECC key pair generation, ECDSA (Elliptic Curve Digital Signature) and ECIES:
. NIST_P_256

. NIST_P_384

. NIST_P_521

. BRAINPOOL_P256R1

. BRAINPOOL_P384R1

DB3972 - Rev 1 page 3/6



<71 SPC58-HSM-FW
Y/

Revision history
Table 1. Document revision history

17-Sep-2019 1 Initial release.
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IMPORTANT NOTICE - PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please refer to www.st.com/trademarks. All other product or service
names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2019 STMicroelectronics — All rights reserved
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