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Building safety and security overview

Building automation g
central server pPC P _ '
eeeeeee T

Server layer Access point Ethernet, Wi-Fl Internet device/web browser
Gateway/Switch Key appllcatlons'
Ethernet, wireless = Fire and life safety system
Network layer —— p—l Smoke & heat detector
L Gas and flame detector
— Digital alarm communicator
= Remote annunciator
Interaction layer

Voice & audio amplifier

SLC loop, relay, 24-VDC, BACnet, Ethernet, 3 )
wireless, RS-485 loop interface, KNX Sl A, il e

X~ Smart Lock and access
8 Smart lock
= Central alarm system
P % Video doorbell
(K e
Terminal layer @

Fingerprint/3D face/Iris recognition

mn T

= Video surveillance system
NVR/DVR
Smart Lock IP network camera
r, Fire and life safety system and access control Video surveillance system Analog video surveillance systems
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Protection & Filters solutions for smart locks, video
doorbells, and central alarm panels

SM15T series HSP053-4M5 ESDZL5-1F4 HSP053-4M5 ESDA14V2BP6
SMA6J series oatal | ECMF4-40A100N10 (differential lines) ESUZVs1BRe
EMIF08-LCD04M16 (parallel link) : ()

Charging connector - ESDZV5-1BF4 (integrated solution)

Battery (Vgys; Vearr) USBLC6-2SC6 ESDZV5H-1BU2 Vbus and CC lines | TCPP01-M12
ESDAXP series

SiE seres | spcard USB 3.x type A
SMAGJ series

USB Type-C®

EMIF06-MSD02N16
] -1U1M
EMIFO6-HSDO3E3 ESDZV5-1BF4 Vous | ESDA7P120-1U
POE USBLC6-2SC6
oo HSP053-4M5
SMAG6J series * ECMF2-40A100N6

SM15T series

ESDZX168B-1BF4

‘,I 3

, * Under development
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Antennas
Complete BOM link Wl' FI 3 Bl UetOOth

Antennas are ESD protected according to IEC 61000-4-2 level 4

Very low harmonics generation ensures no disturbance in application

RF power = 23 dBm

(Voenx = 4.5 V with 50 Q load) Ve 216 V
Alternative signal Bidirectional device
f=24GHz Extra low capacitance = 0.12 pF ESDZX168B-1BF4
f=5.0 GHz Bandwidth >40 GHz
. H3 = -61 dBm @ 23 dBm, f = 2.4 GHz Band
Very low harmonic <41dBm @ 23 dBm H3 = -62 dBm @ 23 dBm. f = 5.0 GHz PaSS
Needs for Bluetooth antenna Product key parameters Fllter

RF power = 20 dBm

(Vpeax = 3.2 V with 50 Q load) Vam=16V

x ESDZX168B-1BF4

Alternative signal Bidirectional device
Extra low capacitance: ESDZX168B-1BF4
0.12 pF - Bandwidth >40 GHz —

f=24GHz

o

Very low harmonic <41dBm @ 20 dBm H3 =-70 dBm @ 20 dBm, f = 2.4 GHz

| | |

Socket specifics ST product ST recommended

,I parameter impact product 0201 Q. Block diagram or schematic
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Antennas
Complete BOM link N FC re ad er

Antennas are ESD protected according to IEC 61000-4-2 level 4
Very low harmonics generation ensures no disturbance in application

NFC reader needs Key product parameters ST solutions

Max voltage = 18V Vigg 2 18V

uz —l \Ica

Alternative signal Bidirectional device el [—" ] PN i i |
L . le, g2  —
f = 13.56 MHz, Line capacitance must be well  Extra low capacitance = 0.12 pF — |, T £ csomcesion |
below the value of matching capacitance Bandwidth >40 GHz ESDZX168B-1BF4 | *~ . —é-uj_ T ¥ s
TRIMZ —— _;:u"u’\ T B iz i 1 = I— Antenna

Very low harmonic < 41 dBm @ 20 dBm H3 = -65.8 dBm @ 20 dBm, f = 2.4 GHz RFiz _|j ] &

NFC Reader !
IEC 61000-4-2 level 4 Contact discharge: 12 kV
8KV contact / 15 kV air Air discharge: 30 kV

0201 %~

Ky 5
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Complete BOM link

USB 2.0 type A

Complete solution portfolio for USB granting flexibility in design
All sockets are ESD protected according to IEC 61000-4-2 level 4

USB2.0 (D+/D-) needs
Voltage <3.6 V

Positive signal

Data rate: 480 Mbps
Maximum equivalent frequency 240 MHz

Avoid Wi-Fi antenna desense
(2.4/5 GHz)

IEC 61000-4-2 level 4
8 kV contact/15 kV air

USB2.0 (Vbus) needs
Voltage 5.5V
Positive signal

Need to withstand 8/20 ps surge
(IEC 61000-4-5)

IEC 61000-4-2 level 4
8 kV contact/15 kV air

Lys
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Product key parameters ST solutions

VRM = 5.25 V
Unidirectional USBLC6-2SC6
Bandwidth : 3 GHz USBLC6-2SC6 (L)
Bandwidth : 18 GHz HSP053-4M5 HSP053-4M5
CMF rejection 2-15dB (pitch 500um)
(2.4 t0 6.5 GHz)

ECMF2-40A100N6

Contact discharge: 28 kV
Air discharge: 215 kV

Product key parameters ST solutions

VRM = 5.5 V
Unidirectional
Ipp Up to 120 A ESDA7P120-1U1M

Contact discharge: >30 kV
Air discharge: >30 kV

USB type A/B/uB
Vbus -
g <__]
S
IL.I::
d Dm 1/01f /ol _
: 20di££=900hm
Vbus ‘ | ewp Wbus | \_u_O D-
BPS e .||| Pt | ||. o
GND |—— Do 1/02 LHTHJUM <__>
USB Type A connector USBLCB-2SCB
! . >Vbus
i ESDA7P120-1U1M
D+* Dt IC
APy IS
Vbus Do == - e D-
DM || ‘ -
GBS - 7041 ££=900hn
| GND e,
— [ 1
—  ECMFO02



e (A
5 ———
Pl - I
3 /= q.;,y: ADN /:// 20NV
ie) < - i 1
(= 8 1 H 1 [ : (W)
-_g (44} 1 i : ug:v : 5 [] u'g'.»
© Q o 1~ - ] "
% cc}l) (0] 10 20 30 40 50 60 70 80 90 100
o=
<
w 9V -27 W 15V -45W
o D+/D- ASIP = ESD + CMF: ECMF2-40A100N6 // standalone ESD: USBLC6-2SC6
™
E SSRx / SSTx ASIP = ESD + CMF: ECMF4-40A100N10 // standalone ESD: HSP053-4M5
n
= CC1/CC2 ESDZV5-1BF4 ESD141-1BU2* ESDZ161-1BF4* ESDALC20-1BF4
o
All % SBU1/SBU2  ESDA6VIL ESDA14V2L ESDA25L ESDA25L
5 ESDA7P60-1U1M
= Vbus ESDA7P120-1U1M ESDA13P70-1U1M ESDZ161-1BF4* ESDA25P35-1U1M
§ u ESDA8P30-1T2 SMAJ12A-TR SMAJ18A-TR SMAJ24A-TR
SMAJ6.0A-TR
Sink YES TCPPO1-M12
Source YES TCPP02-M18
DRP YES TCPP03-M20 TCPP series is compliant with USB Power Delivery
=myy Standard Power Range up to 100 W (5, 9, 15, 20V / 5 A)

“product under development



Ethernet port

Complete BOM link

HSP series is compliant with all Ethernet lines
All sockets are ESD protected according to IEC 61000-4-2 level 4

Needs for Ethernet 10/100M Product key parameters ST solutions

Voltage: <3.0 V Veu23.0V ;

3

Positive signal Unidirectional USBLC6-4SC6 ot

o5

I?Aata}r:latri: o t'o 1I0(r)1t|¥|r2ps ency 100 MHz Bandwidin > 800 MHz ASPOS3-4N5 .
aximu eqU|Va e qu y (pItCh Sooum) ; .
IEC 61000-4-2 level 4 Contact discharge: 215 kV o cHsaND [

8kV contact / 15 kV air Air discharge: 215 kV
Needs for Ethernet 1G / 10G Product key parameters

1GEthernet voltage: 2.5V 7]

10GEthernet voltage: 1.0V Viu 2 3.3V 2

3

Positive signal Unidirectional (bidirectional -

9 also suitable) HSP053-4M5 s

o (pitch 500um) 6

Data} rate per pair = 2.5 Gbps, 800 Msymbols/s Bandwidth > 5.0 GHz i

Maximum equivalent frequency 500 MHz ]

IEC 61000-4-2 level 4 — 8kV contact / Contact discharge: = 20 kV L

15 kV air Air discharge: 30 kV
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Power over Ethernet (PoE)

Complete BOM link

Flexibility in TVS selection according to requested IEC 6100-4-5 level

“ Product key parameters ST solutions

Maximum voltage: 57 V Vgu=58 V
i = #
Operating ambient temperature up to 85°C  Leakage current rated at 85°C j - ,:; 4 o _
SMAJ58A b e | s &
| ?'ﬁ peeat TR =
SMA6J58A 0 E‘Lf i
IEC 61000-4-5 SMAJ58A: |pp=19 A Sui15TEBA ; e : :
- _—— —_ \":_‘:\.:5 | i
(500 V—1.2/50 s, 12 A-8/20 HS) SMABJ58A: IPP=33 A CHE GO [ wuw‘
(1 kV=1.2/50 ps, 24 A-8/20 ps) SM15T68A: 15p=83 A -

Lys
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RS-232

Complete BOM link

Always place the ESD protection close to ESD source
In this case, close to RS-232 connector

Needs for RS-232 Product key parameters

Voltage: < 12V Vgu 2 12V DSR RTS €75 R

e )
Positive and negative signal Bidirectional — 4 lines = 089 1 g

+5Y.

:

Maximum data rate : 256 kb/s
Maximum equivalent frequency < 1 MHz

Low constraint on capacitance ESDA14V2BP6 RTS f:
Typical line capacitance 25pF .
Bandwidth >> 1 MHz

@

e
+

‘Q »
w
g
1/04
¢
i
1/03
s
<
16
2| ol
‘:TBTR? ETE
oo oo
DD D>
EBEER

D g RINE  R1OUT C—55| PAB

R2N ¥ R20UT O35 PA9
ESDA14V2BP6 . 2| pato
7o TIN TIOUT [+ 75 Al
T2IN T20UT

R
Ll gl
g g

IEC 61000-4-2 level 4 Contact discharge: 28 kV :
8 kV contact / 15 kV air Air discharge: 215 kV o

170
Trm

r/‘o?

%Téx‘
o
=
I

‘ :
il Cov
E Ca- 025 peo

[ 1232 56| P83

‘ Y/ SOT666-6L "
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RS-485

Complete BOM link

Always place the ESD protection close to ESD source
Here, close to RS-485 connector

Needs for RS-485 Product key parameters @

C—5 PAO

T - > PA1

Voltage range : -7V to + 12V Vau 2 12V D—ﬁ o
O—>g1 PA3

- 5 5 N~ . A C—57| PA4
Positive and negative signal Bidirectional — 4 lines L5+ PA5
T L—53| PAG

‘ us 41 | PA7
® T H ] Eﬁg
Vee éJ R ﬁ PA10
DE ¥ | Rrrs a5 | PAT

RE {5 26| PA12

enp RO U—4g | PA13
: 5| PA14
IEC 61000-4-2 level 4 Contact discharge: =8 kV T srass 0% pats

8 kV contact / 15 kV air Air discharge: 215 kV 0 . gg 580

1/ 04
Gl\ﬁ)@

| |
I/ozm‘ i 1/03

Low constraint on capacitance ESDA14V2BP6
Typical line capacitance 25pF b2
Bandwidth >> 10 MHz 2

RS485 connector

Maximum data rate : 20 Mb/s
Maximum equivalent frequency < 10 MHz

-

il DLl

L B gt |
ESDATAV2BPE
[+

o>

1/01
O\TND

‘W SOT666-6L N
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Complete BOM link

Complete product offer for SD card protection; Integrated EMI and

ESD solution; Flexibility brought by ESD standalone products

Needs for Data / Clock
Voltage < 3.3V

Positive signal

IEC 61000-4-2 level 4
8 kV contact / 15 kV air

SD 2.0: Cmax = 40pF (including card cap. ~10pF)

Avoid LTE, Wi-Fi, and Bluetooth antenna disturbance

SD 3.0: Cmax = 21pF (including card cap. ~10pF)

Needs for V¢ Product key parameters ST solutions

Voltage < 5V
Positive signal

IEC 61000-4-2 level 4
8 kV contact / 15 kV air

Lys
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Product key parameters ST solutions

Vgu 2 3.0V
Unidirectional

Contact discharge: 28 kV
Air discharge: 215 kV

C <20 pF
Peak rejection frequency > 1950 MHz

C < 0.7pF
Minimize Cline in order to give room for SD card

Viw = 5.5V
Unidirectional (bidirectional also suitable)

Contact discharge = 30 kV
Air discharge = 30 kV

EMIF06-MSDO02N16

(SD 2.0)

EMIF06-HSDO3F3
(SD 3.0)

HSP053-4M5
(SD 3.0)

ESDA5-1F4

SD Card 2.0 with CD switch

SD card

bl
4
it
e
o
e

26
PCO 57—
PC1 [-3g
PC .

PC3 g
PC4 45
PCS g6
PCS |57
PCT | g8
PC8

PCY ??1
PC10 |
PC11 |
PC12 |y
PC13 8
PC14 g
PC15

&R

114
POO 5"
PD1 116
PO2 17
Poa 11y
PD4 119
POS 122

)
PDS[ 78

PLPCRCR

937

LA in[‘)s

LAAAD

e SDcard sockat

EMIF06-MSD02N16.

0N vee
b [ [T 08
:..5?4!" L A
= .‘ -2 [
<o | ow"w“1~‘" e e
- : < et
@ | | ':1
3 | |
e e |
. ‘ i in bt | 0
oot s
TMD | - ccmall I
o2 ooy
‘ﬁ4|
= ‘:.‘..‘

0 o
o 59
2 =2 ==
| il
| ; 88 &%
bl 5
7 i
T D1 |
0 SDcard socket
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LCD Display

Complete BOM link

High efficiency EMI filtering
All sockets ESD protected according to IEC 61000-4-2 level 4

Needs for parallel interface Product key parameters ST solutions

Voltage < 3.3V (high speed HS) Vgu 2 3.3V

s
7
J

Positive signal Unidirectional (bidirectional also suitable) =

lﬁﬁ‘it_u
D’@-
gge8
_J_Ji.l

@
G
oo
=]
Ex
Sl

EMIF08-LCD04M16
Clock frequency < 33 MHz Bandwidth > 400MHz (-6dB)
TTAELWCDDM\M&

Avoid to disturb LTE, Wi-Fi, Bluetooth reception Rejection of 700MHz, 2.4 GHz and 5 GHz

Needs for MIPI (Data / Clock) Product key parameters ST solutions

&
G

aad| L b
Ei d
OOC;O
RG]
T

=1l | (T LI (O (P (s

; 5 o]
Voltage < 385 mV (high speed HS) 8 08 == 66
Vgu 2 3.6V , TAEL_EWIFOs-LCO04N 1 G7
Voltage < 1.3V (low power LP) = 16 80 80
TR
13 3
Positive signal Unidirectional M ™ - 04 1?3
7 2 a7 jg—B‘/ B7
18 (] os Ny
Data rate up to 1.5 Gbps Bandwidth > 5 GHz T o TAELEWFoELCD04M1E GHD
o e e
Avoid to disturb Wifi antenna CMF Rejection = -15dB 02 5 2 HSYNC
(2.4GHz / 5GHz) (2.4 GHz 10 6.5 GHz) Sl R MEREG B DN
05 E NC
Needs for 12C Product key parameters ST solutions Ez %5_;” e GND
Line voltage range: 0 to 3.3V Vau 2 3.3V T"IE'? EMIFOS-LCO0SM1E 0 ﬁ
USBLC6-2SC6
Positive signal Unidirectional (bidirectional also suitable) - YUH -
ESDZV5-1BF4 .
Small consumption on digital communication Capacitance <10 pF to reduce consumption —_— 13
ESDZL5-1F4 =

Data rate: 3.4 Mbps Bandwidth : > 700 MHz —p EMIFOS1005M3



Audio interfaces

Needs for speaker Product key parameters ST solutions ﬂ{

High power output < 11 V (internal speaker) Vem 215V ESD141-1BU2 * A{‘ﬂ?‘i' | —
Standard power < 3.6 V Vew> 3.6 V ESDZV5H-1BU2 X SPEAKER
Audio Analog (alternative signal) Bidirectional ESDZV5H-1BU2 — e
f< 20 kHz No constraints on capacitance A @

Vdd

—[ L ST ESD Protection
-0 %
Needs for analog microphone Product key parameters ST solutions _;L
=0 ouT+ i—|_,>

3
Voltage < 3.3 V Vau23.3V E
) ESDL031-1BF4 & out- e
Audio Analog Bidirectional - : i
ESDZV5-1BF4 - g
f<20 kHz No constraints on capacitance = ST ESD Protection
Ve

—a

L

|

B0out

B0out —— )
o LK [vae pouT

o LR
| DMic

1

Needs for digital microphone Product key parameters ST solutions

Voltage < 3.3V Vgu 2 3.3V 7
ESDZV5-1BF4 "‘-‘

Positive signal Unidirectional (but bidirectional also suitable) —alomrily
ESDZL5-1F4

4

g

)
©Dout
ZCLK

—

Small consumption during digital communication Capacitance <10 pF
O LR

| DMic ~—

* Under development 5 5 0
Kys
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Complete BOM link

Buttons / Switches

All sockets are ESD protected according to IEC 61000-4-2 level 4

Very low clamping thanks to soft snapback type protection

Needs for switches Product key parameters ST solutions §

MCU power supply, usually 3.3V or less Vau 2 5.5V

Digital positive signal Unidirectional (bidirectional also suitable)

Low frequency application No constraints on capacitance

Cline < 9.5pF
IEC 61000-4-2 level 4 Contact discharge: 215 kV
8 kV contact / 15 kV air Air discharge: 230 kV
Avoid EMI (antenna desense) Reject frequency > 700 MHz
IEC 61000-4-2 level 4 Contact discharge : up to 8 kV
8 kV contact / 15 kV air Air discharge : up to 15 kV

% 0201 package

Lys
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ESDZV5-1BF4

(single line) =
ESDZL5-1F4 b =
ESDZL5-1F4
(single line) i |:T
J VDD
EMIFO1-1007AF4 (*) "0 Jﬂ
b Button
ST EMIFO1 “
(*) Contact our sales office L

'I'_ﬁ—%

15



Power supply

Complete BOM link

Wide range of Ipp surge capabilities

Flexibility with various voltages and package sizes

Power supply needs Product key parameters ST solutions in SMD % Transient Voltage Suppressor range I
DC Input Voltage as defined by IEC 61000-4-5 and |IEC 61643-321

Unidirectional "““z:":m B e sl o i b
A
Viam 2 V2 X Vg (Vag + 10% margin) SMAGJ series Lo
AC input voltage (SMA) swc
B|d|rect|0nal . h":‘smlb Latest release
, SM15T S
z]l;gdét‘loo\g’gt]:fg;d 8/20 p.S Surge Ipp up tO 169A Wlth VRM 28 V (SMC) Ji!‘: High Pl;v;;;li::l:i;ymfgndunis
oy &
IEC 61000-4-2 level 4 Contact discharge: >30 kV .
8 kV contact / 15 kV air Air discharge: >30 kV ‘,’ 400w 600 W (] 3w 5 KW 1011000 ps =
e il * S00A Bi20ps (IECHA000-4-5) “Y*: automotive grade product

Full TVS range link

Ky 16
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Complete BOM link

Wide range of Ipp surge capabilities
Flexibility with various voltages and package sizes

Charging connector & Battery

Power supply needs Product key parameters ST solutions in SMD VSIS

Voltage according to battery or
specification

Need to withstand 8/20 us surge
(IEC 61000-4-5)

IEC 61000-4-2 level 4
8 kV contact / 15 kV air

Lys
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Vaw = Vot (generally Vi, =5V to 7 V)

Unidirectional
lpp up to 120 A with Vgy 7 V

Contact discharge: >30 kV
Air discharge: >30 kV

ESDAXP series

(QFN)

SM6F series
(SOD128)

A

4

0402
10x06

]

QFN
16x1.0

PMIC

Vph_pwr (5V)

Vbat (5V) /777777

k

Package

300 W

ESDA8P30

ESDA9P25

ESDA7PE0

ESDA13P70
ESDA7P120

8/20 ps

Power

700 W 1300W 1400 W 4500 W 17



Glossary

« EMC: Electromagnetic compatibility

« ESD: Electrostatic discharge

« EOS: Electrical overstress

« TVS: Transient voltage suppressor diode
* CMF: Common-mode filter

» MOV: Metal oxide varistor

« HMI: Human machine interface

life.augmented
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© STMicroelectronics - All rights reserved.

For additional information about ST trademarks, please refer to www.st.com/trademarks.

Find out more at www.st.com

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘ , I

All other product or service names are the property of their respective owners.
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